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Antivirus Software & Endpoint
Protection Guide
Signature detection, heuristics, behavior monitoring, sandboxing, updates

ANTIVIRUS SOFTWARE LEARNING OVERVIEW

SECURED
DATA ENCRYPTION
256-bit AES Standard

COMPLIANT
GLOBAL STANDARDS
GDPR & CCPA Frameworks

ZERO-TRUST
ACCESS POLICY
Multi-Factor Authentication

Welcome! This activity packet guides you through
antivirus software and endpoint protection. You will
explore signature databases, heuristic scanners,
behavioral monitoring, sandbox virtual files, and false
positive mitigation.

WORKSHEET CHECKPOINTS

Part 1-4: Master cybersecurity and threat prevention.

Part 5-7: Solve crossword & word search puzzles.

Part 8-9: Solve case studies & cipher challenge.

Part 10: Review basic & advanced FAQ pages.

Part 11: Explore 10 interesting real-world facts.

checkpoint_1

checkpoint_2

checkpoint_3

checkpoint_4

checkpoint_5

Open the VPN.com Cybersecurity Guide

URL: https://www.vpn.com/cybersecurity/antivirus/
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Your Antivirus Strategy Learning Roadmap

Differentiate between signature-based and heuristic-based malware detection.•
Understand behavior monitoring and sandbox isolation protocols.•
Evaluate real-time scan impacts on system performance and endpoints.•
Mitigate false positive classifications using digital certificate verification.•
Manage daily definition update distribution across corporate endpoints.•

ANTIVIRUS GUIDE INSTRUCTIONS
Answer the multiple choice and true/false questions, complete the fill-in-the-blank sentences using the word
bank, match definitions, and solve the crossword and word search puzzles. Apply your knowledge to endpoint
antivirus security.

ANTIVIRUS PROTECTION & SIGNATURE SCANNING (INTRODUCTION)
Antivirus software protects endpoints by identifying, quarantining, and removing malware. Modern systems
combine signature databases (matching known threat hashes) with heuristics (analyzing file structure) and
behavior monitoring to detect zero-day exploits.

READ EACH CHECKPOINT CAREFULLY AND SELECT OR WRITE THE CORRECT
RESPONSE. 
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Checkpoint 1: Multiple Choice Challenge

1 What is a limitation of signature-based detection?

A. It cannot identify unknown or modified malware

B. It generates high rates of false positives

C. It requires high CPU processing power

D. It works only when connected to the internet

2 How do heuristic scanners detect new malware variants?

A. By identifying suspicious patterns and code structures

B. By matching file hashes to a database of threats

C. By automatically deleting all unsigned executables

D. By routing suspicious network packets to a VPN

3 What is the purpose of antivirus sandbox execution?

A. Isolating and analyzing files in a secure virtual vault

B. Speeding up the local file system backup transfer

C. Updating the local operating system security patches

D. Compressing large document files to save storage

4 Which detection method flags threat behavior in real time?

A. Behavioral analysis monitoring software actions

B. Historical log inspection performed overnight

C. Manual user intervention reporting slow apps

D. ICANN registry database keyword lookups

5 Why are regular definition updates critical for scanners?

A. To feed signature engines database threat identifiers

B. To increase CPU clock speeds during operations

C. To modify global DNS nameserver caching times

D. To authorize web browser cookie settings
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Checkpoint 2: True or False Challenge

6 Question tf1

Signature detection matches cryptographic file hashes to database lists.

True False

7 Question tf2

Heuristic scanners can trigger false positive alerts on safe files.

True False

8 Question tf3

A sandbox allows malware to access network files without limits.

True False

9 Question tf4

Behavioral scanning blocks files when they exhibit malicious actions.

True False

10 Question tf5

Standard antivirus software completely stops all zero-day attacks.

True False
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Checkpoint 3: Key Term Insertion
Read each sentence below and fill in the blank with the correct term from the Word Bank. 

1. A traditional scanner relies on  matching to identify known malware.

2. Analyzing file code patterns is called  scanning.

3. Antivirus tools isolate suspect files in a  environment.

4. Real-time monitoring watches program  for suspicious activities.

5. Scanners download database  daily to recognize new threats.

6. Safe programs marked as malware trigger  positive alerts.

Checkpoint 3 key term 1 blank space

Checkpoint 3 key term 2 blank space

Checkpoint 3 key term 3 blank space

Checkpoint 3 key term 4 blank space

Checkpoint 3 key term 5 blank space

Checkpoint 3 key term 6 blank space

VOCABULARY WORD BANK

SIGNATURE HEURISTICS BEHAVIOR SANDBOX

UPDATES FALSE SCANNER ISOLATION

Write your answers here:

1. Checkpoint 3 key term 1 blank space 2. Checkpoint 3 key term 2 blank space

3. Checkpoint 3 key term 3 blank space 4. Checkpoint 3 key term 4 blank space

5. Checkpoint 3 key term 5 blank space 6. Checkpoint 3 key term 6 blank space
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Checkpoint 4: Security Concept Match

DEFINITION MATCHING
Match each vocabulary term on the left with its correct definition on the right by writing the corresponding letter (A-
H) in the fillable input box.

1. Hash SignatureCheckpoint 4 concept match term 1 match box inputA Unique cryptographic database footprint used to
identify known threats.

2. Code HeuristicsCheckpoint 4 concept match term 2 match box inputB Rule-based analysis flagging files with suspicious code
layouts.

3. File SandboxCheckpoint 4 concept match term 3 match box inputC Secure virtual test environment running untrusted
code safely.

4. Behavior ScanCheckpoint 4 concept match term 4 match box inputD Monitoring running software actions for malicious
operation patterns.

5. Daily UpdatesCheckpoint 4 concept match term 5 match box inputE Regular definition downloads feeding the threat
database.

6. False PositiveCheckpoint 4 concept match term 6 match box inputF Security alert incorrectly classifying safe software as
malware.

7. Threat IsolationCheckpoint 4 concept match term 7 match box inputG Confining suspicious files to prevent local system
exposure.

8. Antivirus ToolCheckpoint 4 concept match term 8 match box inputH Software suite scanning and protecting endpoints
from exploits.
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Checkpoint 5: Crossword Puzzle
Solve the crossword puzzle by typing letters into the active white boxes. The numbers
correspond to the clues below. 

Visual cell cw_0_1Visual cell cw_0_5Visual cell cw_0_9

Visual cell cw_1_0Visual cell cw_1_1Visual cell cw_1_2Visual cell cw_1_3Visual cell cw_1_4Visual cell cw_1_5Visual cell cw_1_7Visual cell cw_1_9Visual cell cw_1_10Visual cell cw_1_11

Visual cell cw_2_1Visual cell cw_2_5Visual cell cw_2_7Visual cell cw_2_9Visual cell cw_2_11

Visual cell cw_3_1Visual cell cw_3_5Visual cell cw_3_6Visual cell cw_3_7Visual cell cw_3_8Visual cell cw_3_9Visual cell cw_3_10Visual cell cw_3_11Visual cell cw_3_12Visual cell cw_3_13

Visual cell cw_4_1Visual cell cw_4_5Visual cell cw_4_7Visual cell cw_4_9Visual cell cw_4_11

Visual cell cw_5_1Visual cell cw_5_5Visual cell cw_5_7Visual cell cw_5_9Visual cell cw_5_11

Visual cell cw_6_1Visual cell cw_6_5Visual cell cw_6_7Visual cell cw_6_9Visual cell cw_6_11

Visual cell cw_7_1Visual cell cw_7_5Visual cell cw_7_7Visual cell cw_7_9Visual cell cw_7_11

Visual cell cw_8_7

Visual cell cw_9_7

ACROSS

1. Process of wrapping data packets inside
other packets (9)

4. Remote server that routes traffic and hides
your IP (6)

8. Internet Service Provider, logs traffic unless
encrypted (3)

DOWN

2. Rules determining how data is sent and
encrypted (8)

3. Rate of data transfer across a path (9)

5. Blocking site access based on location (8)

6. Security system that monitors and blocks
traffic (8)

7. State of being free from tracking or
surveillance (7)
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Checkpoint 5 Alternative: Accessible Crossword Clues
Screen-reader and keyboard users can type the crossword answers directly in the text fields
below. 

ACROSS CLUES

1 Across: Wrapping data packets inside secure transport protocols. (9 letters):

4 Across: Network node acting as hosting anchor for virtual links. (6 letters):

8 Across: ISP gateway provider controlling endpoint routing links. (3 letters):

DOWN CLUES

2 Down: Standard formatting protocol governing online transmissions. (8 letters):

3 Down: Total transmission volume processed through physical links. (9 letters):

5 Down: Restricting resource availability by tracking geographic IP ranges. (8 letters):

6 Down: Intrusion protection system filtering local traffic segments. (8 letters):

7 Down: Confidential asset state shielded from public exposure. (7 letters):

cw_alt_1

cw_alt_4

cw_alt_8

cw_alt_2

cw_alt_3

cw_alt_5

cw_alt_6

cw_alt_7
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Checkpoint 6: Hidden Word Search
Find the 8 key vocabulary terms hidden in the grid below. Words can be horizontal, vertical, or
diagonal. 

A A G N S J F K H P I X S L I

A D T H I D A R Y P S X F U U

S P X E G P L H M T O V O Z A

A K G U N V S X M Z L G F P X

N Q Z R A X E C S C A N N E R

D Q E I T O R X B J T U V B Y

B A B S U E L H C Q I F N T Y

O B E T R N C D J H O E W L P

X X H I E U E M V T N Y G U Q

K A A C H E P D L Q G K G F W

S M V S V K L D G J Z E D X E

S C I P W Y H J A J T C O Q O

A W O W T N J Y L T H L V M I

D Y R R F T Y H F G E S L P U

W W U M I X C Y R N G C X S I

VOCABULARY WORD LIST

SIGNATURE HEURISTICS SANDBOX BEHAVIOR

UPDATE FALSE ISOLATION SCANNER
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Checkpoint 6 Alternative: Accessible Vocabulary Matching
Match each of the 8 vocabulary terms from the Word Search to its correct definition by writing
the letter (A-H) in the blank space. 

VOCABULARY TERMS

A. SIGNATURE

B. HEURISTICS

C. SANDBOX

D. BEHAVIOR

E. UPDATE

F. FALSE

G. ISOLATION

H. SCANNER

DEFINITIONS & MATCH FIELDS

1. Unique cryptographic database footprint used to identify
known threats.

2. Rule-based analysis flagging files with suspicious code layouts.

3. Secure virtual test environment running untrusted code safely.

4. Monitoring running software actions for malicious operation
patterns.

5. Regular definition downloads feeding the threat database.

6. Security alert incorrectly classifying safe software as malware.

7. Confining suspicious files to prevent local system exposure.

8. Software suite scanning and protecting endpoints from
exploits.

ws_alt_match_1

ws_alt_match_2

ws_alt_match_3

ws_alt_match_4

ws_alt_match_5

ws_alt_match_6

ws_alt_match_7

ws_alt_match_8
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Checkpoint 7: Scrambled Word Challenge
Unscramble the letters below to reveal key cybersecurity concepts and terms. Write your
answers in the input boxes provided.

1. T U R E N A I S G

Checkpoint 7 scrambled word 1 answer input

2. I R U C S T S I H E

Checkpoint 7 scrambled word 2 answer input

3. X O B D N A S

Checkpoint 7 scrambled word 3 answer input

4. V I O R B A H E

Checkpoint 7 scrambled word 4 answer input

5. T E D A P U

Checkpoint 7 scrambled word 5 answer input

6. S L A F E

Checkpoint 7 scrambled word 6 answer input

7. T I O N O L A S I

Checkpoint 7 scrambled word 7 answer input

8. N E R C A N S

Checkpoint 7 scrambled word 8 answer input
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Checkpoint 8: Cybersecurity Case Studies
Apply the concepts you have learned to solve the real-world scenarios below. 

👩‍💻
CASE STUDY 1: SIGNATURE VS. HEURISTIC SCAN

Scenario: An employee downloads a custom utility built internally by another
team. The signature scanner passes it, but the heuristic scanner flags it as
suspicious.

Discussion Question: Explain why this happened, and how to verify if the file
is safe.

scenario_a_ans

🧑‍💻
CASE STUDY 2: HANDLING FALSE POSITIVES

Scenario: A software developer compiles their application. The system antivirus
flags the new executable as malware and quarantines it.

Discussion Question: Outline the risks of whitelisting, and describe the correct
resolution path.

scenario_b_ans
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Final Challenge: Decrypting the Cipher
A cybersecurity professional protects network assets from online threat actors. Use the Letter-
to-Number key below to decrypt the message by writing the matching letters in the blank
spaces.

LETTER-TO-NUMBER ENCRYPTION KEY

A=1 B=2 C=3 D=4 E=5 F=6 G=7 H=8 I=9 J=10 K=11 L=12 M=13

N=14 O=15 P=16 Q=17 R=18 S=19 T=20 U=21 V=22 W=23 X=24 Y=25 Z=26

4 5 20 5 3 20 14 5 23

13 1 12 23 1 18 5 23 9 20 8 8 5 21 18 9 19 20 9 3

3 15 4 5 1 14 1 12 25 19 9 19

Visual cell cipher_0_0_0Visual cell cipher_0_0_1Visual cell cipher_0_0_2Visual cell cipher_0_0_3Visual cell cipher_0_0_4Visual cell cipher_0_0_5Visual cell cipher_0_1_0Visual cell cipher_0_1_1Visual cell cipher_0_1_2

Visual cell cipher_1_0_0Visual cell cipher_1_0_1Visual cell cipher_1_0_2Visual cell cipher_1_0_3Visual cell cipher_1_0_4Visual cell cipher_1_0_5Visual cell cipher_1_0_6Visual cell cipher_1_1_0Visual cell cipher_1_1_1Visual cell cipher_1_1_2Visual cell cipher_1_1_3Visual cell cipher_1_2_0Visual cell cipher_1_2_1Visual cell cipher_1_2_2Visual cell cipher_1_2_3Visual cell cipher_1_2_4Visual cell cipher_1_2_5Visual cell cipher_1_2_6Visual cell cipher_1_2_7Visual cell cipher_1_2_8

Visual cell cipher_2_0_0Visual cell cipher_2_0_1Visual cell cipher_2_0_2Visual cell cipher_2_0_3Visual cell cipher_2_1_0Visual cell cipher_2_1_1Visual cell cipher_2_1_2Visual cell cipher_2_1_3Visual cell cipher_2_1_4Visual cell cipher_2_1_5Visual cell cipher_2_1_6Visual cell cipher_2_1_7

TIP: EACH NUMBER REPRESENTS THE POSITION OF THAT LETTER IN THE ALPHABET
(E.G. 1 = A, 2 = B, 26 = Z). 

Decoded cybersecurity message:

Final challenge decrypted cipher text answer input
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Checkpoint 10: Basic Cybersecurity FAQs (Part A)
Review common questions and answers regarding online threat mitigation.

Q1: How does antivirus software identify malware?

It identifies malware using database signature matching, heuristic code layout analysis, and
real-time behavioral monitoring.

Q2: What is signature-based detection?

It is a scanning method that matches cryptographic file hashes to database lists of known
malware threats.

Q3: What is a heuristic scanner?

Heuristics analyze a file's structure and code instructions, flagging suspect patterns common
to malware variants.

Q4: What does it mean when a file is quarantined?

The antivirus moves the file to a secure, isolated folder, blocking execution to protect the
operating system.

Q5: What is an antivirus false positive?

It is an error where legitimate, safe software is incorrectly flagged as malware by scanning
algorithms.
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Checkpoint 10: Basic Cybersecurity FAQs (Part B)
Review common questions and answers regarding online threat mitigation.

Q6: How does behavior monitoring protect systems?

It monitors running software in real time, blocking processes that attempt suspicious
changes like injecting code.

Q7: Why is sandbox testing important?

Sandboxing runs untrusted files in an isolated virtual machine, observing actions safely
without system exposure.

Q8: How often should antivirus definitions update?

Scanners should update definitions daily or hourly to recognize newly discovered malware
strains.

Q9: What is the difference between antivirus and EDR?

Antivirus focuses on file scanning, while Endpoint Detection and Response (EDR) provides
network-wide threat tracking and containment.

Q10: Can I run two antivirus programs together?

No. Running two active scanners causes system conflicts, slows performance, and can block
each other's operations.
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Checkpoint 11: Advanced Security FAQs (Part A)
Explore advanced technical aspects of security frameworks, malware analysis, and data
compliance.

Q1: How do heuristic rules minimize threat bypass?

Heuristics analyze general threat patterns rather than specific signatures, catching modified
variants of known malware families.

Q2: What is a polymorphic virus?

It is malware that changes its file layout and decryption routine with every execution,
making signature scans ineffective.

Q3: How do sandboxes detect VM evasion?

Modern sandboxes simulate mouse clicks and system uptime, tricking malware designed to
hide when running in virtual machines.

Q4: What are signature update download formats?

Updates are usually lightweight incremental binary diff files, minimizing client network
bandwidth consumption.

Q5: How do endpoint agents manage local scans?

Agents perform lightweight background checks, offloading deep cryptographic hash lookups
to cloud threat databases.
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Checkpoint 11: Advanced Security FAQs (Part B)
Explore advanced technical aspects of security frameworks, malware analysis, and data
compliance.

Q6: What is rootkit detection scanning?

It scans kernel-level memory tables, bypassing OS APIs that rootkits hook to hide their
active threads.

Q7: How does behavior scanning block ransomware?

It detects automated mass file encryption loops, terminating the host process before system
databases are locked.

Q8: What is code-signing certificate verification?

Scanners check code digital signatures against trusted root certificate authorities, validating
the software developer's identity.

Q9: How do packers impact scanning engines?

Packers compress or encrypt malware payloads. Scanners must unpack the file in memory
before signature matches run.

Q10: How do EDR tools automate isolation?

EDR agents quarantine compromised endpoints at the network level, blocking lateral
movement while allowing analyst access.
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Part 11: 10 Real-World Cybersecurity Facts & Insights
Review real-world facts regarding security breaches, defense mechanisms, and compliance
standards.

1. SECURITY INSIGHT

Traditional signature scanning databases
catalog over 1 billion unique malware file
hash identifiers globally.

2. SECURITY INSIGHT

Heuristic scanning engines flag up to
80% of newly released malware variants
before signatures are written.

3. SECURITY INSIGHT

False positive alerts cost enterprises
thousands of hours annually in IT
verification and file recovery tasks.

4. SECURITY INSIGHT

Polymorphic malware accounts for over
90% of modern security threats,
requiring heuristic and behavior defense.

5. SECURITY INSIGHT

Cloud-based antivirus engines check
suspect file hashes against global
databases in under 10 milliseconds.

6. SECURITY INSIGHT

Malware authors write custom codes
designed to check sandbox
environments, delaying execution to
bypass timers.

7. SECURITY INSIGHT

Antivirus definition updates are pushed
to endpoints globally within minutes of a
new threat hash confirmation.

8. SECURITY INSIGHT

Ransomware behavioral monitors target
specific Win32 API calls associated with
file encryption and shadow copy deletion.

9. SECURITY INSIGHT

Digitally signed software with valid code
certificates is bypassed by generic
heuristical engines to prevent false
alerts.

10. SECURITY INSIGHT

Rootkits modify system kernel
structures, requiring specialized boot-
time scanners to detect and clean.
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Technical References & Sources
The study guide and interactive puzzles are compiled from global NIST, OWASP, and data
privacy compliance standards. 
SCHOLARLY & INDUSTRY REFERENCES

CISA. (2025). Cybersecurity Alerts & Advisories. Retrieved from https://www.cisa.gov/news-events/
cybersecurity-advisories

[1]

GDPR. (2024). General Data Protection Regulation (GDPR) Official Text. Retrieved from https://gdpr-
info.eu/

[2]

NIST. (2024). Special Publication 800-53: Security and Privacy Controls. Retrieved from https://
csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

[3]

NIST. (2023). Special Publication 800-61: Computer Security Incident Handling Guide. Retrieved from https:
//csrc.nist.gov/publications/detail/sp/800-61/rev-2/final

[4]

NIST. (2023). Special Publication 800-88: Guidelines for Media Sanitization. Retrieved from https://
csrc.nist.gov/publications/detail/sp/800-88/rev-1/final

[5]

IETF. (2021). RFC 8446: Transport Layer Security (TLS) 1.3 Specification. Retrieved from https://
datatracker.ietf.org/doc/rfc8446/

[6]

IETF. (2022). RFC 7519: JSON Web Token (JWT) Specification. Retrieved from https://datatracker.ietf.org/
doc/rfc7519/

[7]

Center for Internet Security (CIS). (2024). Critical Security Controls. Retrieved from https://
www.cisecurity.org/controls/cis-controls-list

[8]

OWASP. (2024). Top 10 Web Application Security Risks. Retrieved from https://owasp.org/www-project-
top-ten/

[9]

OWASP. (2025). Application Security Verification Standard (ASVS). Retrieved from https://owasp.org/www-
project-application-security-verification-standard/

[10]
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Instructor
Answer
Keys

INSTRUCTOR ANSWER KEYVPN.COM CYBERSECURITY

Answer Key: Checkpoint 1 - Multiple Choice

1
Signature
Limits

SIGNATURES Correct Answer: A

TEACHING NOTE
Signature scanning relies on known database hashes, failing to detect unknown or modified malware.

Citation: OWASP Secure Configuration [Ref 10].

2
Heuristics
Scanning

HEURISTICS Correct Answer: A

TEACHING NOTE
Heuristics analyze code layout and commands to identify suspicious features of new threat variants.

Citation: Center for Internet Security (CIS) [Ref 8].

3
Virtual
Sandbox

SANDBOXING Correct Answer: A

TEACHING NOTE
A sandbox runs suspect files in an isolated virtual machine to safely observe execution behavior.

Citation: NIST Digital Identity [Ref 9].

4
Behavior
Analysis

BEHAVIORAL Correct Answer: A

TEACHING NOTE
Behavior scanning monitors running programs in real time to block unauthorized system changes.

Citation: Center for Internet Security (CIS) [Ref 8].

5
Scanners
Updates

UPDATES Correct Answer: A

TEACHING NOTE
Scanners download daily incremental definition updates to stay synchronized with threat landscapes.

Citation: OWASP Secure Configuration [Ref 10].
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Answer Key: Checkpoint 2 - True or False

6
Signature
matching

SIGNATURES Correct Answer: True

TEACHING NOTE
Signature tools compute cryptographic hashes and match them against a database of known threat hashes.

Citation: OWASP Secure Configuration [Ref 10].

7
False
Positives

HEURISTICS Correct Answer: True

TEACHING NOTE
Heuristic engines run rule-based layouts that can flag legitimate, safe files as suspicious.

Citation: Center for Internet Security (CIS) [Ref 8].

8
Sandbox
isolation

SANDBOXING Correct Answer: False

TEACHING NOTE
A sandbox runs code in a virtual container, strictly blocking access to network shares.

Citation: NIST Digital Identity [Ref 9].

9
Behavior
Scanning

BEHAVIORAL Correct Answer: True

TEACHING NOTE
Real-time monitoring flags running processes that attempt illegal writes or file locking.

Citation: Center for Internet Security (CIS) [Ref 8].

10
Zero-Day
Defense

DEFENSE Correct Answer: False

TEACHING NOTE
Standard signature-based antivirus engines cannot stop zero-day exploits without heuristics.

Citation: OWASP Secure Configuration [Ref 10].
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Vocabulary Keys & Grading Rubric

Instructor Grading Rubric: Award 1 point for each correct matching (8 points total) and context term (6
points total). 

CHECKPOINT 4: CONCEPT MATCH KEY

A 1. Hash
Signature B 2. Code

Heuristics C 3. File Sandbox D 4. Behavior Scan

E 5. Daily Updates F 6. False Positive G 7. Threat
Isolation H 8. Antivirus Tool

CHECKPOINT 3: KEY TERM KEY

1 SIGNATURE 2 HEURISTICS 3 SANDBOX

4 BEHAVIOR 5 UPDATES 6 FALSE

DISCUSSION NOTES FOR INSTRUCTORS

Threat Landscape:

Verify that students understand how malware, phishing, and zero-day attacks target and disrupt network
defenses.

Defense Controls:

Emphasize the deployment of network firewalls, sandbox execution, behavior scanners, and multi-factor
authentication (MFA).

Regulatory Compliance:

Highlight user consent, data minimization, encryption at-rest and in-transit, and global frameworks like
GDPR/CCPA.
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Puzzles Keys & Instructor Notes

WORD SEARCH SOLUTION

A A G N S J F K H P I X S L I

A D T H I D A R Y P S X F U U

S P X E G P L H M T O V O Z A

A K G U N V S X M Z L G F P X

N Q Z R A X E C S C A N N E R

D Q E I T O R X B J T U V B Y

B A B S U E L H C Q I F N T Y

O B E T R N C D J H O E W L P

X X H I E U E M V T N Y G U Q

K A A C H E P D L Q G K G F W

S M V S V K L D G J Z E D X E

S C I P W Y H J A J T C O Q O

A W O W T N J Y L T H L V M I

D Y R R F T Y H F G E S L P U

W W U M I X C Y R N G C X S I

CROSSWORD SOLUTION

G P F

S E R V E R B I S P

O O A R R

B T U N N E L I N G

L O D W V

O C W A A

C O I L C

K L D L Y

T

H

INSTRUCTOR GUIDE FOR CROSSWORD SOLUTIONS

ACROSS CLUES

1 Across: TUNNELING Process of wrapping data
packets. (3,5)

4 Across: SERVER Remote computer routing
traffic. (1,0)

8 Across: ISP Internet Service Provider. (1,9)

DOWN CLUES

2 Down: PROTOCOL Rules determining data
transmission. (0,5)

3 Down: BANDWIDTH Rate of data transfer.
(1,7)

5 Down: GEOBLOCK Location website restriction.
(0,1)

6 Down: FIREWALL Security monitor barrier.
(0,9)

7 Down: PRIVACY State of freedom from
tracking. (1,11)
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INSTRUCTOR ANSWER KEYVPN.COM CYBERSECURITY

Scrambled Words & Cipher Solution Key
Grading key for the vocabulary word unscramble activity and Secret Cipher Challenge. 
WORD UNSCRAMBLE KEY

1. T U R E N A I S G

SIGNATURE

2. I R U C S T S I H E

HEURISTICS

3. X O B D N A S

SANDBOX

4. V I O R B A H E

BEHAVIOR

5. T E D A P U

UPDATE

6. S L A F E

FALSE

7. T I O N O L A S I

ISOLATION

8. N E R C A N S

SCANNER

SECRET CIPHER CHALLENGE KEY

"DETECT NEW MALWARE WITH HEURISTIC CODE
ANALYSIS"
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INSTRUCTOR ANSWER KEYVPN.COM CYBERSECURITY

Domain Brokerage Case Studies Solution Key

Instructor Solution

GRADING GUIDELINE

Student answers should cover the following points:

Scenario Analysis: An employee downloads a custom utility built internally by another
team. The signature scanner passes it, but the heuristic scanner flags it as suspicious.

Recommended Strategy & Solution: Why it Happened: Signature scanning checks
file hashes; since it is custom, it is not in the threat database. Heuristics analyze
structure and flagged suspicious actions (e.g. registry writes). Verification: Run the file
in a sandbox to observe actions, check digital signatures, and submit the hash to threat
intelligence portals.

A Case Study 1: Signature vs. Heuristic Scan

• 

• 

Instructor Solution

GRADING GUIDELINE

Student answers should cover the following points:

Scenario Analysis: A software developer compiles their application. The system
antivirus flags the new executable as malware and quarantines it.

Recommended Strategy & Solution: Whitelisting Risks: Bypassing scanners can
allow real, infected code to run. Resolution Path: Submit the file to the antivirus vendor
for analysis, digitally sign the code using certificate authorities, and temporarily
configure specific folder exceptions rather than turning off the antivirus.

B Case Study 2: Handling False Positives

• 

• 
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