VPNl VPN.COM CYBERSECURITY CYBERSECURITY WORKSHEET

Name: Date: Score:

Malware Analysis & Threat Mitigation
Guide

Trojans, ransomware, spyware, rootkits, virtualization sandboxes, containment

MALWARE ANALYSIS LEARNING OVERVIEW

Welcome! This activity packet guides you through malware
analysis and prevention. You will explore spyware, trojans,

SECURED ransomware payloads, reverse-engineering tools, rootkit

DATA ENCRYPTION behavior, and containment strategies.
256-bit AES Standard
WORKSHEET CHECKPOINTS

D Part 1-4: Master cybersecurity and threat prevention.

COMPLIANT |:| Part 5-7: Solve crossword & word search puzzles.

GLOBAL STANDARDS
GDPR & CCPA Frameworks |:| Part 8-9: Solve case studies & cipher challenge.

|:| Part 10: Review basic & advanced FAQ pages.

Part 11: Explore 10 interesting real-world facts.

ZERO-TRUST

ACCESS POLICY
Multi-Factor Authentication

Open the VPN.com Cybersecurity Guide

URL: https://www.vpn.com/cybersecurity/malware/

© VPN.com | Malware Analysis Worksheet Page 1


https://www.vpn.com/cybersecurity/malware/

VPN VPN.COM CYBERSECURITY CYBERSECURITY WORKSHEET

Your Malware Mitigation Learning Roadmap

e Differentiate between Trojan, worm, and rootkit malware types.
e Implement sandbox virtualization execution for code analysis.

e Design containment and sanitization plans for active ransomware payloads.

MALWARE ANALYSIS GUIDE INSTRUCTIONS

Answer the multiple choice and true/false questions, complete the fill-in-the-blank sentences using the word bank,
match definitions, and solve the crossword and word search puzzles. Apply your knowledge to malware mitigation.

MALWARE ANALYSIS & THREAT CONTAINMENT (INTRODUCTION)

Malicious code like Trojans, worms, and ransomware poses high-impact threats to endpoints and servers. Security
teams analyze malware inside virtual sandboxes and execute swift network isolation controls to contain payload
propagation.
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Checkpoint 1: Multiple Choice Challenge

0 What is the defining characteristic of a Trojan horse?
O A. It masquerades as legitimate software to trick users into running it
O B. It replicates automatically across local network lines
O C. It infects files inside isolated virtual sandboxes

O D. It intercepts internet service provider traffic

9 Which type of malware encrypts files and demands payment?
Q A. Ransomware

Q B. Spyware

Q C. Rootkit
Q D. Adware

e What represents spyware?
Q A. Malware designed to secretly monitor user keystrokes and browser activities
Q B. Program code executing inside a sandboxed virtual container
Q C. Anti-malware updates downloaded from database registries
Q D. Direct redirects from old URLs to new domains

° Why do malware developers use rootkits?
O A. To hide active processes and malicious files from the operating system
O B. To increase CPU processing speed on endpoints
O C. To backup database files to secure cloud vaults
O D. To verify domain EPP code transfers

G What does sandboxing mean in malware analysis?
Q A. Executing suspicious files in an isolated virtual vault to observe behavior safely
Q B. Scanning file hashes against known threat databases
Q C. Restoring database backups after an intrusion

Q D. Disconnecting local network routers from public lines
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Checkpoint 2: True or False Challenge

G Question 6

Computer worms require human user interaction to propagate across local networks.

O True O False

0 Question 7

Adware is always harmless and does not track user behavior or browser history.

O True O False

Ransomware attacks can be fully resolved by restoring files from unaffected offline backups.

Q True O False

Q Question 9

Zero-day malware exploits can be stopped by signature-based antivirus scanners.

O True O False

@ Question 10

Fileless malware executes malicious scripts in system memory, avoiding writing files to the disk.

I e Question 8

O True O False
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Checkpoint 3: Key Term Insertion

Read each sentence below and fill in the blank with the correct term from the Word Bank.

1. Malware disguised as a safe utility program is a

2. Malicious payloads locking database systems for money represent

3. Keyloggers secretly recording passwords represent

4. Hiding deep within operating system kernels requires a

5. Analyzing suspicious files in an isolated vault uses a virtual

6. Stopping the spread of active malware payloads requires immediate network

VOCABULARY WORD BANK
TROJAN RANSOMWARE SPYWARE ROOTKIT
SANDBOX CONTAINMENT

Write your answers here:

1. 2.
3 4.
5. 6
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Checkpoint 4: Security Concept Match

DEFINITION MATCHING

Match each vocabulary term on the left with its correct definition on the right by writing the corresponding letter (A-H) in the
fillable input box.

Malicious software disguised as a benign or useful utility

O TROJAN A~ program. (a)

Q RANSOMWARE B Malware that encrypts system storage and demands
payment for key delivery. (B)

O SPYWARE c Program designed to secretly monitor and record user
activity and inputs. (C)
Stealth malware hiding deep in system kernels to

O ROOTKIT D maintain administrative control. (D)

O SANDBOX E Isolated virtual environment used to analyze malicious
files safely. (E)

O CONTAINMENT F Restricting infected endpoints to prevent the spread of
threat payloads. (F)
Self-replicating malware propagating across networks

O WORM G without human action. (G)

Q FILELESS H Malware executing directly in RAM to avoid detection by
disk scanners. (H)
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Checkpoint 5: Crossword Puzzle

Solve the crossword puzzle by typing letters into the active white boxes. The numbers correspond to
the clues below.

ACROSS
1. Process of wrapping data packets inside other
packets (9)

4. Remote server that routes traffic and hides your
IP (6)

8. Internet Service Provider, logs traffic unless
encrypted (3)
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DOWN

2. Rules determining how data is sent and
encrypted (8)

3. Rate of data transfer across a path (9)

5. Blocking site access based on location (8)

6. Security system that monitors and blocks traffic

(8)

7. State of being free from tracking or surveillance

(7)
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Checkpoint 5 Alternative: Accessible Crossword Clues

Screen-reader and keyboard users can type the crossword answers directly in the text fields below.

ACROSS CLUES

1Across: Strategic consulting service helping organizations resolve malware litigation risks (9 letters):

[ J

4 Across: Secured system isolation method preventing file execution during code analysis (6 letters):

[ )

8 Across: Corporate asset targeted by malware redirecting domain traffic to phishing sites (5 letters):

DOWN CLUES

2 Down: Security audit estimating database recovery costs and malware damage metrics (9 letters):

[ ]

3 Down: Stealth malware design keeping malicious processes hidden from system scans (7 letters):

[ )

5 Down: Authorized platform where DNS configurations are locked to prevent malware redirects (9 letters):

[ ]

6 Down: Authorized code needed to transfer domain control away from compromised accounts (7 letters):

[ )

7 Down: Public market where security firms buy and trade zero-day exploit tools (7 letters):
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Checkpoint 6: Hidden Word Search

Find the 8 key vocabulary terms hidden in the grid below. Words can be horizontal, vertical, or
diagonal.

G X F Q H D F J R L X Y F R G

F T N R A N S J Z VvV L D R U W

A L F L L F W P N Q G R H R Y

s ¢ I F D R V N Y Q D L H R W

H O L W T A O S F W F VvV O @Q C

O N E R X N L C T W A Z H J W

D T L E B S K S R P O R H E B

M A E H E O E X O Z N R E N F

M I §s ¥y vM™M U J J B P P M U B

R N S Q P W V O A R Z K F R T

N M L E G A W Y N A F S I U O

G E U E Z R R W T E Y X D E L

E N C W J E S W Q X K U A J D

0O T F Q R O O T K I T F W P D

H P F E O D S A N D B O X R N

VOCABULARY WORD LIST

TROJAN RANSOMWARE SPYWARE ROOTKIT
SANDBOX CONTAINMENT WORM FILELESS
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Checkpoint 6 Alternative: Accessible Vocabulary Matching

Match each of the 8 vocabulary terms from the Word Search to its correct definition by writing the
letter (A-H) in the blank space.

DEFINITIONS & MATCH FIELDS

VOCABULARY TERMS

A. TROJAN D 1. Malicious software disguised as a benign or useful utility program.
ERA S 2. Malware that encrypts system storage and demands payment for

C. SPYWARE key delivery.

D. ROOTKIT 3. Program designed to secretly monitor and record user activity and
E. SANDBOX inputs.

F. CONTAINMENT 4. Stealth malware hiding deep in system kernels to maintain

G. WORM administrative control.

H. FILELESS

5. Isolated virtual environment used to analyze malicious files safely.

6. Restricting infected endpoints to prevent the spread of threat
payloads.

7. Self-replicating malware propagating across networks without
human action.

8. Malware executing directly in RAM to avoid detection by disk
scanners.

JUouoduud

© VPN.com | Malware Analysis & Threat Mitigation Guide Page 10



VPNl VPN.COM CYBERSECURITY CYBERSECURITY WORKSHEET

Checkpoint 7: Scrambled Word Challenge

Unscramble the letters below to reveal key cybersecurity concepts and terms. Write your answers in
the input boxes provided.

7" O0ORATN 55X 0BDNAS
2RAMONSERAW 66MENTAINOCTN
B3REWAUPSY 7MORW

4 KOOITRT 8ILESETFTLS
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Checkpoint 8: Cybersecurity Case Studies

Apply the concepts you have learned to solve the real-world scenarios below.

CASE STUDY 1: ENTERPRISE RANSOMWARE PAYLOAD CONTAINMENT
Scenario: A corporate local area network has been breached by active ransomware.
Key file servers have begun showing file extensions with .locked. Establish
containment policies.

Discussion Question: Detail the containment steps, and outline the data recovery
protocol.

CASE STUDY 2: FILELESS MALWARE MEMORY INJECTION

Scenario: An analyst detects suspicious scripting patterns executing directly in
volatile system RAM using standard administrative tools, but no malicious files exist on
the disk.

Discussion Question: Explain the memory analysis strategy, and specify tools to
block fileless execution.
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Final Challenge: Decrypting the Cipher

A cybersecurity professional protects network assets from online threat actors. Use the Letter-to-
Number key below to decrypt the message by writing the matching letters in the blank spaces.

LETTER-TO-NUMBER ENCRYPTION KEY
C=3 D=4 E=5 F=6 G=7 H=8 1=9 J=10 K=11 L=12 M=13

A=1 B=2
V=22 w=23 X=24 Y=25 Z=26

N=14 0=15 P=16 Q=17 R=18 S=19 T=20 U=21

4 5 20 5 3 20 25 15 21 18
5 14 4 11 15 9 1 20 16 1 25 12 15 1 4 19 23 9 20 8
2 5 8 1 22 9 15 18 1 12 18 15 14 9 20 15 18 19

Decoded cybersecurity message:

TIP: EACH NUMBER REPRESENTS THE POSITION OF THAT LETTER IN THE ALPHABET (E.G. 1= A, 2 =
B, 26 = Z).
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Checkpoint 10: Basic Cybersecurity FAQs (Part A)

Review common questions and answers regarding online threat mitigation.

Q1: What is malware?

Malicious software designed by threat actors to damage, hijack, or steal data from devices and
networks.

Q2: What is the difference between a virus and a worm?

A virus requires human action (like opening a file) to spread, while a worm spreads automatically
across networks.

Q3: How does a Trojan horse infect a computer?

It tricks users by masquerading as a harmless or safe program, hiding its malicious payload inside.

Q4: What is ransomware?

A type of malware that encrypts files on the target system, demanding financial payment in
exchange for the decryption key.

Q5: What is spyware?

Malicious software that secretly records user keystrokes, passwords, and browsing habits to send
them to attackers.
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Checkpoint 10: Basic Cybersecurity FAQs (Part B)

Review common questions and answers regarding online threat mitigation.

Q6: What does sandboxing mean?

Running suspicious files in a secure, isolated virtual environment to observe their behavior without
risk to production systems.

Q7: What is fileless malware?

Malware that runs directly in system memory (RAM) using legitimate utilities, avoiding writing files
to the disk to bypass basic scanners.

Q8: How does a rootkit protect malware?

It hides deep inside the operating system kernel, making malicious processes and files invisible to
antivirus scanners.

Q9: What is dynamic behavior monitoring?

Antivirus scanning that monitors active processes in real time to block actions typical of malware,
like bulk file encryption.

Q10: Why is containment the first step in incident response?

Isolating compromised endpoints prevents active malware payloads from propagating to other
network devices.
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Checkpoint 11: Advanced Security FAQs (Part A)

Explore advanced technical aspects of security frameworks, malware analysis, and data compliance.

Q1: How do malware developers bypass signature-based antivirus scanners?

They use polymorphism, changing the file's hash and code structure with each infection while
keeping the malicious behavior the same.

Q2: What is the risk of dual-use tools in malware campaigns?

Attackers use legitimate administrative tools (like PowerShell or Sysinternals) to blend in with
normal network traffic, making detection difficult.

Q3: How does process hollowing execute malicious payloads?

It launches a legitimate system process in a suspended state, replaces its memory code with
malware, and resumes execution.

Q4: What is the role of a Command and Control (C2) server?

A remote server operated by hackers to send instructions and payloads to malware running on
compromised machines.

Q5: Why is keylogging difficult to detect?

Basic keyloggers consume minimal CPU resources and hide their processes inside legitimate user-
space utilities.
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Checkpoint 11: Advanced Security FAQs (Part B)

Explore advanced technical aspects of security frameworks, malware analysis, and data compliance.

Q6: How does code obfuscation delay malware analysis?

It encrypts or rearranges the source code, making it unreadable to analyst tools and security
scanners.

Q7: What is the function of a bootkit?

A rootkit that infects the Master Boot Record (MBR), executing before the operating system load
cycle starts.

Q8: How does heuristic scanning identify zero-day threats?

It scans for suspicious code patterns and administrative commands rather than looking for a
matching database hash.

Q9: What is the threat of DLL hijacking?

Forcing a legitimate application to load a malicious dynamic link library (DLL) by placing it in the
application's directory path.

Q10: How do automated malware analysis pipelines use virtualization?

They run suspicious files across multiple OS VMs, automatically generating behavior logs and
network PCAP files.
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Part 11: 10 Real-World Cybersecurity Facts & Insights

Review real-world facts regarding security breaches, defense mechanisms, and compliance

standards.

1. SECURITY INSIGHT

Trojan horses account for over 50% of
documented malware infections globally,
hiding inside benign utilities.

3. SECURITY INSIGHT

Worms propagate across networks in
seconds by exploiting unpatched protocol
vulnerabilities like EternalBlue.

5. SECURITY INSIGHT

Antivirus sandboxes reboot and clear their
memory pools after each test run to ensure
clean trials.

7. SECURITY INSIGHT

Code obfuscation uses packer utilities to
compress and hide the true binary payload
structure of malware.

9. SECURITY INSIGHT

DLL hijacking exploits search order
configurations in standard operating
systems like Windows.
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2. SECURITY INSIGHT

Ransomware payouts exceeded $1 billion in
recent years, making it the most lucrative
cybercrime vector.

4. SECURITY INSIGHT

Fileless malware executions grow by over
40% annually because they leave no
footprint on disk sectors.

6. SECURITY INSIGHT

Rootkits can modify kernel system calls,
reporting false diagnostic results to anti-
malware scanners.

8. SECURITY INSIGHT

Polymorphic malware changes its hash
identifier every few seconds to evade
signature database checks.

10. SECURITY INSIGHT

Over 200,000 new malware samples are
discovered daily by global security
operations centers.
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Technical References & Sources

The study guide and interactive puzzles are compiled from global NIST, OWASP, and data privacy
compliance standards.
SCHOLARLY & INDUSTRY REFERENCES

]|

[2]
[3l

[4]

[5]

[6l

[7]

[8l

[l

CISA. (2025). Cybersecurity Alerts & Advisories. Retrieved from https://www.cisa.gov/news-events/cybersecurity-
advisories

GDPR. (2024). General Data Protection Regulation (GDPR) Official Text. Retrieved from https://gdpr-info.eu/

NIST. (2024). Special Publication 800-53: Security and Privacy Controls. Retrieved from https://csrc.nist.gov/
publications/detail/sp/800-53/rev-5/final

NIST. (2023). Special Publication 800-61: Computer Security Incident Handling Guide. Retrieved from https://
csrc.nist.gov/publications/detail/sp/800-61/rev-2/final

NIST. (2023). Special Publication 800-88: Guidelines for Media Sanitization. Retrieved from https://csrc.nist.gov/
publications/detail/sp/800-88/rev-1/final

IETF. (2021). RFC 8446: Transport Layer Security (TLS) 1.3 Specification. Retrieved from https://datatracker.ietf.org/
doc/rfc8446/

IETF. (2022). RFC 7519: JSON Web Token (JWT) Specification. Retrieved from https://datatracker.ietf.org/doc/
rfc7519/

Center for Internet Security (CIS). (2024). Critical Security Controls. Retrieved from https://www.cisecurity.org/
controls/cis-controls-list

OWASP. (2024). Top 10 Web Application Security Risks. Retrieved from https://owasp.org/www-project-top-ten/

[10] OWASP. (2025). Application Security Verification Standard (ASVS). Retrieved from https://owasp.org/www-project-

application-security-verification-standard/
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Answer Key: Checkpoint 1 - Multiple Choice

0 Br°ke.rage BROKERAGE Correct Answer: A
Function

TEACHING NOTE

Domain brokers act as confidential negotiators representing buyers and sellers to reach fair market transactions.
Citation: ICANN Transfer Policy [Ref 1].

Stealth
Strategy

TEACHING NOTE

STEALTH Correct Answer: A

Stealth acquisition conceals corporate buyer identity to prevent sellers from inflating asking prices.
Citation: Escrow.com Protocol [Ref 7].

Protection
TEACHING NOTE
Licensed third-party escrow holds funds safely until ownership transfer verification is complete.
Citation: Escrow.com Protocol [Ref 7].

a Domal.n VALUATION Correct Answer: A
Appraisal

TEACHING NOTE

Short 2-letter and 1-word .com domains carry extreme global brand scarcity and liquidity.
Citation: WIPO UDRP Guide [Ref 3].

e Dispute UDRP POLICY Correct Answer: A
Resolution

TEACHING NOTE

ICANN's Uniform Domain-Name Dispute-Resolution Policy (UDRP) governs administrative trademark disputes.
Citation: WIPO Dispute Rules [Ref 2].

| Escrow ESCROW Correct Answer: A
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Answer Key: Checkpoint 2 - True or False

Confidential
NDAs

TEACHING NOTE

NDAS Correct Answer: False

Professional domain brokers operate under non-disclosure agreements to protect buyer corporate strategy.
Citation: CIS Controls [Ref 8].

Escrow
Delivery

TEACHING NOTE

ESCROW Correct Answer: False

Escrow holding accounts disburse funds only after full domain ownership transfer is verified by the buyer.
Citation: Escrow.com Protocol [Ref 7].

TEACHING NOTE

Short 2-letter and 3-letter .com domains function as high-value, liquid digital property assets.
Citation: NIST Guidelines [Ref 9].

Stealth
Negotiation
TEACHING NOTE

Direct corporate buyer outreach often causes sellers to inflate asking prices significantly.
Citation: WIPO UDRP Guide [Ref 3].

STRATEGY Correct Answer: False

EPP
Authorization
TEACHING NOTE

EPP codes are unique security passcodes generated by registrars to authorize domain transfers.
Citation: IETF RFC 5730 [Ref 4].

EPP CODE Correct Answer: True

e Digital Real ASSETS Correct Answer: True
Estate
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Vocabulary Keys & Grading Rubric

INSTRUCTOR ANSWER KEY

Instructor Grading Rubric: Award 1 point for each correct matching (8 points total) and context term (6 points total).

CHECKPOINT 4: CONCEPT MATCH KEY

3 trouaAN ) ransomware [ spyware

3 sanbBox 3 contanmEnT 3 worm

CHECKPOINT 3: KEY TERM KEY

@ TtrouaN © RANSOMWARE

@ rootkiT © sanDBox

3 rootkiT
m FILELESS

© spyware

© conTAINMENT

DISCUSSION NOTES FOR INSTRUCTORS

Threat Landscape:

Verify that students understand how malware, phishing, and zero-day attacks target and disrupt network defenses.

Defense Controls:

Emphasize the deployment of network firewalls, sandbox execution, behavior scanners, and multi-factor

authentication (MFA).

Regulatory Compliance:

Highlight user consent, data minimization, encryption at-rest and in-transit, and global frameworks like GDPR/CCPA.
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Puzzles Keys & Instructor Notes

INSTRUCTOR ANSWER KEY

WORD SEARCH SOLUTION CROSSWORD SOLUTION

G X F Q9 HDTF JRUIL X Y F R G °G ’p °F

F T N R A N S J Z V L DR U W ‘s|E R|V| E|R 1 1|{s|P
A L F L L F W P N Q G R H R Y i (o] A R R
s ¢ I FDRVNYOQDTLUHTE RTW | B | '"T|U|N|N|E[L|1I N|G|
HOLWTA AOSTFTWEFUV O Q C | L | | Of |D] [W] |V|
ONER X N L CTWA 2 H J W | O (C| (W] [A] [A]
D T L EB S K SR P OU R HE B | C | (O} [ '] L] |C]
M A E HE OZE X O Z NRE N F LS (L) 1Pf L] LY
M I S YV MU J J B P P M U B T

R N S Q P WV OAZ R Z K FR T [ H

N ML EGA AW Y NATF S I U O

G E U E 2 RRWTE Y XD E L

E NCW JE S WQ X K U A J D

OT F QR O OTZ XK I TF WP D

H P FEOD S ANJUDDB O X R N

INSTRUCTOR GUIDE FOR CROSSWORD SOLUTIONS

ACROSS CLUES

1Across: TUNNELING Process of wrapping data

packets. (3,5)

4 Across: SERVER Remote computer routing traffic.

(1,0)
8 Across: ISP

Internet Service Provider. (1, 9)
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DOWN CLUES

2 Down: PROTOCOL Rules determining data
transmission. (0, 5)
3 Down: BANDWIDTH Rate of data transfer. (1, 7)

5 Down: GEOBLOCK Location website restriction.
(0,1)

6 Down: FIREWALL Security monitor barrier. (0, 9)

7 Down: PRIVACY State of freedom from tracking.
(1,11)
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Scrambled Words & Cipher Solution Key

Grading key for the vocabulary word unscramble activity and Secret Cipher Challenge.
WORD UNSCRAMBLE KEY

"3 ORATN 52X O BDNA S

( TROJAN ) ( sanDBOX )
2RAMONSERAW 66MENTAINOCTN
( RANSOMWARE ) ( CONTAINMENT )
B3REWAUPSY 7M ORW

(sPyware ) ( worm )

4 KOOITRT 8ILESETFTLS

( RooTKIT ) ( FILELESS )

SECRET CIPHER CHALLENGE KEY

"DETECT YOUR ENDPOINT PAYLOADS WITH BEHAVIORAL
MONITORS™"
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Domain Brokerage Case Studies Solution Key

Q Case Study 1: Enterprise Ransomware Payload Containment Instructor Solution

GRADING GUIDELINE
Student answers should cover the following points:

» Scenario Analysis: A corporate local area network has been breached by active ransomware.
Key file servers have begun showing file extensions with .locked. Establish containment
policies.

 Recommended Strategy & Solution: Disconnect all affected servers from the local area
network. Kill active administrative sessions. Restore uncompromised files from a secure,
write-locked offline backup system.

9 Case Study 2: Fileless Malware Memory Injection Instructor Solution

GRADING GUIDELINE
Student answers should cover the following points:

» Scenario Analysis: An analyst detects suspicious scripting patterns executing directly in
volatile system RAM using standard administrative tools, but no malicious files exist on the
disk.

 Recommended Strategy & Solution: Analyze PowerShell and WMI system execution logs.
Block unapproved scripting scripts using AppLocker. Reboot affected endpoints to clear
malicious payloads from volatile RAM.
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