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Ho tén: Ngay: Piém:

Tan cong phishing va ky thuat xa hoi

Spear phishing, Itra dao whaling, cac giao thiic SPF/DKIM/DMARC, gia mao ngugi
gui va dao tao bao mat cho nhan vién.

TONG QUAN BAI HOC VE TAN CONG PHISHING

Chao mting ban! B6 hoat dong nay hudng dan ban vé cac
cudc tan cong Ila dao truc tuyén (phishing) va ky thuat tan
‘DA BAO MAT cong phi ky thuat (social engineering). Ban sé kham pha Iua
o . dao truc tuyén co chu dich (spear phishing), whaling, gia
MA HOA DU LIEU mao tén mién, cac giao thiic SPF/DKIM/DMARC, an toan lién
Chuan AES 256 bit fe s e . - . A a
két va dao tao nang cao nhan thuc cho nhan vién.

CAC PIEM KIEM TRA CUA PHIEU HOC TAP

D Phan 1-4: Ndm vitng an ninh mang va phong chéng méi de doa.

TUAN THU

TIEU CHUAN TOAN CAU
Khung GDPR va CCPA

Phan 5-7: Giai cac cau dé 6 chir va tim tur.
Phan 8-9: Giai cac nghién ctiu tinh hudng va thir thach mat thu.

Phan 10: Xem lai cac trang cau héi thudng gip cd ban va nang
cao.

ZERO TRUST
CHiNH SACH TRUY CAP

Xac thuc da yéu t6

0 O 0O 0O

Phan 11: Kham pha 10 su that thu vi trong thuc té.

Thudéng: thi thach Nghi nhanh.

]

M& Huéng dan an ninh mang ciia VPN.com

URL: https://www.vpn.com/vi/an-ninh-mang/tan-cong-lua-dao/
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L® trinh hoc vé giam thiéu Itfa dao truc tuyén (phishing) ctia ban

e Xac dinh cac hinh thic Iita dao phé bién nhu phishing, vishing va clia s bat I&n hé trg gia.
e Trién khai quy trinh xac minh giao dich ngoai bang tan.

e Cé&u hinh cac quy tdc SPF, DKIM va DMARC dé chén cac tén mién gia mao.

HUGNG DAN VE TAN CONG PHISHING

Tra I6i cac cau hoi trdc nghiém va dung/sai, hoan thanh cac cau dién vao chd tréng béng ngan hang tl, ghép cac
dinh nghta, réi giai 6 chif va tim tir. Hay van dung kién thirc ctia ban vé viéc xac thuc email. Két thic véi hoat dong
thudng Nghi nhanh.

TAN CONG PHISHING & KY THUAT XA HOI (GIGI THIEU)

Tan céng phishing dung tin nhdn nham muc tiéu, Ilra dao whaling va gid mao t&én mién dé thu thap théng tin déng
nhap clia ngudi diing. Bao vé hé théng doanh nghiép doi hoi trién khai cac quy tdc SPF, DKIM va DMARC tai céng
cung cac budc phé duyét ngoai kénh.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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Diém kiém tra 1: Thi thach trac nghiém

0 1. Spear phishing la gi?
A. Email Itia dao c6 chu dich dugc thiét ké riéng cho mat ca nhan hodc té chuc cu thé
B. Email hang loat guii dén hang triéu dia chi ngiu nhién
C. Mét cudc tan cdong mang lam ngap may chi web bang luu lugng

D. Mét ky thuat trich xuat cd sé dif liéu nhdm vao ban ghi ngusi dung

e 2. Giao thifc nao cho phép mét tén mién liét ké trong DNS cac dia chi IP gifi thu dugc Uy quyén
cua minh dé choéng gia mao?

A. SPF

B. DKIM
C.DMARC
D. HTTPS

e 3. Tan coéng whaling la gi?
A. Chién dich Iira dao nham riéng vao cac giam déc diéu hanh doanh nghiép ndi tiéng
B. Tan cong SQL injection nhdm vao ban sao Iuu cd sé dif liéu
C. Hanh vi trédm cép vat ly thiét bi router mang cuc bd

D. Mét lan quét vét can nhai théng tin dang nhap tu déng

o 4. DKIM lam gi?
A. Thém chit ky mat ma vao email dé xac minh tinh xac thuc cua ngugi gui
B. Chan luu lugng goéi tin mang dén tai tudng Itra
C. Ma héa céac 6 Iuu trii cd sé dif liéu khi luu trit (at rest)

D. Quét tép dinh kém email dé tim phan mém ddc hai dua trén chir ky

e 5. Vai tro cia DMARC la gi?
A. Chi dao may chl email nhan cach xti ly cac kiém tra SPF/DKIM that bai
B. Giai ma mat khau hé thdng bang bang cau vong tinh san
C. Nén tép dinh kém email truéc khi guri

D. Cau hinh dac quyén truy cap dinh tuyén mang

© VPN.com | Phiéu hoc tap vé cac cudc tan cong Ilfa dao truc tuyén (phishing) Trang 3



VPN| TAN CONG PHISHING VA KY THUAT XA HOI PHIEUHQC TAP VE AN NINH MANG

COM

Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. Spear phishing dua vao cac email hang loat chung chung gui téi hang triéu dia chi ngiu nhién.
bung Sai
@ caunoi7
7. Chinh sdch DMARC c6 thé chi thi may chu thu ti chdi cac thu gia mao trai phép.
bung Sai
© caunois
8. Xac minh SPF hoat déng bang cach xac thuc chit ky mat ma cua ndi dung email.
bung Sai
© cauneio
9. C4c cudc tan cdng whaling nhdm vao quan tri vién cap thap cua doanh nghiép dé truy cap tép ca s6
di liéu.
Pung Sai
@ cauneito
10. Xac minh ngoai k&nh cac yéu ciu thanh toan giip ngan chan cac vu Ilia dado chuyén khoan tai chinh.

Pung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Nhdm vao mét nhan vién cu thé bang thong tin ca nhan héa la kiéu phishing

2. Lam gia tiéu dé email dé thu trong hgp Ié 1a hanh vi ngusi gui.

3. Danh sach IP may chu thu dudc Uy quyén trong DNS la

4. Chuan chir ky email cung cap kha ndng xac minh ngugi guii la

5. Thiét 1ap chinh sach tif chdi cac thu khéng vugt qua kiém tra SPF/DKIM la dung

6. Chién dich phishing nham vao lanh dao cap cao dugc goi la

NGAN HANG TU VUNG

BAN GHI SPF DKIM DMARC GIA MAO SMISHING SPEAR VISHING
WHALING

Viét cau tra I8i ctia ban tai day:

1 2.
3 4.
5 6.
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Diém kiém tra 4: Ghép ndi khai niém bao mat

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhap liéu.
1. SPEAR A Céc cudc goi llra dao bang giong noi.
2. GIAMAO B Nham vao cac giam déc cap cao (C-level).
3. SPF (o] Hudéng dan tir chéi theo chinh sach.
4. DKIM D Céc IP ngusi glii dugc DNS Uy quyén.
5. DMARC E Email Ky thuat xa hoi.
6. TAN CONG WHALING F Email nhdm muc tiéu dugc ca nhan héa.
7. PHISHING G Gia mao dia chi email ngudi gufi.
8. VISHING H Chir ky mat ma trong email.
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Piém kiém tra 5: Tro chgi 6 chil

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y
bén dudi.

1
2
3 2
5
6 7
8
HANG NGANG HANG DOC
3. Cac cudc goi Itfa dao bang giong néi (7) 1. Cac IP ngusi gUi dudc cap phép trong DNS (9)
5. Chit ky mat ma trong email (4) 2. Nham vao lanh dao cap cao (7)
6. Email Iifa dao bang tac dong tam ly (8) 4. Lam gia dia chi email ngugi gii (6)
8. Chinh sach huéng dan tif chéi thu (5) 7. Email ca nhan héa nham vao muc tiéu cu thé
(5)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG

3 hang ngang: Cac cudc goi lira dao bang giong néi (7 chit cai):
5 hang ngang: Chit ky mat ma trong email (4 chii cai):

6 hang ngang: Email Iita dao bang tac dong tam ly (8 chii cai):

8 hang ngang: Chinh sach huéng dan tif chéi thu (5 chit cai):

HANG DOC

1hang doc: Cac IP ngusi guii dugc cap phép trong DNS (9 chii cai):

2 hang doc: Nham vao lanh dao cap cao (7 chil cai):

4 hang doc: Lam gia dia chi email ngugi gti (6 chii cai):

7 hang doc: Email ca nhan héa nham vao muc tiéu cu thé (5 chif cai):
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Diém kiém tra 6: Tim tif an
Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.

B P G P N P L O v 0O o

o
n
10
o

D K R H A A A A Vv 0 V K I V K

S R P E A B Q O O E @ H A U cC
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L E 6 B P H O L D G S Q M Y o
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H 8 v 0 I S K P S Q B M I X A

o
[
L
<
v}
<
(o]
a
H

E H N 6 N U
DANH SACH TU VUNG

SPEAR GIAMAO BANGHISPF DKIM DMARC WHALING PHISHING
VISHING
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Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét

chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG
A. SPEAR

B. GIAMAO
C.BANGHISPF

D. DKIM

E.DMARC

F. WHALING

G. PHISHING

H. VISHING

PINH NGHIA VA CAC TRUOGNG GHEP

1. Lam gia dia chi email ngugi guii.

2. Email ca nhan héa nhdm vao muc tiéu cu thé.
3. Céac cudc goi llra dao bang giong noi.

4. Cac IP ngusi gui dudc cap phép trong DNS.
5. Email Ilta dao béng tac dong tam ly.

6. Chinh sach hudng dan tu chéi thu.

7. Chit ky mat ma trong email.

8. Nhdm vao lanh dao cap cao.

© VPN.com | Phiéu hoc tap vé cac cudc tan cong Iifa dao truc tuyén (phishing) Trang 10



VPN| TAN CONG PHISHING VA KY THUAT XA HOI PHIEUHQC TAP VE AN NINH MANG

COM

Diém kiém tra 7: Thi thach tu bi xao tron

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé an ninh mang. Viét
dap an cua ban vao cac 6 nhap da cung cap.

1. AESRP 5. MAOGAI

2. FBPGAISHN 6. IMDK

3. ADCRM 7 WNIGHLA
4. SNGIHPHI 8. IHGVNIS
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Hoat dong thuéng: Nghi nhanh

’ 3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG. ‘

1 Nhiing thiét bi c6 thé bi tan cong

Nhitng dau hiéu ciia mét email ltra dao truc tuyén
(phishing)

3 Nhiing dau hiéu may tinh bi nhiém

4  Nhiing tif tao cam giac khan cap gia

5 Nhiing cach kiém tra ngusi gui

6 Nhiing ngudi ban cé thé nhg gitp vé CNTT

7 Nhiing thit ban sao luu

8 Nhiing loai ca hodc sinh vat bién ban biét

9 Nhiing c6ng ty ma ké Itra dao gia danh

Nhitng théi quen an toan ban cé thé bat dau ngay hém
nay

10

1 Nhiing viéc can lam sau khi nhap vao lién két gia

12 Nhiing viéc can lam sau khi dif liéu bi ro ri

13  Nhiing kénh ndi phishing dién ra

14 Nhiing thi ban khéng bao gid gui qua email

15 Nhiing cach bao vé tai khoan cuia ban
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Diém kiém tra 8: Nghién cttu tinh hudng vé an ninh mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN cUU TiNH HUONG 1: XU LY VU TAN CONG WHALING NHAM VAO LANH BDAO CAP CAO

Tinh huéng: M6t Giam déc Tai chinh nhan dugc mét email dudc cé nhan hda cao, tu nhan Ia ti CEO, yéu cau
chuyén nhanh $50,000 dé chét mét thuohg vu mua tén mién bi mat.

Cau héi thao luan: Hay phan tich cac rui ro gid mao thuong hiéu, va trinh bay chi tiét SPF/DKIM/DMARC clng
cac bién phap kiém soat xac thuc.

NGHIEN CUU TiNH HUONG 2: TRIEN KHAI CHINH SACH CONG SPF/DKIM/DMARC
a

Tinh huéng: M6t doanh nghiép khéng dat cac cudc kiém todn bao mat vi cac email tiép thi gui di thudng bi gén
cd la thu rac, va tin tc dang chl doéng gid mao tén mién thuong hiéu clia céng ty.

Cau héi thao luan: Hay thiét 1ap cac bién phap kiém soat ky thuat va quan tri dé xac minh tinh xac thuc cua
email.
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Diém kiém tra 9: Giai ma mat thu

Chuyén gia an ninh mang bao vé tai san mang khoi cac tadc nhan de doa truc tuyén. Hay dung bang
khoa Chi-S6 bén dudi dé giai ma thdng diép bang cach viét cac chii cai tucng Uing vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 P=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20

Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

20 1N 1 24 " 12 9 16 14 26 1 7 1 17 28 1

L N N S N N S N D S N

m 18 12 21 25 1 183 12 9 15 24 17 1 16 5 18 16 10

24 1N 26

Thong diép da giai ma:

MEO: MOI SO DAI DIEN CHO V| TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).

© VPN.com | Phiéu hoc tap vé cac cudc tan cong Iifa dao truc tuyén (phishing) Trang 14



VPN| TAN CONG PHISHING VA KY THUAT XA HOI PHIEUHQC TAP VE AN NINH MANG

COM

Diém kiém tra 10: Cau héi thudng gap cd ban vé an ninh mang (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap vé cach giam thiéu cac méi de doa truc tuyén.

Q1: Phishing la gi?

Phishing 18 mét cudc tan cong k¥ thuat xa hdi trong dé téi pham gui tin nhén Iira dao dé du ngusi dung chia sé dif liéu
nhay cam.

Q2: Su khac biét gilta phishing va spear phishing la gi?

Phishing nhdm vao cac nhém réng véi néi dung chung chung, con spear phishing nham vao nan nhan cu thé bang
céac chi tiét dugc tuy chinh.

Q3: Whaling la gi?

Whaling la kiéu tan céng Ilra dao truc tuyén (phishing) nhdm muc tiéu cao vao cac lanh dao cap cao ndm quyén quan
tri.

Q4: Gia mao email la gi?

Gia mao email 13 viéc tao ra cac thu email véi dia chi ngusi gui bi lam gia dé danh Iira ngudi nhan tin tudng vao ngudn
qui.

Q5: SPF ngan gia mao nhu thé nao?

N6 coéng b6 danh sach cac dia chi IP glii dugc Uy quyén trong DNS, cho phép may chii nhan xac minh nguén thu. [1]
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Diém kiém tra 10: Cau héi thudng gap cd ban vé an ninh mang (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap vé cach giam thiéu cac méi de doa truc tuyén.

Q6: DKIM la gi?

DomainKeys Identified Mail thém chif ky mat ma vao tiéu dé email, chiing minh mét tén mién da chiu trach nhiém va
thu khéng bi thay déi.

Q7: DMARC la viét tat cua gi?

Xac thuc, bao cdo va tuan thi thu dua trén tén mién (Domain-based Message Authentication, Reporting, and
Conformance). [2]

Q8: Chinh sach DMARC la gi?

Chinh sach cho may chu thu biét cach xi ly cac thu khéng dat SPF/DKIM (none, quarantine hodc reject). [2]

Q9: Vishing la gi?

Lua dao qua giong noi (vishing), trong dé ké tdn céng ding cac cudc goi dién thoai gian 1an dé lay di liéu quan tri
hoac tai chinh.

Q10: Céng cu quét lién két giup ich nhu thé nao?

Chung quét va viét lai cac lién két email dén dé xac minh dd an toan clia trang web dich tai th&i diém nhap.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé bao mat (Phan C)

Kham pha cac khia canh ky thuat nang cao cla khung bao mat, phan tich phan mém ddc hai va tuan
tha di liéu.

Q1: Tan céng dong dang ky tu (homograph) hoat ddng nhu thé nao?

Ké tan céng dang ky tén mién bang cac ky tu Unicode khong thudc ASCII tréng gidng nhau dé mé phong tén mién
hdp phap vé mét hinh anh.

Q2: Biéu dién punycode la gi?
Phép ma hoa chuyén tén mién Unicode thanh chudi tuang thich ASCII b4t dau bang 'xn--' dé DNS xu ly dugc.

Q3: Vi sao 'p=reject' la trang thai DMARC an toan nhat?

N6 yéu cau cac may chu nhan tif chdi thu khéng dat DMARC (SPF/DKIM c&n chinh) trong phién SMTP, chan viéc gia
mao truc tiép. [2]

Q4: Ké tan cong vudt qua cac quy tac SPF nhu thé nao?

B&ng cach Igi dung cac tén mién giéng hét (typosquatting) hodc dung céc tai khoan bi chiém doat trén dich vu thu
cla bén thu ba hgp phap.

Q5: Xam pham email doanh nghiép (BEC) la gi?

Tro Iia dao doanh nghiép trong dé ké tan cong chiém quyén hodc mao danh tai khoan email doanh nghiép dé ty
quyén cac khoan thanh toan gian lan.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé bao mat (Phan D)

Kham pha cac khia canh ky thuat nang cao cla khung bao mat, phan tich phan mém ddc hai va tuan
tha di liéu.

Q6: Xac thuc da yéu té ngan chan Itfa dao truc tuyén (phishing) nhu thé nao?

N6 yéu cau cac ma thi cap (nhu khéa phan ciing) khéng thé bi danh cép chi qua céac trang dich gia mao.

Q7: Trang dich thu thap thong tin dang nhap la gi?

Céng d&ng nhap gia mao giéng that, dudc thiét ké dé thu thap tén ngusi dung, mat khau va ma MFA dudc nhap theo
thai gian thuc.

Q8: Chiém quyén tén mién phu la gi?

Ké tan céng chiém quyén diéu khién mét con tré t&n mién phu DNS khéng dung dé Iuu tri cac trang dich Ilra dao déc
hai dugi mét tén mién géc dang tin cay.

Q9: Kiém tra can chinh DKIM hoat déng nhu thé nao?

N6 xac minh rang tén mién trong tiéu dé 'From' khdép véi tén mién da ky mat ma thu trong tiéu dé DKIM.

Q10: Vai tro ctia céng email (email gateway) la gi?

Loc email dén, kiém toan lién két, chay tép dinh k&m trong sandbox va xac thuc viéc tuan thi SPF/DKIM/DMARC.
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Phan 11: 10 su that va hiéu biét thuc té vé an ninh mang

Xem lai cac su that thuc té vé vi pham bao mat, cd ché phong tha va tiéu chuan tuan thu.

1. THONG TIN VE AN NINH

Phishing va gia mao la loai t6i pham dudc bdo céo nhiéu
nhat cho IC3 cuia FBI nam 2025, véi 191,561 khiéu nai. [4]

3. THONG TIN VE AN NINH

Tan céng ddng dang (homograph) diing cac chir cai Kirin
tréng giéng nhau dé nhan ban vé mét thi giac cac tén
mién thuong hiéu khdp chinh xac trong trinh duyét.

5. THONG TIN VE AN NINH

Céc cuéc tan cong whaling nham vao CEO thudng yéu
cau thanh toan khan cap cho cac vu sap nhap bi mat
hodc mua tén mién.

7. THONG TIN VE BAO MAT

Hudng dan chung clia CISA Vvé Iifa dao truc tuyén
(phishing) khuyén nghi dao tao ngusi diing cung véi
DMARC, SPF, DKIM va MFA Chéng Ilra dao. [3]

9. THONG TIN VE BAO MAT

Khéa bao mat phan ciing FIDO2 cung cap kha nang bao
vé dugc clng c6 bang mat ma trudc viéc thu thap théng
tin dang nhap tu xa.

2. THONG TIN VE AN NINH

Business email compromise (BEC) gay ra thiét hai han 3
ty do la dugc bao cao cho IC3 cuia FBI trong nam 2025.
[4]

4. THONG TIN VE AN NINH

Véi 'p=reject’, mot tén mién yéu cau bén nhan tif chdi thu
khong dat trong Iiic chuyén phat, thay vi xép vao thu rac.
[2]

6. THONG TIN VE AN NINH

Céc cdng thu thap théng tin ding nhap sao chép trang
d&ng nhap that dé nan nhan nhap mat khau thang vao
biéu mau cla ké tan cong.

8. THONG TIN VE BAO MAT

Viéc danh gia SPF bi gi6i han & 10 thuat ngi truy van
DNS; vuat qué gisi han sé tra vé két qua 'permerror’. [1]

10. THONG TIN VE AN NINH

Phishing 1a mét trong nhitng cach phé bién nhat dé ké tan
céng tham nhap vao t6 chiic lan dau, dé 1a Iy do tap huan
nang cao nhan thuc thudng xuyén la bién phap phong thu
hiéu qua.
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Tai liéu tham khao ky thuat va nguén

TAN CONG PHISHING VA KY THUAT XA HOI PHIEUHOC TAP VE AN NINH MANG

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan tif cac tiéu chuan toan cau cua NIST, OWASP

va tuan thu quyén riéng tu di liéu.
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Pap an: Diém kiém tra 1- Trac nghiém

0 Cau hoi1 Pap an dung: A
GHI CHU CHO GIAO VIEN

Spear phishing la gi? = Email Itfa dao c6 chu dich dudc thiét ké riéng cho mét ca nhan hodc té chiic cu thé

o Cau hoi 2 Pap an dung: A
GHI CHU CHO GIAO VIEN

SPF cong b6 trong DNS cac may chl gui thu dudc ty quyén clia moét tén mién dé bén nhan co thé kiém tra ngusi gui trong
phong bi thu.

Tan céng whaling la gi? - Chién dich Ita dao nham riéng vao céac giam déc diéu hanh doanh nghiép néi tiéng

o Cau hoi 4 Pap an dung: A
GHI CHU CHO GIAO VIEN

DKIM lam gi? - Thém chii ky mat ma vao email dé xac minh tinh xac thuc cta ngusi gui

e Cau hoi5 Pap an dung: A
GHI CHU CHO GIAO VIEN

Vai trd cia DMARC 1a gi? - Chi dao may chu email nhan cach xu ly cac kiém tra SPF/DKIM théat bai

e Cau hoi 3 Pap an dung: A
GHI CHU CHO GIAO VIEN
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Pap an: Diém kiém tra 2 - Pung hay Sai

Cau hoi 6 Pap an dung: Sai

GHI CHU CHO GIAO VIEN

Sai: spear phishing dudc thiét ké riéng cho nhiing ngusi cu thé, khéng giéng phishing hang loat chung chung.

Cau hoi7 Pap an dung: Plng

GHI CHU CHO GIAO VIEN

Chinh sach DMARC c6 thé chi thi may chu thu ti chéi cac thu gia mao trai phép.

Cau hoi 8 Pap an ding: Sai

GHI CHU CHO GIAO VIEN

Sai: SPF kiém tra IP guii so v6i DNS; DKIM méi 1a c6 ché xac minh chif ky mat ma.

Cau hoi 9 Pap an dung: Sai

GHI CHU CHO GIAO VIEN

Sai: whaling nham vao céc lanh dao cap cao, nhiing ngusi cé thé phé duyét thanh toan va truy cap di liéu nhay cam.

Cau hai 10 Pap an dung: Bung

GHI CHU CHO GIAO VIEN

DUng: xac nhan cac yéu cau thanh todn qua mot kénh riéng, da biét gitip ngan chan gian lan chuyén khoan.
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DPap an ti vung va thang cham diém

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6
diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM
6 1 sPear © 2 ciamao Q) s seF 0 - ok

@ s omarc ) s inconowraune ([ 7.pHisHING ) s vistine

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHIiNH

@ srerr © ciimno © BincHiser O o«
© omarc © whaune
PIEM KIEM TRA 6, PHUONG AN KHAC: PAP AN - GHEP TU
B =-ciamro B) A-sPear B) H-visHine O c-sancHIsPF
B c-rHishin B =-omare D - DKIM B - wHaune

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:
Kiém tra xem hoc sinh cé giai thich dugc SPEAR, GIA MAO va SPF bang I8i clia minh va néu mét vi du cho mdi thuat ngi hay
khoéng.

Nghién cttu tinh hudng:
Yéu cau hoc sinh dung di kién trong phiéu, khéng dung phdng doan, dé ching minh khuyén nghi ctia minh.

Panh gia nguodn:
Yéu cau hoc sinh kiém chiing it nhat mét nhan dinh trong cac ngudn cua phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh cé
thé thay déi theo thai gian.
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DPap an cau dé va ghi chu cho giao vién

DAP AN TIM TU DAP AN O CHU
B P G P N P L 6 V 0 0 A s @ R i _
D K R H A A A A V OV K I V K A w
V S A I ¢ OMHC I GMMTI O l |V||‘|SH||NG
6 E E O A M A I G M S M O P Q i A L
S R P E A B Q 0 o E 9 H A U cC L L L
G R S X T A A P Y C U D I E L | D “ K]l M| M
N Y B M C N O U H 6 R A s N A S N L
I A Y NC G K A C I OACD G PH‘|ISH|I‘|NG Kl
L E G B P H O L D G S Q@ M Y 0Q | F | i
A P O U D I DA A OC O H M D O E
H S VvV 0 I s K P S Q B M I x & A
W P Q U U P I H A P Y X X N K | D | M “ A|R|C
E G M P I F M L L R O E O O G
E Y A O T PP T A X P X A E L Y
E H N 0O N U A L Y X D o U T
HUGNG DAN CHO GIAO VIEN VE DAP AN O CHU
HANG NGANG HANG DOC
3 hang ngang: VISHING Céc cudc goi ltia dao béng giong 1hang doc: BANGHISPF Cac IP ngudi gui dudc cap phép
Noi (7 chit cai) trong DNS (9 chir cai)
5 hang ngang: DKIM Ch{ ky mat ma trong email (4 chi cai) 2 hang doc: WHALING Nh&m vao lanh dao cép cao (7 chit
cai)
6 hang ngang: PHISHING Email Iiia dao bang tac déng tam
ly (8 chit cai) 4 hang doc: GIAMAO Lam gia dia chi email ngugi gui (6 chir

cai)

8 hang ngang: DMARC Chinh sach hudng dan tu chéi thu (5

chit cai) 7 hang doc: SPEAR Email ca nhan héa nhdm vao muc tiéu
cu thé (5 chir cai)
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Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. AESRP SPEAR 5. MAOGAI GIAMAO
2. FBPGAISHN BANGHISPF 6. IMDK DKIM
3. ADCRM DMARC 7. WNIGHLA WHALING
4. SNGIHPHI PHISHING 8 IHGVNIS VISHING

KHOA THU THACH MAT THU Bi MAT

"PHAT HIEN LUA DAO XA HOI QUA KIEM TOAN CONG THU™
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DPap an nghién ctu tinh hudng

n Nghién cttu tinh huéng 1: Xt ly vu tan cdng whaling nham vao L& giai danh cho
lanh dao cap cao gido vién

HUGNG DAN CHAM PIEM

Cau tra 18i cua hoc sinh can dé cap cac diém sau:

« Phan tich tinh huéng: Mét Giam déc Tai chinh nhan dugc email dugc ca nhan hda cao, tu xung la
tlf CEO, yéu cau chuyén khoan nhanh 50.000 USD dé chét mét vu mua tén mién bi mat.

« Chién lugc va giai phap dé xuat: C4u hinh DMARC véi chinh sach 'p=reject' dé chan cac tén
mién ngudi gui gia mao. Thém biéu ngit canh bao ngusi guii bén ngoai tai cdng email va yéu cau
xac nhan bang I8i, ngoai bang tan cho moi giao dich tai chinh.

Nghién cttu tinh hudng 2: Trién khai chinh sach cong Léi giai danh cho gido
SPF/DKIM/DMARC vién

HUGNG DAN CHAM PIEM

Cau tra I6i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mot doanh nghiép khong dat cac cudc kiém toan bao mat vi email tiép thi
gui di thudng bi gan cd 1a thu rac, va tin tdc dang chi ddéng gia mao tén mién thuang hiéu cla
cong ty.

« Chién lugc va giai phap dé xuat: Céng bé ban ghi TXT cho SPF néu cac IP ngusdi gui dudc Gy
quyén. Cau hinh khda ky DKIM trén cac may chu thu di va phan tich cac bao céo phan héi XML
DMARC dén dé phat hién hanh vi lam dung.
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