VPN BAO MAT VA MA HOA WI-FI CONG CONG PHIEU HOC TAP VE AN NINH MANG

COM

Ho tén: Ngay: Piém:

Bao mat va ma hoéa Wi-Fi cong cong

Tan coéng ngudi ding gilta, diém truy cap gia mao, bat géi tin, dudng ham VPN va
ma hoa HTTPS.

TONG QUAN BAI HOC VE BAO MAT WI-FI CONG CONG

Chao mting ban! Bo hoat ddéng nay hudng dan ban vé bao
mat Wi-Fi céng cdng. Ban sé tim hiéu vé mang khéng ma

‘DA BAO MAT hoa, tdn céng xen gitta (MitM), diém truy cap giad mao, nghe
. lén gdi tin, dudng ham VPN va bao mat truyén tai HTTPS.

MA HOA DU LIEU
Chuan AES 256 bit CAC DIEM KIEM TRA CUA PHIEU HOC TAP

Phan 1-4: Ndm viing an ninh mang va phong chéng méi de doa.

~ » Phan 5-7: Giai cac cau do 6 chif va tim tu.
TUAN THU

TIEU CHUAN TOAN CAU
Khung GDPR va CCPA

Phan 8-9: Giai cac nghién cttu tinh huéng va thir thach mat thu.

Phan 10: Xem lai cac trang cau hoi thudng gap cd ban va nang
cao.

Phan 11: Kham pha 10 su that thu vi trong thuc té.

ZERO TRUST

CHiNH SACH TRUY CAP
Xac thuc da yéu t6

O O O o

Thudng: thif thach Nghi nhanh.

M& Huéng dan an ninh mang ciia VPN.com

URL: https://www.vpn.com/vi/an-ninh-mang/bao-mat-wifi-cong-cong/
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COM

Ld trinh hoc vé bao mat Wi-Fi cong cdng cua ban

e Xac dinh céc rui ro phé bién cua Wi-Fi cdng céng, bao gébm nghe 1én gai tin va diém truy cap gia mao.
e Trién khai cac dudng hdm ma hoa VPN dé bao mat di liéu khi truyén.

e Ap dung HTTPS va cai d&t trinh duyét web an toan cho nhan vién 1am viéc ti xa.

HUGNG DAN VE BAO MAT WI-FI CONG CONG

Tra I6i cac cau hoi trdc nghiém va dung/sai, hoan thanh cac cau dién vao chd tréng béng ngan hang tl, ghép cac
dinh nghfa, réi giai 6 chif va tim tir. Hay van dung kién thiic clia ban vé bao mat truy cap tU xa. Két thic véi hoat déng
thudng Nghi nhanh.

BAO MAT WI-FI CONG CONG & BAO VE DU LIEU TRUYEN TAI (GIGI THIEU)

Céc diém phat Wi-Fi céng cong khéng ma hoa khién luu lugng mang bi 16 trudc viéc danh hai goi tin va gia mao Evil
Twin. Viéc budc Iuu lugng di qua dudng hdm ma hoéa VPN an toan va ap dung cac quy tdc HSTS chi HTTPS gilp bao
vé cac phién khoi bi chdn bat trong mang cuc bd.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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Diém kiém tra 1: Thi thach trac nghiém

0 1. Tan cong xen giita (Man-in-the-Middle, MitM) Ia gi?
A. Chan va thay dbi théng tin lién lac giita hai bén trén mét mang dung chung
B. Ky thuat trich xuat cd sé dif liéu nham vao hd sc ngusi diing
C. Lam qua tai may chi web bang cac yéu cau luu lugng mang

D. Xéa sach cac 6 dia cling cuc bo

e 2. Diém truy cap gia mao (Evil Twin) la gi?
A. Piém phat Wi-Fi ddc hai dudc cau hinh cung SSID véi mang hdp phap
B. Cong cu quan tri dung dé theo déi ban sao luu cg sé dif liéu
C. Cau hinh céng VPN an toan
D. Mét ban ghi DNS anh xa cac may chu thu dudc Gy quyén

e 3. VPN bao vé luu lugng Wi-Fi cong cdng nhu thé nao?
A. Boc moi goéi tin mang trong mét dudng ham ma héa, khién trinh danh hgi khéng doc dudc
B. Tu déng chan moi yéu cau két noi dén
C. N6 thay dbi dia chi MAC cuia card mang vat ly

D. N6 xéa cac cookie da luu dém trong trinh duyét web

o 4. Nghe lén goi tin (packet sniffing) la gi?
A. Dung céng cu phan cling hodc phan mém dé thu thap va ghi lai cac géi tin mang
B. Quét cac thu muc cuc bd dé tim tép trung lap
C. Han ché quyén doc ca sé dif liéu theo vai tré ngusi dung
D. M4 héa 6 luu trit bang khoa AES-256

e 5. Vai tro cia HTTPS la gi?
A. Ma héa luu lugng phién giira trinh duyét va may chu web
B. Loc cac email dén tai cong két noi
C. Nén hinh anh dé tai trang nhanh hon

D. Quan ly cau truc tép trong bé Iuu trit gadn mang
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. Ngudi dung da két néi co thé dé dang thu thap dif liéu van ban thuan trén mang Wi-Fi céng cdng md.
bung Sai

@ caunoi7

7. Cac diém truy cap gia mao (Evil Twin) ludn dugc quan tri vién mang Gy quyén.
bung Sai

© caunois

8. VPN khong hiéu qua trong viéc bao vé Iuu lugng khoi viéc danh hai gdi tin trén mang céng cong.
bung Sai

© cauneio

9. HTTPS chi ma héa dudng din URL, dé tai trong goi tin 8 dang van ban thuan.
Pung Sai

@ cauneito

10. Céc diém phat Wi-Fi dung bao mat WPA3 mang lai kha nang bao vé manh han cadc mang md, khéng

c6 mat khau.

Pung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Chiém doat mat khau riéng tu trén Wi-Fi cong céng la hanh vi liénlac.

2. Phan tich cac g6i thé trén mang cuc b la dung ky thuat

3. Mot diém phat séng gia mao bat chudc Wi-Fi ctia khach san l1a mot

4. Bao vé luu lugng web khi truyén can ma héa bang

5. M3 héa toan bo dif liéu dau ra ciia mang la diing mét ting dung khach

6. Mot dudng truyén thong dudc ma héa qua cac mang céng cong la mot

NGAN HANG TU VUNG

BAT GOI TIN CHUAN WPA DUGNG HAM EVIL TWIN HTTPS NGHE LEN
TUONG LUA VPN

Viét cau tra I8i ctia ban tai day:

1 2.
3 4.
5 6.
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Diém kiém tra 4: Ghép ndi khai niém bao mat

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhap liéu.
1. CHAN BAT A Tiéu chuan bao mat Wi-Fi hién dai.
2. NGHE LEN GOI TIN B DPudng truyén di liéu an toan khi truyén tai.
3. EVIL TWIN C Loc Iuu lugng dén.
4. HTTPS D Diém phat séng gia mao bt chudc Wi-Fi.
5. VPN E Doc Iuu lugng khi dang truyén.
6. DUGNG HAM F B4t céc gdi dif liéu mang.
7. WPA3 G Mang riéng ao dugc ma hoda.
8. TUONG LUA H Truyén tai web an toan.
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Piém kiém tra 5: Tro chgi 6 chil

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y
bén dudi.

1
2 3
4
5
6

7

8
HANG NGANG HANG DOC
4. Poc luu lugng khi dang truyén (7) 1. Mang riéng ao dugc ma hoa (7)
6. Thu thap cac géi dii liéu mang (9) 2. Budng dan dif lidu an toan khi truyén (8)
8. Loc Iuu lugng dén (8) 3. Chuan bao mat Wi-Fi hién dai (8)

5. Diém phat song gia mao bat chugc Wi-Fi (8)

7. Truyén tai web an toan (5)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG
4 hang ngang: Doc Iuu lugng khi dang truyén (7 chit cai):
6 hang ngang: Thu thap cac géi dii liéu mang (9 chii cai):

8 hang ngang: Loc Iuu lugng dén (8 chi cai):

HANG DOC

1hang doc: Mang riéng ao dugc ma héa (7 chii cai):

2 hang doc: Pudng dan dii liéu an toan khi truyén (8 chil cai):

3 hang doc: Chuan bao mat Wi-Fi hién dai (8 chil cai):

5 hang doc: Diém phat séng gia mao bat chudc Wi-Fi (8 chil cai):

7 hang doc: Truyén tai web an toan (5 chi cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.
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DANH SACH TU VUNG

NGHELEN BATGOITIN EVILTWIN HTTPS MANGVPN PUONGHAM
CHUANWPA TUONGLUA
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VPN BAO MAT VA MA HOA WI-FI CONG CONG PHIEU HOC TAP VE AN NINH MANG

Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét

chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG

A.NGHELEN
B. BATGOITIN
C.EVILTWIN
D.HTTPS

E. MANGVPN
F. DUONGHAM
G. CHUANWPA
H. TUOGNGLUA

PINH NGHIA VA CAC TRUOGNG GHEP

1. Chuan bao mat Wi-Fi hién dai.

2. biém phat séng gia mao bat chudc Wi-Fi.
3. Thu thép cac goi di liéu mang.

4. Pusng dan di liéu an toan khi truyén.

5. Loc luu lugng dén.

6. Doc Iuu lugng khi dang truyén.

7. Mang riéng ao dugc ma hoa.

8. Truyén tai web an toan.
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Diém kiém tra 7: Thi thach tu bi xao tron

VPN BAO MAT VA MA HOA WI-FI CONG CONG PHIEU HOC TAP VE AN NINH MANG

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé an ninh mang. Viét

dap an cua ban vao cac 6 nhap da cung cap.

1. EENLNHG

2. LENVIWTI

3. GMVNNPA

4. APAWNCHU
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BAO MAT VA MA HOA WI-FI CONG CONG

PHIEU HOC TAP VE AN NINH MANG

Hoat dong thuéng: Nghi nhanh

’ 3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG. ‘

Ly do cap nhat phan mém
Nhiing thiét bi tu dong két ndi véi Wi-Fi

Nhiing thong tin ban khong bao gié nén chia sé

Nhitng théi quen an toan ban cé thé bat dau ngay hom
nay

Nhiing cach giii an toan & quan ca phé

Nhiing thiét bi c6 thé bi tan céng

Nhitng thif tin tic c6 thé thay trén Wi-Fi mé
Nhitng dau hiéu ciia mang Wi-Fi gia

Nhiing Iua chon thay thé cho Wi-Fi cong céng
Nhiing dau hiéu canh bao trong mot email
Nhiing viéc ban khéng lam trén Wi-Fi cong cong
Nhitng ngi cé6 Wi-Fi mién phi

Nhiing cach bao vé tai khoan cua ban

Nhiing dau hiéu may tinh bi nhiém

Nhiing tén Wi-Fi cé vé dang ngG
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Diém kiém tra 8: Nghién cttu tinh hudng vé an ninh mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN CUU TiNH HUONG 1: NGAN CHAN NGHE LEN GOI TIN TREN WI-FI CONG CONG

Tinh huéng: M6t giam déc kinh doanh lam viéc ti xa két néi véi mang Wi-Fi céng cong & san bay nhan thay
nhiéu email kinh doanh nhay cam bi ro ri ngay sau khi guii 8 dang van ban thuan.

Cau hoi thao luan: Hay phan tich céc rui ro cia mang cong céng, va néu mét giai phap ma hoa luu lugng.

NGHIEN CUU TiNH HUONG 2: PHONG THU DIEM PHAT WI-FI GIA MAO EVIL TWIN

Tinh huéng: Ké tan céng trién khai mét diém truy cap khéng day gia mao tén 'CoffeeShop_Guest' bat chudc
diém phat séng ctia mdt quan ca phé hgp phap, thu thap Iuu lugng mang ti nhiing khach khéng nghi ngs.

Cau hoi thao luan: Hay trinh bay chi tiét cac budc xac minh dé phat hién va chan cac diém truy cap gia mao.
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Diém kiém tra 9: Giai ma mat thu

Chuyén gia an ninh mang bao vé tai san mang khoi cac tadc nhan de doa truc tuyén. Hay dung bang
khoa Chi-S6 bén dudi dé giai ma thdng diép bang cach viét cac chii cai tucng Uing vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 P=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20

Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

15 1 n 17 1 14 26 25 4 26 19 16 10 15 1 16 10

—_— e e — e e e e e e e e e e

Thong diép da giai ma:

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé an ninh mang (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap vé cach giam thiéu cac méi de doa truc tuyén.

Q1: Tai sao Wi-Fi cong cong khong an toan?

Wi-Fi cdng cong ma khéng ma héa luu lugng trong khéng khi, nén nhiing ngusi 6 gan cé thé bat dugc moi di liéu
khoéng dudc bao vé. [2]

Q2: Bat goi tin (packet sniffing) la gi?

Trinh danh hoi géi tin ghi lai df liéu thé chay qua giao dién mang, 1am 16 mat khau dang van ban thuan va chi tiét luu
lugng.

Q3: Evil Twin la gi?

Diém truy cap gia mao do tin tac dung l1én, mdé phong tén va cai dat ciia mot diém phat Wi-Fi cuc bd dang tin cay.

Q4: VPN bao vé t6i nhu thé nao?

N6 dinh tuyén Iuu lugng cla ban qua mét dudng ham dugc méa héa, 4n hoat déng duyét web cla ban khoi cac céng
cu nghe Ién mang cuc bd.

Q5: HTTPS c6 bao vé toi trén Wi-Fi cong cong khéng?

C6, né ma hoa di liéu trao ddi giiia trinh duyét va trang web, va VPN bé sung thém mét I16p bao vé.
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Diém kiém tra 10: Cau héi thudng gap cd ban vé an ninh mang (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap vé cach giam thiéu cac méi de doa truc tuyén.

Q6: WPA3 Ia gi?

Tiéu chuan Wi-Fi Protected Access hién dai, cung cdp ma héa manh hon va bao vé trudc cac cudc tan cong tir dién
ngoai tuyén. [1]

Q7: Wi-Fi cong cdng c6 thé phat tan phan mém déc hai khong?

Co, ké tan coéng cé thé chan luu lugng va chén céc I8i nhac tai xuéng doc hai (tai xuéng tu déng, drive-by downloads)
vao phién trinh duyét cua ban.

Q8: Rui ro cuia viéc chia sé tép la gi?

Néu bat chia sé t&p, nhiing ngudi dung khac trén mang céng cong cé thé doc hodc stia déi thu muc cuc bd cua ban.

Q9: Captive portal la gi?

Trang d&ng nhap ma mang khach san hoac quan ca phé dung dé cap quyén truy cap internet, déi khi cé thé bj ké tan
cong gia mao.

Q10: Tdi c6 nén tat Wi-Fi khi khéng st dung khéng?

Co, t&t Wi-Fi gitp thiét bi clia ban khéng tu déng két néi véi cac mang khéng dang tin cay.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé bao mat (Phan C)

Kham pha cac khia canh ky thuat nang cao cla khung bao mat, phan tich phan mém ddc hai va tuan
tha di liéu.

Q1: Tan cdng xen giifa (Man-in-the-Middle) khai thac DNS nhu thé nao?

B&ng cach dung gia mao DNS trén router ddc hai dé dan trinh duyét muc tiéu dén cac trang dich Iira ddo truc tuyén
(phishing) giéng hét thay vi tén mién that.

Q2: Chiém quyén phién (session hijacking) la gi?

Ké tdn céng danh hgai cookie phién khéng ma héa trén Wi-Fi cédng céng va nhap né dé bd qua dang nhap bang théng
tin xac thuc.

Q3: SSL stripping la gi?

Mot cudce tan cdng MitM trong doé ké tan cong ha cap yéu cau HTTPS an toan clia ngusi dung xuéng HTTP khéng méa
héa, thu thap théng tin d&dng nhap & dang van ban thuan.

Q4: HSTS bao vé chdng SSL stripping nhu thé nao?
HTTP Strict Transport Security budc trinh duyét chi két néi qua HTTPS va ti chéi quay lai HTTP khéng ma hoa. [3]

Q5: VPN split-tunnel la gi?

Ca&u hinh chi dinh tuyén luu lugng clia doanh nghiép qua VPN con dii liéu internet céng cong di thang, co6 thé gay rui
ro |6 dudng ro ri.

© VPN.com | Phiéu hoc tap vé bao mat Wi-Fi cong céng Trang 17



VPN BAO MAT VA MA HOA WI-FI CONG CONG PHIEU HOC TAP VE AN NINH MANG

COM

Diém kiém tra 10: Cau héi thudng gap nang cao vé bao mat (Phan D)

Kham pha cac khia canh ky thuat nang cao cla khung bao mat, phan tich phan mém ddc hai va tuan
tha di liéu.

Q6: Vi sao WPA2 dé bi tan cong KRACK?

Key Reinstallation Attack khai thac bat tay bén budc clia WPA2 dé giai ma cac goi ma khéng can mat khau Wi-Fi.

Q7: C6 lap may khach (client isolation) la gi?

Cai dat bao mat clia router ngan cac thiét bi Wi-Fi dang két néi giao tiép truc tiép véi nhau, chan viéc danh hai cuc
bo.

Q8: Ké tan cdng dung may chu DNS gia mao nhu thé nao?

Chung cau hinh cac router gia mao dé gan may chi DNS gia cho may khach, cho phép chén bat va ghi lai moi truy
van web.

Q9: VPN c6 thé an dia chi MAC cuc b cua téi khéng?

Khéng. Pia chi MAC la dinh danh cuc bd & I8p 2; hay dung cai dit ngau nhién héa MAC (dia chi riéng tu) cé sén cua
thiét bj thay thé.

Q10: Tan cdng gia mao cdng thong tin xac thuc (captive portal) la gi?

Ké tan céng dung céng xac thuc gia trén mot diém phat gia mao dé danh cép théng tin xac thuc dudi vo boc truy cap
Wi-Fi mién phi.
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LOM

VPN BAO MAT VA MA HOA WI-FI CONG CONG

PHIEU HOC TAP VE AN NINH MANG

Phan 11: 10 su that va hiéu biét thuc té vé an ninh mang

Xem lai cac su that thuc té vé vi pham bao mat, cd ché phong tha va tiéu chuan tuan thu.

1. THONG TIN VE AN NINH

Nhan vién lam viéc tU xa thudng dung Wi-Fi 6 quan ca
phé, khach san va san bay, ngi ho khéng thé kiém soat do
bao mat ctia mang.

3. THONG TIN VE AN NINH

Phan mém bat géi tin nhu Wireshark mién phi va cé thé
hién thi mat khdu HTTP chua ma hoéa dudi dang van ban
thuan.

5. THONG TIN VE AN NINH

Céc cudc tan cong SSL stripping vugt qua cac bién phap
bao vé HTTPS c6 ban béng cach chan cac chuyén hudng
HTTP ban dau tai céng mang.

7. THONG TIN VE BAO MAT

T4t 'Auto-Connect' giip ngan dién thoai théng minh két
néi véi cac mang gia mao tréng giéng that & noi cong
cong.

9. THONG TIN VE BAO MAT

Céac diém truy cap gid mao cé thé dua ra cac cau tra I&i
DNS gia, chuyén hudng cac tén mién muc tiéu dén may
chu Ilra ddo truc tuyén (phishing).
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2. THONG TIN VE AN NINH

Diém phat gia mao Evil Twin c6 thé sao chép chinh xac
tén va dia chi MAC clia mét mang dang tin cay, gdy nham
I&n cho c&c thiét bi.

4. THONG TIN VE AN NINH

Bao mat WPA3 diing cc ché Xac thuc déng thdi giita cac
bén ngang hang (SAE) dé bao vé trudc cac cudc tan cong
do mat khau cuc bé.

6. THONG TIN VE AN NINH

Céc tiéu dé phan héi HTTP Strict Transport Security
(HSTS) ngén trinh duyét quay lai két néi HTTP khéng ma
hoa. [3]

8. THONG TIN VE BAO MAT

C&u hinh VPN 'luén bat' ctia doanh nghiép budc moi Iuu
lugng mang cua nhan vién lam viéc tu xa di qua tudng IUa
cla céng ty.

10. THONG TIN VE AN NINH

Néu khéng cé VPN, nhitng ngusdi dung khac trén diém
phat séng md c6 thé thay thiét bi cia ban lién hé Vi
nhiing trang web va may chl nao.
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Tai liéu tham khao ky thuat va nguén

BAoO MAT VA MA HOA WI-FI CONG CONG

PHIEU HOC TAP VE AN NINH MANG

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan tif cac tiéu chuan toan cau cua NIST, OWASP

va tuan thu quyén riéng tu di liéu.

TAI LIEU THAM KHAO HOC THUAT VA NGANH

[1] Wi-Fi Alliance. (n.d.). Security.

https://www.wi-fi.org/discover-wi-fi/security

[3] MDN Web Docs. (n.d.). Strict-Transport-Security header.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/He
aders/Strict-Transport-Security

[5] CISA. (n.d.). Malware, Phishing, and Ransomware.

https://www.cisa.gov/topics/cyber-threats-and-advisories/malware-
phishing-and-ransomware

© VPN.com | Phiéu hoc tap vé bao mat Wi-Fi cong céng

[2] Federal Trade Commission. (2023). Are Public Wi-Fi
Networks Safe? What You Need To Know.

https://consumer.ftc.gov/articles/are-public-wi-fi-networks-safe-wh
at-you-need-know

[4] CISA. (2023). Phishing Guidance: Stopping the Attack Cycle
at Phase One.

https://www.cisa.gov/resources-tools/resources/phishing-guidance
-stopping-attack-cycle-phase-one
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VPN BAO MAT VA MA HOA WI-FI CONG CONG PAP AN CHO GIAO VIEN

COM

Pap an: Diém kiém tra 1- Trac nghiém

0 Cau hoi1 Pap an dung: A
GHI CHU CHO GIAO VIEN

Tan céng xen gira (Man-in-the-Middle, MitM) Ia gi? - Chan va thay di théng tin lién lac gira hai bén trén mét mang dung
chung

o Cau hoi 2 Pap an dung: A
GHI CHU CHO GIAO VIEN

Diém truy cap gia mao (Evil Twin) la gi? - Diém phat Wi-Fi doc hai dugc cau hinh ciing SSID v8i mang hdp phap

e Cau hoi 3 Pap an dung: A
GHI CHU CHO GIAO VIEN

VPN bao vé Iuu lugng Wi-Fi céng cdng nhu thé nao? - Boc moi géi tin mang trong mét dusng hdm ma héa, khién trinh danh
hoi khéng doc dudc

o Cau hoi 4 Pap an dung: A
GHI CHU CHO GIAO VIEN

Nghe Ién géi tin (packet sniffing) la gi? - Dung céng cu phan cling hodc phan mém dé thu thap va ghi lai cac géi tin mang

e Cau hoi5 Pap an dung: A
GHI CHU CHO GIAO VIEN

Vai tro cua HTTPS la gi? - Ma héa luu lugng phién gilta trinh duyét va may chu web
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BAO MAT VA MA HOA WI-FI CONG CONG DAP AN CHO GIAO VIEN

Pap an: Diém kiém tra 2 - Pung hay Sai

Cau hoi 6 Pap an dung: Pung
GHI CHU CHO GIAO VIEN

Ngusi dung da két néi c6 thé dé dang thu thap d{ liéu van ban thuan trén mang Wi-Fi céng cong mé.

Cau hoi7 Pap an ding: Sai

GHI CHU CHO GIAO VIEN

Sai: Evil Twin 1& mét diém phat séng trai phép do ké tan céng dung Ién dé gia mao mot diém phat séng that.

Cau hoi 8 Pap an ding: Sai

GHI CHU CHO GIAO VIEN

Sai: VPN ma héa luu lugng trong mét dudng hdm, nén cac céng cu nghe 1én cuc bd khong thé doc dugc.

Cau hoi 9 Pap an dung: Sai

GHI CHU CHO GIAO VIEN

Sai: HTTPS ma héa toan bo phién trao déi HTTP, bao gém ca dudng dan URL va noi dung trang.

Cau hai 10 Pap an dung: Bung

GHI CHU CHO GIAO VIEN

Céc diém phat Wi-Fi ding bao mat WPA3 mang lai kha nang bao vé manh han cac mang ma, khong cé mat khau.
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COM

DPap an ti vung va thang cham diém

PAP AN CHO GIAO VIEN

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6

diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM

B 1 cHaneAT 63 2 noHELENGOITIN 0 s evitwn

B sven B s ousnG HAM 0 7 weas
PIEM KIEM TRA 3: DAP AN - THUAT NGU CHIiNH

@ noHeLen © sircormn © eviTwin

© © »ouonG HAM

PIEM KIEM TRA 6, PHUONG AN KHAC: PAP AN - GHEP TU

n G - CHUANWPA a C-EVILTWIN a B - BATGOITIN

B +-TuoneLua ) A-noHELEN E - MANGVPN

) 2nrres

B s uoneLUA

QO n1res

o F - DUONGHAM

B o-nres

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:

Kiém tra xem hoc sinh c6 giai thich dugc CHAN BAT, NGHE LEN GOI TIN va EVIL TWIN béng 18i clia minh va néu mét vi du cho

mdbi thuat ngi hay khong.

Nghién cttu tinh hudng:

Yéu cau hoc sinh dung di kién trong phiéu, khéng dung phdng doan, dé ching minh khuyén nghi ctia minh.

Panh gia nguodn:

Yéu cau hoc sinh kiém chiing it nhat mét nhan dinh trong cac ngudn cua phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh cé

thé thay déi theo thai gian.
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COM

DPap an cau dé va ghi chu cho giao vién

DAP AN TIM TU DAP AN O CHU
M A N G V P N I 0 6 E M M O P - - ﬂ
Q S R E A Q 0 0 E @ N A U C R i c A
X T A Y U p I E Y B G M C O U i _|N|GH E“LlEN
6 A v L 6 N O U TAH S A A Y 2 i i i
A N C K A B C O C D EE G B P N \J A L
P O L DG A Q P Y Q L P O U D | B | A “ T|G|O|I'|T | I |N P
W A A O OTMMG®U S E V O I P (H| [L] (W L
N S Q B M G X H A O N D Q U U A T P
A H A P Y O X X T K NE G M P | M| ﬂ |A |
U I L R I o E O T O G E Y A F |
H E V I L T W I N O P T H D T T U“d N GlL“UlA‘
c A X P X I A E L Y E S H A N T
6 N U A L N Y X P V O U T K M ?
T 6 A N U R L E T B X T I P A ?
U V L P O V G O CA B I O U o

HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU

HANG NGANG HANG DOC

4 hang ngang: NGHELEN Doc Iuu lugng khi dang truyén (7 1hang doc: MANGVPN Mang riéng do dugc ma hoéa (7 chi

chir céi) cai)

6 hang ngang: BATGOITIN Thu thdp cac goi dit liéu mang (9 2 hang doc: BPUGNGHAM Dudng dan dif liéu an toan khi

chit cai) truyén (8 chit cai)
8 hang ngang: TUGNGLUA Loc Iuu lugng dén (8 chit cai) 3 hang doc: CHUANWPA Chuan bao mat Wi-Fi hién dai (8
chif cai)

5 hang doc: EVILTWIN Diém phat séng gia mao bat chudc
Wi-Fi (8 chit cai)

7 hang doc: HTTPS Truyén tai web an toan (5 chit cai)
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VPN BAO MAT VA MA HOA WI-FI CONG CONG PAP AN CHO GIAO VIEN

Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. EENLNHG NGHELEN 5. TOANIGBIT BATGOITIN
2. LENVIWTI EVILTWIN 6. PHTST HTTPS
3. GMVNNPA MANGVPN 7 PMGHAUNG DUONGHAM
4. APAWNCHU CHUANWPA 8 NUGATULOC TUONGLUA

KHOA THU THACH MAT THU Bi MAT

"MA HOA LUU LUOGNG MANG CONG CONG BANG VPN"
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COM

DPap an nghién ctu tinh hudng

n Nghién ctiu tinh huéng 1: Ngan chan nghe Ién goi tin trén Wi-Fi i giai danh cho gio
cong cong vién

HUGNG DAN CHAM PIEM

Cau tra 18i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét giam déc kinh doanh tif xa két néi véi mang Wi-Fi san bay céng céng
nhan thay nhiéu email kinh doanh nhay cam bi ro ri ngay sau khi gli dudi dang van ban thuan.

« Chién lugc va giai phap dé xuat: Bt budc dung (ing dung khach VPN doanh nghiép trén moi
may tram tif xa. Ap dung cdc tién ich ma rong trinh duyét chi dung HTTPS va chan céc giao
thic khéng ma hoéa (nhu HTTP va FTP) tai tudng IUra cua may khach.

B Nghién ctfu tinh hudng 2: Phong thu diém phat Wi-Fi gid mao i giai danh cho gido
evil twin vién

HUGNG DAN CHAM DPIEM

Cau tra I6i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Ké tan céng trién khai mét diém truy cap khéng day gia mao tén
'CoffeeShop_Guest' bat chudc diém phat song hgp phap clia mét quan ca phé, thu thap luu
lugng mang ti nhitng khach khong hay biét.

« Chién lugc va giai phap dé xuat: Kiém tra dia chi MAC BSSID cua diém truy cap dé xac minh tinh
xac thuc cua mang. Thuc thi xac thuc trang thai iing dung khach dé chan két néi vao cac mang
ma, va bat budc dung diém phat séng di ddng cho céng viéc nhay cam.
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