VPN KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG

COM

Ho tén: Ngay: Piém:

Kién truic va bao mat Zero Trust

Xac minh lién tuc, phan doan vi mé mang, Quan ly danh tinh va truy cap, dac quyén
toi thiéu va kiém tra tu thé bao mat.

TONG QUAN HOC VE BAO MAT ZERO TRUST

Chao mting ban! B6 hoat dong nay hudng dan ban vé kién
tric bado mat Zero Trust. Ban sé tim hiéu vé xac minh lién
‘DA BAO MAT tuc, phan doan‘vi rﬁang,’quén IY danh tinh va quyén truy cap
o . (IAM), dac quyén t6i thiéu va kiém tra phién.
MA HOA DU LIEU
Chuan AES 256 bit CAC DIEM KIEM TRA CUA PHIEU HOC TAP

Phan 1-4: Ndm viing an ninh mang va phong chéng méi de doa.

~ » Phan 5-7: Giai cac cau do 6 chif va tim tu.
TUAN THU

TIEU CHUAN TOAN CAU
Khung GDPR va CCPA

Phan 8-9: Giai cac nghién cttu tinh huéng va thir thach mat thu.

Phan 10: Xem lai cac trang cau hoi thudng gap cd ban va nang
cao.

Phan 11: Kham pha 10 su that thu vi trong thuc té.

ZERO TRUST

CHiNH SACH TRUY CAP
Xac thuc da yéu t6

O O O o

Thudng: thif thach Nghi nhanh.

M& Huéng dan an ninh mang ciia VPN.com

URL: https://www.vpn.com/vi/an-ninh-mang/bao-mat-mang-zero-trust/
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG

COM

Ld trinh hoc vé chién lugc Zero Trust ciia ban

e Hiéu nguyén téc cét 16i cia xac minh lién tuc.
e Trién khai phan doan vi mé mang va truy cap dac quyén téi thiéu.

e Ca&u hinh kiém tra tu thé thiét bj va kiém toan phién dang hoat dong.

HUGNG DAN BAO MAT ZERO TRUST

Tra I6i cac cau hoi trdc nghiém va dung/sai, hoan thanh cac cau dién vao chd tréng béng ngan hang tl, ghép cac
dinh nghfa, réi giai 6 chi va tim tir. Hay van dung kién thiic cta ban vé kién tric Zero Trust. Két thic véi hoat déng
thudng Nghi nhanh.

KIEN TRUC VA BAO MAT ZERO TRUST (GIGI THIEU)

Bao mat Zero Trust thay thé cac mé hinh vanh dai mang cii bang chinh sach nghiém ngat 'khéng bao gid tin tudng,
ludn ludn xac minh'. Viéc trién khai phan doan vi mé, quan ly danh tinh va truy cap (IAM), quyén han téi thiéu va kiém
tra trang thai thiét bi s& chan méi de doa di chuyén ngang.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG
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Diém kiém tra 1: Thi thach trac nghiém

0 1. Nguyén tac cot 16i clia bao mat Zero Trust la gi?
A. Khéng bao gi6 tin cay, luén xac minh moi yéu cau truy cap bat ké nguén nao
B. Cho réang moi luu ludng bén trong tudng Itia doanh nghiép déu an toan
C. Luu tép ca sé dii liéu khdng ma héa dé tang toc dd
D. Thuc thi xac thuc email chi bang ban ghi SPF

e 2. Vi phan doan mang (network micro-segmentation) la gi?
A. Chia mang thanh cac viing nhd, biét 1ap dé han ché di chuyén ngang
B. M3 héa card mang khi dif liéu dang truyén
C. Két ndi moi may chii cuc bd véi mét dia chi IP cdng khai duy nhat

D. Giam sat thao tac g6 phim cua ngugi dung trong phién trinh duyét

e 3. Nguyén tic dic quyeén toi thiéu la gi?
A. Han ché quyén truy cap cla ngudi dung & muc can thiét cho cdng viéc cua ho
B. Mac dinh cap moi dic quyén hé théng cho moi ngusi dung
C. Cho phép dang nhap an danh vao may chu cg sé dif liéu doanh nghiép

D. Cau hinh router Wi-Fi céng cong khéng cé mat khau

o 4. Quan ly danh tinh va quyén truy cap (IAM) la gi?
A. Cac khung quan ly danh tinh sé va kiém soat dac quyén hé théng
B. Tién ich diét virus quét cac thu muc tép cuc bo
C. Hé théng Iuu trii sao luu duing phuadng tién cach ly mang (air-gapped)

D. Mét giao thiic cong email tif chéi cac tén mién gia mao

e 5. Xac thuc lién tuc nghia la gi?

A. Lién tuc xac minh danh tinh ngusi duing va tinh trang thiét bi trong mét phién dang hoat
dong
B. P6i mat khau chinh méi 10 phut

C. Bam ban ghi ca sé dif liéu bang nhiéu thuat toan

D. Ma héa cac géi tin truyén qua mang bang khoéa TLS
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. Zero Trust gia dinh rang moi Iuu lugng bén trong tudng Ia doanh nghiép déu an toan.
bung Sai

@ caunoi7

7. Phan doan vi mé han ché kha nang di chuyén ngang cua ké tan céng gitta cdc may chl ndi bo.
bung Sai

© caunois

8. Pac quyén t6i thiéu cap quyén truy cap vao moi tép cd sé dii liéu theo mac dinh.
bung Sai

© cauneio

9. X&c minh lién tuc kiém tra tinh trang thiét bj va théng tin xac thuc trong suét phién d&ng nhap.
Pung Sai

@ cauneito

10. Trién khai Zero Trust giam tac dong cua cac thdng tin ddng nhap doanh nghiép bi xam pham.

bung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Yéu cau thang tin xac thuc tai moi diém truy cap la viéc lién tuc.

2. Chia mang doanh nghiép thanh cac vung rat nho la ky thuat vi

3. Cau hinh danh tinh s6 va kiém soat truy cap la ding mét hé théng

4. Han ché quyén cuia ngudi duing dua trén nguyén tic it nhat.
5. Danh gia tinh trang cuia cac thiét bi dudc két néi la quét cua thiét bi.
6. Ghi nhat ky va xem xét cac phién dang hoat dong la hoat dong bao mat.

NGAN HANG TU VUNG

BO DINH TUYEN PAC QUYEN IAM KIEM TOAN PHAN DOAN TU THE BAO MAT
TUGONG LUA XAC MINH

Viét cau tra I8i ctia ban tai day:

1 2.
3 4.
5 6.

© VPN.com | Phiéu hoc tap vé bao mat Zero Trust Trang 5



VPN KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG
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Diém kiém tra 4: Ghép ndi khai niém bao mat

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhap liéu.
1. XAC MINH A Quan ly quyén truy cap thong tin dang nhap ctia ngusi dung.
2. PHAN DOAN B Nguyén tic quyén truy cap téi thiéu.
3. 1AM (o] Dinh tuyén Iuu lugng géi tin mang.
4.PAC QUYEN D Bao vé rao chdn mang bén ngoai.
5. TU THE AN NINH E Xem lai cac phién truy cap da dugc ghi nhat ky.
6. KIEM TOAN F Chia cac vung mang ndi bo.
7. TUONG LUA G Ludn kiém tra thong tin xac thuc cta ngusi dung.
8. ROUTER H Danh gia tinh trang thiét bi.
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VPNl KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG

Piém kiém tra 5: Tro chgi 6 chil

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y
bén dudi.

1
2 3
4
5 6

7

8
HANG NGANG HANG DOC
7. Quan ly quyén truy cap theo théng tin dang 1. Bao vé bang hang rao mang bén ngoai (8)

nhap cua ngugdi dung (14)
2. Chia cac vuing mangd ndi bo (12)

8. Xem xét cac phién truy cap da dudc ghi nhat

ky (8) 3. Ludn kiém tra thong tin dang nhap ctia ngudi

dung (7)
4. Nguyén tic quyén truy cap toi thiéu (8)
5. Panh gia tinh trang stc khée cua thiét bi (11)

6. Pinh tuyén Iuu lugng g6i tin mang (11)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG

7 hang ngang: Quan ly quyén truy cap theo thdng tin dang nhap ctia ngusi dung (14 chi cai):

8 hang ngang: Xem xét cac phién truy cap da dudc ghi nhat ky (8 chii cai):

HANG DOC

1hang doc: Bao vé bing hang rao mang bén ngoai (8 chii cai):

2 hang doc: Chia cac vung mang ndi bo (12 chii cai):

3 hang doc: Ludn kiém tra thong tin dang nhap cta ngugi dung (7 chir cai):

4 hang doc: Nguyén tac quyén truy cap toi thiéu (8 chit cai):

5 hang doc: Panh gia tinh trang stic khoe cua thiét bi (11 chit cai):

6 hang doc: Pinh tuyén Ivu lugng géi tin mang (11 chif cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.
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DANH SACH TU VUNG

XACMINH PHANDOANMANG QUANLYDANHTINH PACQUYEN TUTHEBAOMAT
KIEMTOAN TUONGLUA BODINHTUYEN
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG
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Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét
chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG BINH NGHIA VA CAC TRUGNG GHEP

A. XACMINH 1. B&o vé bang hang rao mang bén ngoai.
B. PHANDOANMANG M X o
2. Xem xét cac phién truy cap da dugdc ghi nhat ky.
C. QUANLYDANHTINH
D. DACQUYEN 3. Nguyén tac quyén truy cap téi thiéu.

E. TUTHEBAOMAT 4. Chia cac vung mang néi bo.

F. KIEMTOAN
5. Pinh tuyén Iuu Iugng gai tin mang.
G. TUGNGLUA ity 2199 ks
H. BOPINHTUYEN 6. Danh gia tinh trang suc khoe cua thiét bi.

7. Quan ly quyén truy cap theo théng tin ddng nhap cua ngusi dung.

8. Ludn kiém tra théng tin ddng nhap cua ngusi dung.
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Diém kiém tra 7: Thi thach tu bi xao tron

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé an ninh mang. Viét
dap an cua ban vao cac 6 nhap da cung cap.

HANAGADMO
. MNXIHCA 5 SR
LUYADNQIAH - .
B men 6. ENQYPUAC

3 :"ABOTUATEM  KNTOAIME
4. NUALGTUGOG 8. YTNHDPBNOEU
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KIEN TRUC VA BAO MAT ZERO TRUST

PHIEU HOC TAP VE AN NINH MANG

Hoat dong thuéng: Nghi nhanh

’ 3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG. ‘

Nhiing thong tin ban khong bao gié nén chia sé

Nhitng théi quen an toan ban cé thé bat dau ngay hém
nay

Nhitng thir dugc kiém tra trén mat thiét bi
Nhiing thit dugc ghi nhat ky
Nhiing tif lién quan dén an ninh mang

Nhiing thit Zero Trust kiém tra

Nhitng ngi ban xuét trinh gidy t& tiy than trong dgi séng
hang ngay

Nhiing cach chiing minh dé thuc su la ban

Nhiing viéc can lam sau khi dit liéu biro ri

Nhiing dau hiéu may tinh bi nhiém

Ly do cap nhat phan mém

Nhitng cap do truy cap trong mét cong ty

Nhitng céng cu bao mat ban biét

Nhiing viing ma mdt mang cé thé dudc chia thanh

Nhitng cau néi vé long tin
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG
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Diém kiém tra 8: Nghién cttu tinh hudng vé an ninh mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN cUU TiNH HUONG 1: CHUYEN SANG KIEN TRUC MANG ZERO TRUST

Tinh huéng: M6t doanh nghiép 16n hién diing mét mang ndi bdé phang, nai bat ky thiét bi nao trén mang cuc bd
déu cé thé truy cap moi may chl va cao sd dif liéu clia cong ty.

Cau héi thao luan: Hay thiét ké mot chién lugc phan doan vi mé mang dé han ché di chuyén ngang.

NGHIEN CUU TiNH HUONG 2: TRIEN KHAI KIEM SOAT TRUY CAP THEO NGUYEN TAC DAC
QUYEN TOI THIEU

Tinh huéng: Nhat ky kiém toan cho thdy nhiing ngusi dung cd sa dii liéu tam th&i va nhan vién cap thap ndm
gilt quyén doc va ghi toan cuc déi véi cac cd s6 dif liéu ké toan quan trong.

Cau hoi thao luan: Hay kiém toan va han ché cac dac quyén IAM clia ca sd dif liéu dé thuc thi dic quyén téi
thiéu.
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG
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Diém kiém tra 9: Giai ma mat thu

Chuyén gia an ninh mang bao vé tai san mang khoi cac tadc nhan de doa truc tuyén. Hay dung bang
khoa Chi-S6 bén dudi dé giai ma thdng diép bang cach viét cac chii cai tucng Uing vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 D=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20
Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

14 25 18 16 28 1 5 5 12 16 N 27 19 12 183 12 9 16

L SVt N W N N D N W N S N D S NS W —

24 22 25 5 13 11 18 16 10 24 12 16 5 3 29

Thong diép da giai ma:

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG
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Diém kiém tra 10: Cau héi thudng gap cd ban vé an ninh mang (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap vé cach giam thiéu cac méi de doa truc tuyén.

Q1: Zero Trust la gi?

Zero Trust Ia mét khung bao mat gia dinh rdng cac méi de doa ton tai ca bén ngoai 14n bén trong ranh gidi mang, doi
hdi xac minh cho moi yéu cau. [1]

Q2: Quy tac cét 16i cua Zero Trust la gi?

Khéng bao gid tin tudng, luén xac minh.

Q3: Vi phan doan la gi?

Chia mang thanh céac phan doan logic nhd, an toan dé kiém soat Iuu lugng va ngan chan vi pham lan réng.

Q4: DPic quyén toi thiéu la gi?

Chi cap cho ngudi dung quyén truy cap téi thiéu can thiét dé thuc hién cac nhiém vu cong viéc cu thé cua ho. [2]

Q5: IAM la viét tat cua gi?

Quan ly danh tinh va truy cap.
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG
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Diém kiém tra 10: Cau héi thudng gap cd ban vé an ninh mang (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap vé cach giam thiéu cac méi de doa truc tuyén.

Q6: Kiém tra trang thai thiét bi giup ich nhu thé nao?

N6 xac minh réng thiét bi da dugc va 16i, chay diét virus dang hoat déng va an toan trudc khi cho phép truy cap.

Q7: Di chuyén ngang la gi?

Quy trinh ké tan cong dung dé di chuyén trong mang ti moét nit bi xam nhap ban dau dén cac hé théng co gia tri cao
hon.

Q8: Zero Trust c6 thay thé tudng Itfa khdng?

Khéng, no tang cudng ching bang cach bé sung céc kiém tra Iy danh tinh lam trung tdm va tudng Itra phan doan ndi
bo.

Q9: Xac thuc lién tuc la gi?

Xac minh danh tinh ngusi dung lién tuc trong suét phién dang nhap dang hoat déng, chit khéng chi khi ddng nhap
ban dau.

Q10: Tai sao mang phang (flat network) nguy hiém?

Trong cac mang phang, mot nut bi xam pham duy nhat cho phép ké tdn céng dé dang truy cap bat ky cd s& dii liéu
nao trén mang.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé bao mat (Phan C)

Kham pha cac khia canh ky thuat nang cao cla khung bao mat, phan tich phan mém ddc hai va tuan
tha di liéu.

Q1: Zero Trust giai quyét mé hinh vanh dai nhu thé nao?

N6 thay thé mé hinh 'lau dai va hao nudc' 16i thdi, chuyén phong thu tif cdc mang bién sang cac danh tinh va tai
nguyén ngusi dung cu thé.

Q2: biém quyét dinh chinh sach (PDP) la gi?

Thanh phan hé théng danh gia cac yéu cau Uy quyén theo cac quy tc bado mat dé quyét dinh coé cap quyén truy cap
hay khong.

Q3: Piém thuc thi chinh sach (PEP) la gi?

NUt hé théng (nhu céng hodc proxy) thuc su cho phép hodc chan cac yéu cau két néi dua trén quyét dinh clia PDP.

Q4: Kiém soat truy cap dua trén vai tro (RBAC) hé trg Zero Trust nhu thé nao?

RBAC nhém céc quyén thanh nhiing vai trd cu thé, giup ngan ngusi dung thira hudng qua nhiéu dic quyén quan tri.

Q5: Kiém soat truy cap theo ngif canh la gi?

Panh gia cac yéu cau dang nhap bang cac manh méi thir cap nhu vi tri dia ly, trang thai thiét bi va thsi gian déng
nhap dé danh gia rui ro.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé bao mat (Phan D)

Kham pha cac khia canh ky thuat nang cao cla khung bao mat, phan tich phan mém ddc hai va tuan
tha di liéu.

Q6: Vi phan doan khac VLAN tiéu chuan nhu thé nao?

VLAN chia mang thanh cac phan doan logic réng & tang 2, trong khi phan doan vi mé dung chinh sach phan mém dé
c6 1ap tiing khéi lugng cong viéc riéng lé.

Q7: Truy cap dung luc (JIT) la gi?

Céap tam thdi cac quyén quan tri nang cao va tu dong thu héi khi nhiém vu hoan tat.

Q8: Ban bao mat API trong khudn khé Zero Trust nhu thé nao?

B&ng cach yéu cau token OAuth c6 chir ky mat méa va kiém toan chi ky yéu cau tai moi céng API.

Q9: Ung dung khach truy cap mang zero-trust (ZTNA) la gi?

Tac nhan phan mém thiét 1ap cac két noi di ra dugdc ma hoda, an toan dén cac Ung dung cu thé thay vi cadc mang con
tho.

Q10: Kiém toan nhat ky hé trg Zero Trust nhu thé nao?

Ghi nhat ky lién tuc cho phép céac céng cu phan tich bao mat tu dong phat hién bat thusng va tam ngung ngay cac lan
dang nhap dang nggd.
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PHIEU HOC TAP VE AN NINH MANG

VPN KIEN TRUC VA BAO MAT ZERO TRUST

LOM

Phan 11: 10 su that va hiéu biét thuc té vé an ninh mang

Xem lai cac su that thuc té vé vi pham bao mat, cd ché phong tha va tiéu chuan tuan thu.

1. THONG TIN VE AN NINH

Kién tric Zero Trust thay thé mé hinh lau dai va hao nudc
cli bang cac quy tac xac minh ldy danh tinh Iam trung
tam.

3. THONG TIN VE AN NINH

Zero Trust tap trung vao viéc bao vé cac tai nguyén nhu
tai san, dich vu va tai khoan thay vi cac phan doan mang.

[

5. THONG TIN VE AN NINH

Xac thuc trang thai thiét bi kiém tra muc ban va hé diéu
hanh va trang thai phan mém diét virus dang hoat déng
theo thdi gian thuc.

7. THONG TIN VE BAO MAT

Uy quyén dac quyén quan tri Just-In-Time (JIT) giam rdi
ro danh cdp théng tin xac thuc trén bo diéu khién mién.

9. THONG TIN VE BAO MAT

Céc bién phap phong thu vanh dai truyén théng khéng
chén dudc cac cudc tan céng di chuyén ngang mét khi
théng tin dang nhap quan tri bi 16.
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2. THONG TIN VE AN NINH

Phan doan vi mé mang thu hep pham vi phan mém déc
hai c6 thé tiép can béng cach c6 1ap cac khéi lugng céng
viéc vao nhifing vung nho dugc bao vé.

4. THONG TIN VE AN NINH

Chinh s&ch truy cap dac quyén t6i thiéu gitp giadm rui ro
dir liéu bi nguai trong ndi bd dua ra ngoai tu cac ¢ sé di
ligu 15i.

6. THONG TIN VE AN NINH

Cac nha moi gigi Zero Trust Network Access (ZTNA) co
thé thay thé hoac bé sung VPN doanh nghiép dé han ché
pham vi truy cap cua ngugi dung.

8. THONG TIN VE BAO MAT

Nhat ky xac thuc lién tuc va kiém toan hanh vi phién, tam
ngung ngudi dung cé mau thuc thi script bat thusng.

10. THONG TIN VE AN NINH

An pham dac biét NIST 800-207 (2020) dua ra dinh nghfa
trifu tugng vé kién truc Zero Trust, kém cac mé hinh trién
khai. [1]
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PHIEU HOC TAP VE AN NINH MANG

COM

Tai liéu tham khao ky thuat va nguén

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan tif cac tiéu chuan toan cau cua NIST, OWASP
va tuan thu quyén riéng tu di liéu.

TAI LIEU THAM KHAO HOC THUAT VA NGANH

[1] NIST. (2020). SP 800-207: Zero Trust Architecture. [2] CISA. (2023). Zero Trust Maturity Model.
https://csrc.nist.gov/pubs/sp/800/207/final https://www.cisa.gov/zero-trust-maturity-model

[3] NIST. (2025). SP 800-63B-4: Digital Identity Guidelines: [4] FBI Internet Crime Complaint Center. (2026). 2025 IC3
Authentication and Authenticator Management. Annual Report.
https://pages.nist.gov/800-63-4/sp800-63b.html https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf

[5] CISA. (2023). #StopRansomware Guide.

https://www.cisa.gov/stopransomware/ransomware-guide
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PAP AN CHO GIAO VIEN

COM

Pap an: Diém kiém tra 1- Trac nghiém

0 Cau hoi1 Pap an dung: A
GHI CHU CHO GIAO VIEN

Nguyén tic c6t I6i clia bao mat Zero Trust 1a gi? - Khéng bao gid tin cay, luén xac minh moi y&u cau truy cap bat ké nguén
nao [2]

o Cau hoi 2 Pap an dung: A
GHI CHU CHO GIAO VIEN

Vi phan doan mang (network micro-segmentation) 1a gi? - Chia mang thanh cac viing nho, biét 1ap dé han ché di chuyén
ngang

e Cau hai 3 Pap an dung: A
GHI CHU CHO GIAO VIEN

Nguyén tic dac quyén t6i thiéu la gi? - Han ché quyén truy cap clia ngusi diing 6 miic can thiét cho coéng viéc clia ho

o Cau hoi 4 Pap an dung: A
GHI CHU CHO GIAO VIEN

Quan ly danh tinh va quyén truy cap (IAM) 1a gi? - Céc khung quan ly danh tinh sé va kiém soat dac quyén hé théng

e Cau hoi5 Pap an dung: A
GHI CHU CHO GIAO VIEN

Xac thuc lién tuc nghia & gi? > Lién tuc xac minh danh tinh ngudi dung va tinh trang thiét bi trong mét phién dang hoat déng
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PAP AN CHO GIAO VIEN

COM

Pap an: Diém kiém tra 2 - Pung hay Sai

e Cau hoi 6 Pap an dung: Sai
GHI CHU CHO GIAO VIEN

Sai: Zero Trust khéng cap bat ky su tin cdy ngdm dinh nao dua trén vi tri mang, du & bén trong hay bén ngoai.

o Cau hoi7 Pap an dung: Plng
GHI CHU CHO GIAO VIEN

Dung: cac viing nho bi c6 1ap han ché pham vi ma k& x&m nhap c6 thé di chuyén gilra cac may chu.

e Cau hoi 8 Pap an ding: Sai

GHI CHU CHO GIAO VIEN

Sai: dac quyén t6i thiéu chi cap mc truy cap t6i thiéu ma méi vai trd can.

e Cau hoi 9 Pap an dung: Pung
GHI CHU CHO GIAO VIEN

Xac minh lién tuc kiém tra tinh trang thiét bj va théng tin xac thuc trong suét phién d&ng nhap.

@ Cau hai 10 Pap an dung: Bung

GHI CHU CHO GIAO VIEN

Trién khai Zero Trust gidm tac déng clia cac thong tin dang nhap doanh nghiép bi xam pham.
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VPN KIEN TRUC VA BAO MAT ZERO TRUST

COM

DPap an ti vung va thang cham diém

PAP AN CHO GIAO VIEN

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6

diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM
© - xacminH 3 2 rranooan [ A JENTAY

€ s ruTHE AN NINH B s «EmToAN 0) 7. ruoneLUA

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHIiNH

@ xicminn © rHANDOAN © v

© 1uTHE BAO MAT © «iEmToAN

PIEM KIEM TRA 6, PHUONG AN KHAC: PAP AN - GHEP TU

€ c-ruoneLua €} r-iemToAN E) o-oicauven

B +-sooiNHTUYEN ) :-rutHEBAOMAT C - QUANLYDANHTINH

) - oicauven

B s router

O oicauvin

o B - PHANDOANMANG

B A-xacminn

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:

Kiém tra xem hoc sinh cé giai thich dugc XAC MINH, PHAN DOAN va IAM bang I5i ctia minh va néu mét vi du cho méi thuat ngi

hay khéng.

Nghién cttu tinh hudng:

Yéu cau hoc sinh dung di kién trong phiéu, khéng dung phdng doan, dé ching minh khuyén nghi ctia minh.

Panh gia nguodn:

Yéu cau hoc sinh kiém chiing it nhat mét nhan dinh trong cac ngudn cua phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh cé

thé thay déi theo thai gian.
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COM

VPN KIEN TRUC VA BAO MAT ZERO TRUST PAP AN CHO GIAO VIEN

DPap an cau dé va ghi chu cho giao vién

DAP AN TIM TU
G I R u P Y D E p g A a K 0
N N E Y U T H N I » 6 B A T K
A Y L I X A C M I N H U U I P
M S A Q P U H L L E E O E M E
N P P K A R K P U E N M A S D
A X N X ¢ U @ E R 6 T v A 6 T
O N N Q 0 G 6 L o R E O T s
P 0 S S U I A U A D O M K A N
N T » E ¥ 6 A N O U X H I T H
A x u v E 6 I G Y G H M A D G
H Q U A N L Y D A N H T I N H
P AR A HD UD I Y I C K O M
H A T U T H E B A O M A T P O
I N B M A B E G A A o P L O U
S G X P X Q E V E D P S N S

HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU
HANG NGANG

7 hang ngang: QUANLYDANHTINH Quan ly quyén truy cap
theo thong tin dang nhép cua ngudi dung (14 chit cai)

8 hang ngang: KIEMTOAN Xem xét cac phién truy cap da
dugc ghi nhat ky (8 chit cai)
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DAP AN O CHU
T
M p] X ]
El p| [H] A
N ‘Al [A c
o] [ [n] [1] [8] [m]
L | a| [p| [u| [&] |1
U] ul (o] [T] [o] [N]
llua|N|L|y|p[Aa|N[H][T]1]|N]H
E N E N
N (m| [B] [H]
‘Al [a] [T
(k[ 1 [e[m[t]o]a[N] [o] [u]
¢ [m] [v]
‘Al [E]
7] [N

HANG DOC

1hang doc: TUONGLUA Bao vé bing hang rao mang bén
ngoai (8 chir cai)

2 hang doc: PHANDOANMANG Chia cac vung mang ndi bd
(12 ch{r cai)

3 hang doc: XACMINH Ludn kiém tra théng tin dang nhap
cla ngudi dung (7 chit cai)

4 hang doc: PACQUYEN Nguyén tac quyén truy cap toi
thiéu (8 chif cai)

5 hang doc: TUTHEBAOMAT Danh gia tinh trang stic khoe
cla thiét bi (11 chit cai)

6 hang doc: BOPINHTUYEN Dinh tuyén Iuu lugng goi tin
mang (11 chir cai)
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PAP AN CHO GIAO VIEN

Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. MNXIHCA XACMINH 5 HANAGADMOPNN PHANDOANMANG
2. LUYADNQIAHHTNN  QUANLYDANHTINH 6. ENQYDUAC DACQUYEN
3. TABOTUATEMH TUTHEBAOMAT 7 KNTOAIME KIEMTOAN
4. NUALGTUO TUONGLUA 8 YTNHBDBNOEUI BODINHTUYEN

KHOA THU THACH MAT THU Bi MAT

"LUON XAC MINH VOI KIEN TRUC KHONG TIN CAY"
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VPN KIEN TRUC VA BAO MAT ZERO TRUST PAP AN CHO GIAO VIEN

COM

DPap an nghién ctu tinh hudng

Nghién cttu tinh hudng 1: Chuyén sang kién triic mang zero Lasi giai danh cho gido
trust vién

HUGNG DAN CHAM PIEM

Cau tra 18i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét doanh nghiép 18n hién dung mang néi bd phang, nai bat ky thiét bi
nao trén mang cuc bd déu co thé truy cap moi may chu va co sé dif liéu cua cong ty.

« Chién lugc va giai phap dé xuat: Chia mang phéng thanh cac vung phong ban cé 1ap. Cai tusng
Itra ndi bd dé kiém soat luu lugng gilta cac vung va bt budc xac thuc méa théng bao két néi cho

moi truy cap.
B Nghién cttu tinh hudng 2: Trién khai kiém soat truy cap theo L& gial danh cho
nguyén tac dac quyén toi thiéu gido vién

HUGNG DAN CHAM PIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

« Phan tich tinh huéng: Nhat ky kiém toan cho thay ngusi dung ca sd df liéu tam thdi va nhan vién
cap thap c6 quyén doc va ghi toan cuc déi véi cac co sd dii liéu ké toan quan trong.

« Chién lugc va giai phap dé xuat: Thu hdi moi dac quyén quan tri toan cuc. Trién khai kiém soat
truy cap dua trén vai trd (RBAC) khdp dung vdi vai trd céng viéc, va thiét 1ap cac dgt ra soat
quyén tu ddng hang tuan.
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