VPN VPN TOT NHAT CHO ANDROID PHIEU HOC TAP VE VPN

COM

Ho tén: Ngay: Piém:

VPN tot nhat cho Android

Phan tich téc QQ, hiéu qua pin va quyén riéng tu cua VPN trén Android dua trén th
nghiém thuc té.

TONG QUAN BAI HOC VE VPN TOT NHAT CHO ANDROID

Chao mting ban! B6 hoat déng nay hudng dan ban vé trién
khai VPN trén Android. Ban sé tim hiéu I8p VpnService cua
NGUGI HOC Android, viéc tao giao dién TUN, tinh di déng IKEv2 MOBIKE,

t6i uUu hoa pin va bao vé chéng ro ri ludn bat.
TU CACH SINH VIEN

L6 trinh Ngusi bao vé mang CAC PIEM KIEM TRA CUA PHIEU HOC TAP

Phan 1-4: Nam vitng VPN va cau hinh bao mat mang.

ANTO AN [ ] Phan 5-7: Giai cac cau dé 6 chit va tim tur.

TRANG THAI KET NOI

Che chén cac goi di liéu

Phan 8-9: Giai cac nghién cuu tinh huéng va thir thach mat thu.

Phan 10: Xem lai cac trang cau hai thudng gip co ban va nang
cao.

Phan 11: Kham pha 10 su that thu vi trong thuc té.

HOAT PONG

CHONG RO Ri

Bao vé chéng ro ri DNS va IPv6

O 0O O O

Thudng: thi thach Nghi nhanh.

M& Hudéng dan cac VPN tot nhat ciia VPN.com

URL: https://www.vpn.com/vi/vpn/vpn-tot-nhat-cho-android/
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Ld trinh hoc vé VPN cho Android ctia ban

e Xac dinh cac nha cung cap VPN Android hang dau va céc tinh nang di ddng riéng cua ho.
e Giai thich cac han ché phan cling di ddng nhu hao pin va gidi han bd nhé chay nén.

e Ca&u hinh céac cai dat Android géc nhu VPN ludn bat va quy tic (ng dung split-tunnel.

HUGNG DAN VPN TREN ANDROID

Tra I8i cac cau hoi trdc nghiém va ding/sai, hoan thanh cac cau dién vao ché tréng bang ngan hang tl, ghép cac
dinh nghfa, réi giai 6 chif va tim tir. Hay van dung kién thiic ctia ban vé cau hinh Android VpnService. Két thuc véi
hoat déng thudng Nghi nhanh.

DICH VU VPN TREN ANDROID VA TiNH DI PONG (GIGI THIEU)

Trién khai két néi VPN trén cac nén tang di déng nhu Android dua vao APl VpnService goc. Nha phat trién va ngusi
dung phai can béng gilia cac giao thic bao mat manh (nhu IKEv2 va WireGuard) véi mic tiéu thu pin, gidi han thuc
thi nén va chuyén giao mang lién mach.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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Diém kiém tra 1: Thi thach trdc nghiém

PHIEU HOC TAP VE VPN

0 1. Ho giao thuic nao chilam hao pin thém dugi 3% trong bai thur 8 gié ciia VPN.com?

A. WireGuard
B.L2TP
C.PPTP
D. SSTP

9 2. VPN.com danh gia Iua chon nao la t6t nhat cho nhiéu thiét bi Android?

A. Surfshark
B. Proton VPN
C. ExpressVPN
D. CyberGhost

e 3. Ban bat VPN luén bat (Always-on VPN) géc & dau trong cai dat Android?

A. Mang va Internet

B. Trinh t6i Uu héa pin

C. Cai dat hién thi

D. Trinh quan ly iing dung

o 4. Giao thuic nao la giai phap tuy chinh ctia ExpressVPN cho Android?

A. Lightway
B. NordLynx
C. OpenVPN
D. SSTP

o 5. Tinh nang nao cho phép dinh tuyén cac ing dung cu thé ra ngoai dudng ham VPN?

A. Pudng ham phan tach
B. Chuyén tiép cong

C. Kill switch

D. Smart DNS
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. Android 14 muc tiéu I8n cla hoat ddng giam sat trén thiét bi di déng.
bung Sai

@ caunoi7

7. Surfshark h trg s6 két néi thiét bi dong thdi khéng gisi han.
bung Sai

© caunois

8. OpenVPN tiét kiém nang lugng hon WireGuard trén thiét bj di dong.
bung Sai

© cauneio

9. VPN ludn bat gitp chan ro ri khi dudng ham bij rét.

Pung Sai

@ cauneito

10. CyberGhost dugc néu bat 1d VPN Android t6t nhat cho ngusi méi bét dau.

bung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Chuan giao thiic nhe cho Android la

2. Giao thuc toc dé di dong riéng ctia ExpressVPN c6 tén la

3. Mat han ché I6n déi véi iing dung chay nén trén thiét bi di dong la

4. Két noi thiét bi dong thai khong gi6i han dugc cung cap béi

5. NordVPN va CyberGhost c6 ting dung chuyén dung cho Android

6. Viéc loai cac (ing dung ngan hang khoi dudng ham VPN dung tinh nang chia tach

NGAN HANG TU VUNG

CHUYEN DOI MANG DI DPONG DUNG LUGNG PIN DINH TUYEN LIGHTWAY
SURFSHARK TIvVI WIREGUARD

Viét cau tra I8i ctia ban tai day:

1 2.
3 4.
5 6.
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Diém kiém tra 4: Ghép noi khai niém chinh

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhap liéu.
1. WIREGUARD A Giao thic téc dd tly chinh ctia ExpressVPN.
2. LIGHTWAY B Lua chon két néi thiét bj khéng gidi han.
3.PIN (o] Chuan giao thiic gon nhe cla Android.
4. SURFSHARK D Chuyén dbi nhanh gilta mang di déng va Wi-Fi.
5. TRUYEN HiNH E Han ché tai nguyén trén di dong.
6. BINH TUYEN F H® trg két ndi may khach IKEv2.
7. CHUYéN Dél G Ung dung khach chuyén dung cho Android TV.
8. TINH DI DQNG H Kiém soat luu lugng split tunneling.
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Piém kiém tra 5: Tro chgi 6 chit

VPNl VPN TOT NHAT CHO ANDROID
—— COM

PHIEU HOC TAP VE VPN

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y

bén dudi.

HANG NGANG
2. Giao thtic toc do riéng cuia ExpressVPN (8)

3. Ho trd két néi tiing dung IKEv2 (6)

7. Chuyén nhanh giita mang di ddng va Wi-Fi (13)

8. Ung dung khach chuyén dung cho Android TV

(4)

© VPN.com | Phiéu hoc tap vé VPN tét nhat cho Android

HANG DOC
1. Han ché vé tai nguyén cuia thiét bi di dong (12)

4. Kiém soat Iuu lugng cua tinh nang chia tach
dudng ham (9)

5. Lua chon cho sb lugng két nai thiét bi khong
gidi han (9)

6. Chuan giao thuc gon nhe trén Android (9)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG

2 hang ngang: Giao thiic toc do riéng cuia ExpressVPN (8 chii cai):

3 hang ngang: H6 trg két nai (ing dung IKEv2 (6 chit cai):

7 hang ngang: Chuyén nhanh giita mang di déng va Wi-Fi (13 chit cai):

8 hang ngang: Ung dung khach chuyén dung cho Android TV (4 chi cai):

HANG DOC

1hang doc: Han ché vé tai nguyén cua thiét bi di dong (12 chit cai):

4 hang doc: Kiém soat luu Iugng cua tinh nang chia tach dudng ham (9 chii cai):

5 hang doc: Lua chon cho sé lugng két néi thiét bi khéng gidi han (9 chir cai):

6 hang doc: Chuan giao thiic gon nhe trén Android (9 chif cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.
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DANH SACH TU VUNG

WIREGUARD LIGHTWAY DUNGLUGNGPIN SURFSHARK TIVI PINHTUYEN
CHUYENDOIMANG DIDONG
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VPN VPN TOT NHAT CHO ANDROID PHIEU HOC TAP VE VPN

Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét

chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG
A. WIREGUARD

B. LIGHTWAY

C. DUNGLUGCNGPIN
D. SURFSHARK

E. TIVI

F. DINHTUYEN

G. CHUYENDOIMANG
H. DIDONG

PINH NGHIA VA CAC TRUOGNG GHEP

1. Ung dung khach chuyén dung cho Android TV.

2. Hb trg két ndi Ung dung IKEv2.

3. Chuyén nhanh gilta mang di déng va Wi-Fi.

4. Kiém soat luu lugng cua tinh n&ng chia tach dusdng ham.
5. Lua chon cho s6 lugng két néi thiét bi khéng gidi han.

6. Chuan giao thuc gon nhe trén Android.

7. Giao thuc toéc do riéng cua ExpressVPN.

8. Han ché vé tai nguyén cua thiét bi di dong.
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Diém kiém tra 7: Thi thach tu bi xao tron

PHIEU HOC TAP VE VPN

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé méi gisi tén mién. Viét

dap an cua ban vao cac 6 nhap da cung cap.

1. UGEIWARDR 5.

NULUDPINNG

2. 56 6.
3. ITVI 7.
4 NNIUOEGHPAM
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10

n

12

13

14

15

PHIEU HOC TAP VE VPN

Hoat dong thuéng: Nghi nhanh

’ 3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG. ‘

Nhiing thd lam hao pin

Nhiing viéc can lam néu ban lam mat Android
Nhiing cai dat bao vé Android cuia ban

Ly do dung VPN khi di du lich

Nhiing ban cap nhat ban nén cai dat

Nhitng dau hiéu cho thay khéng thé tin tudng mét (ing
dung

Nhiing dif liéu ma mot (ing dung c6 thé xin quyén truy
cap

Nhitng thit VPN cé thé che giau

Nhitng tinh ndng ban mudn c6 trong ting dung VPN
Nhiing ti lién quan dén quyén riéng tu

Nhitng mang ma Android cta ban cé thé két noi
Nhiing thif ban sao luu

Nhiing ngi ban dung Android ctia minh

Nhiing Ung dung trén Android ctia ban

Nhitng cach mé khoa thiét bi
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Diém kiém tra 8: Nghién ctu tinh hudng vé VPN va mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN cUU TiNH HUONG 1: RUI RO TU BIEM PHAT WI-FI CONG CONG KHONG MA HOA

Tinh huéng: M6t nhan vién di dong két néi thiét bi Android véi mang Wi-Fi cong cdng & san bay. Cac 1an quét
do tur xa dang hoat déng cho thdy 40% diém phat séng xung quanh khéng cé ma hoa.

Cau héi thao luan: Hay dé xuat mét cau hinh dé tu dong bao vé két néi cua thiét bi.

NGHIEN CUU TiNH HUONG 2: UNG DUNG CHAY NEN LAM HAO PIN

Tinh huéng: Ngusi dung bao cdo rang thiét bi Android cta ho hét pin trong vong 4 gi6 khi dung cac két noi
OpenVPN ca.

Cau hoi thao luan: Xac dinh mét chuan giao thiic gon nhe hon dé t6i uu muc tiéu thu nang lugng.
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Diém kiém tra 9: Giai ma mat thu

PHIEU HOC TAP VE VPN

Ky su mang bao mat cac kénh dinh tuyén va dudng ham clia may khach. Hay dung bang khéa Chii-
S6 bén dudi dé giai ma théng diép bang cach viét cac chi ci tuong Ung vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 D=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20
Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

16 N

—_— e e e e e e e e e— e

—_— e — e — e e e et e e e e

Thong diép da giai ma:

24 17 1 16

—_— — — —

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q1: VPN bao vé thiét bi Android nhu thé nao?

B&ng cach méa héa luu lugng Internet, che gidu IP céng khai clia ban va chan ro ri.

Q2: Giao thtic nao tiéu thu it pin nhat trén Android?
WireGuard, chay tinh gon va dung rat it chu ky CPU nén.

Q3: VPN luén bat géc ctia Android la gi?

Cai dat hé théng bat budc cac dusng hdm VPN luén md cho moi luu lugng.

Q4: Nha cung cap nao cho phép két néi Android khéng gidi han?

Surfshark cung cap s6 két néi ddng thdi khong gidi han trén mot géi dang ky.

Q5: Giao thuic Android tuy chinh cua ExpressVPN la gi?

Lightway, dugc thiét ké cho téc d6 nhanh va thdi gian két néi lai nhanh.
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q6: Ban c6 thé dung VPN trén Android TV khong?

Co, cac nha cung cdp hang dau nhu NordVPN c6 (ing dung riéng trén Google Play.

Q7: Split tunneling trén Android la gi?
Tinh nang cho phép céc (ing dung cu thé bé qua dusng hdm VPN cuc bd.

Q8: Cac giao thiic di dong két ndi lai nhanh dén muic nao?

Trong cac bai kiém tra ctia VPN.com, WireGuard va Lightway két néi lai trong chua day hai giay.

Q9: Vi sao OpenVPN lam hao pin thiét bi di dong?
Chi phi giao thiic ndng hon, dic biét qua TCP, khién CPU va séng vd tuyén hoat dong nhiéu hon.

Q10: Kill switch trén di dong lam gi?
N6 tu ddng chan luu lugng néu dudng ham VPN bi ngat bat ngs.

© VPN.com | Phiéu hoc tap vé VPN tét nhat cho Android Trang 16



VPN VPN TOT NHAT CHO ANDROID PHIEU HOC TAP VE VPN

COM

Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q1: Lép VpnService la gi?

Lép API co s& ma nha phat trién dung dé cau hinh cac socket mang &o.

Q2: Lam thé nao dé cau hinh VPN thi cong trén Android?
Nhap théng tin may chu, loai giao thuc va thong tin dang nhap trong Cai dat.

Q3: Phan mé rong MOBIKE la gi?
Tinh nang IKEv2 cho phép cac dudng ham dang hoat ddng dudgc duy tri khi IP thay déi.

Q4: Google Play xac minh tinh bao mat ctia VPN nhu thé nao?

B&ng cach gidi han viéc dung VpnService cho cac Ung dung cé chiic nang cét 16i 14 VPN.

Q5: VPN Android nao tot nhat cho ngudi méi bat dau?
CyberGhost, dugc néu bat nhg thiét ké di dong don gian, cé nhan theo muc dich.
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q6: Ban c6 thé cau hinh VPN trén Fire TV Stick khéng?

C6, diing cac Ung dung riéng tai truc tiép ti Amazon Store.

Q7: VPN c6 an vi tri ctia ban khoi GPS khong?
Khéng, VPN chi thay déi dia chi IP clia ban, khéng thay déi cac cam bién vi tri GPS vat ly.

Q8: Bao vé chéng ro ri DNS trén thiét bi di dong la gi?

Hé théng dinh tuyén truy van dén cac may chi DNS VPN riéng tu dé ngén ro ri.

Q9: NetShield cai thién viéc duyét web trén thiét bi di ddng nhu thé nao?

B&ng cach chan quang céo, trinh theo ddi va tén mién ddc hai & cap DNS.

Q10: Pinh tuyén VPN kép trén Android la gi?

Dinh tuyén Iuu lugng qua hai vi tri may chi riéng biét dé ma hoa thém.
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PHIEU HOC TAP VE VPN

Phan 11: 10 su that va hiéu biét thuc té vé VPN

Xem lai cac su that thuc té vé toc d6 ma hoa VPN, kiém toan giao thiic, két ndi di déng va lam viéc tu

xa trong doanh nghiép.

1. THONG TIN VE VPN

Android & muc tiéu I16n cla hoat déng theo ddi trén thiét
bi di ddng va nghe Ién di liéu Wi-Fi cong cong.

3. THONG TIN VE VPN

Trong cac bai kiém tra cia VPN.com, NordVPN trén
WireGuard chi lam hao thém dugi 3% pin trong 8 gid.

5. THONG TIN VE VPN

Surfshark hé trg s6 thiét bi déng thsi khéng gidi han trén
moi man hinh trong ho gia dinh.

7. THONG TIN VE VPN

NordVPN va CyberGhost cung cdp (ing dung riéng cho
Android TV qua Google Play.

9. THONG TIN VE VPN

VpnService 13 I8p APl hé théng Android c6t I16i diéu khién
céac giao dién mang.

© VPN.com | Phiéu hoc tap vé VPN tét nhat cho Android

2. THONG TIN VE VPN

Mbt nghién ctiu dugc VPN.com trich dan cho thay 40%
diém phat Wi-Fi céng céng & cac thanh phé I6n khéng cé
ma hoa.

4. THONG TIN VE VPN

Cai dat Always-on clia Android giup chan ro ri dif liéu
khéng ma hoa khi két néi may chu bi ngat.

6. THONG TIN VE VPN

Trong céac bai kiém tra ctia VPN.com, Lightway va
WireGuard xU ly viéc chuyén déi Wi-Fi/mang di dong
trong chua day hai giay.

8. THONG TIN VE VPN

Split tunneling cho phép cac ung dung ngan hang boé qua
dudng ham trong khi cac ting dung torrent dugc dinh
tuyén qua dudng ham.

10. THONG TIN VE VPN

VPN.com danh gia CyberGhost a t6t nhat cho ngudi mdi
dung VPN Android nhg giao dién dan gian.
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Tai liéu tham khao ky thuat va nguén

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan ti cac tiéu chuan ky thuat, dac ta va khung
quy dinh toan cau.

TAI LIEU THAM KHAO HOC THUAT VA NGANH

[11 VPN.com. (2026). Best VPN for Android Tested on Phones, [2] Google. (n.d.). Connect to a virtual private network (VPN) on
Tablets & Android TV. Android.

https://www.vpn.com/vpn/best-vpn-for-android/ https://support.google.com/android/answer/9089766?hl=en

[3] Android Developers. (n.d.). VpnService. [4] WireGuard. (n.d.). WireGuard: Fast, Modern, Secure VPN

https://developer.android.com/reference/android/net/VpnService Tunnel.

https://www.wireguard.com/

[5] IETF. (2006). RFC 4555: IKEv2 Mobility and Multihoming
Protocol (MOBIKE).

https://www.rfc-editor.org/rfc/rfc4555
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VPN TOT NHAT CHO ANDROID PAP AN CHO GIAO VIEN

Dap an: Piém kiém tra 1- Trac nghiém

Cau hoi1 Pap an dung: A
GHI CHU CHO GIAO VIEN

Trong bai thir tdm gid cua VPN.com, NordVPN dung WireGuard (NordLynx) chi lam hao pin thém dudi 3%.

Cau hoi 2 Pap an dung: A

GHI CHU CHO GIAO VIEN

VPN.com danh gia Surfshark t6t nhat cho nhiéu thiét bi Android vi cho phép s6 két néi khéng gidi han.

Cau hoi 3 Pap an dung: A

GHI CHU CHO GIAO VIEN

Trg giup Android cua Google dat Always-on VPN tai Cai dat > Mang va Internet > VPN.

Giao thuic ExpressVPN LicHTwWAY Pap an dung: A

GHI CHU CHO GIAO VIEN

Lightway la giao thiéic m& nguén md tuy chinh ctia ExpressVPN, dudc xay dung cho téc dé trén thiét b di déng. Trich dan:
AOSP VPN Docs.

Loai trtf ting dung  PUGNG HAM TACH Pap an ding: A

GHI CHU CHO GIAO VIEN

Split tunneling cho phép dinh tuyén cac (ing dung cu thé truc tiép qua mang ISP cuc bd. Trich dan: Android VpnManager.
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DPap an: Piém kiém tra 2 - Pung hay Sai
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Moi de doa trén thiét bi di ddng surVEILLANCE Pap an dung: Dung

GHI CHU CHO GIAO VIEN

Thiét bi Android Ia muc tiéu chinh cla viéc theo déi va ghi nhat ky trén mang céng cdng. Trich dan: Google Support.

Lién két dong th8i  MAN HINH KHONG GIGI HAN Pap an dung: Pung

GHI CHU CHO GIAO VIEN

Surfshark hd trg két néi déng thsi s6 man hinh Android khéng gisi han. Trich dan: Android VpnManager.

Trong so giao thiic  HAo PIN OPENVPN Dap an dung: Sai

GHI CHU CHO GIAO VIEN

OpenVPN c6 cac 1an bat tay mat ma néng han, lam pin thiét bi di ddng hao nhanh hon. Trich d&n: AOSP VPN Docs.

Chanrori KHOA HE THONG Pap an dung: Plng

GHI CHU CHO GIAO VIEN

VPN ludn bat trén Android chan toan bo Iuu lugng néu két ndi may chu bi ngét. Trich dan: Android VPN Guide.

Lua chon cho ngudi méi ciA0 DIEN CYBERGHOST Dap an ding: Blng

GHI CHU CHO GIAO VIEN

CyberGhost dugc xép hang t6t nhat cho ngusi méi bat dau nhd giao dién di déng ré rang, cé nhan sén. Trich dan: Android
VpnService.
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DPap an ti vung va thang cham diém

PAP AN CHO GIAO VIEN

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6

diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM
) - wirecuarD ) 2. uicHTWAY B

B s TruvEN HINH ) s omnTuvEN B) 7. cruvEnpéi

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHIiNH

@ wrecuarD © vcHTway © buncLuoNGPIN

O © o TUYEN

PIEM KIEM TRA 6, PHUONG AN KHAC: PAP AN - GHEP TU

n E-TIVI a H-DIPONG a G - CHUYENDOIMANG

B o-surrshark ) ~-wirecuarD B - LIGHTWAY

) - surrshark

6 s rinHDIBONG

o SURFSHARK

o F-DINHTUYEN

) c-ouncLuonerin

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:

Kiém tra xem hoc sinh c¢ giai thich dugc WIREGUARD, LIGHTWAY va PIN bang I6i clia minh va néu mét vi du cho méi thuat ngi

hay khéng.

Nghién cttu tinh hudng:

Yéu cau hoc sinh dung di kién trong phiéu, khéng dung phdng doan, dé ching minh khuyén nghi ctia minh.

Panh gia nguodn:

Yéu cau hoc sinh kiém chiing it nhat mét nhan dinh trong cac ngudn cua phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh cé

thé thay déi theo thai gian.
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PAP AN CHO GIAO VIEN

DPap an cau dé va ghi chu cho giao vién

DAP AN TIM TU

N N Y B M C O W U 6 A s A A Y
I E N C K A C I O C S D E G B
P Y P O L DG R Q Y U Q P O

G U D A A O O EMO R S V O I
N T P S Q B M G X A F P Q U

O H H A P Y X U X K S E G M P
U N I L T L R A O E H O O E Y
L I A O I T P R T A A x P X A
G P E L V Y E D H N R 06 N U A
N L ¥ X I P V O U T K K G T 0
U ¢C H U Y EN P 6 I M A N G A
D N U R L E T B X T I P 0 A U
Y V L I G H T W A Y L P D O V
G 0 C A B I O U UUIZKH I E s
E p A G I R Q U P Y D D E D

HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU
HANG NGANG

2 hang ngang: LIGHTWAY Giao thuc t6c do riéng cla
ExpressVPN (8 chir cai)

3 hang ngang: DIDONG Hb trg két néi (ing dung IKEv2 (6
chir cai)

7 hang ngang: CHUYENDOIMANG Chuyén nhanh gilta mang
di dong va Wi-Fi (13 chit cai)

8 hang ngang: TIVI Ung dung khach chuyén dung cho
Android TV (4 chi cai)
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DAP AN O CHU
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L
| DINEEINE
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lc|H]u|Y|E|[n|D|6]1|M|A[N]G]
R G R H
T [Thv[
s [ G u
W N [ [
A A E
0 oo
K] D]
HANG DOC

1hang doc: DUNGLUGNGPIN Han ché vé tai nguyén cua
thiét bi di ddng (12 chit cai)

4 hang doc: PINHTUYEN Kiém soat Iuu lugng cla tinh ning
chia tach dudng ham (9 chit cai)

5 hang doc: SURFSHARK Lua chon cho s6 lugng két néi
thiét bi khéng gisi han (9 chit cai)

6 hang doc: WIREGUARD Chuan giao thiic gon nhe trén
Android (9 chir cai)

Trang 24



VPN VPN TOT NHAT CHO ANDROID PAP AN CHO GIAO VIEN

Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. UGEIWARDR WIREGUARD 5. TWIYHLAG LIGHTWAY
2. NULUDPINNGOG DUNGLUONGPIN 6. RFUAHSSKR SURFSHARK
3. ITVI TIVI 7 UDPENYHITN DPINHTUYEN
4. NNIUGEGDAMCHY CHUYENPOIMANG 8. PGDNOI DIDONG

KHOA THU THACH MAT THU Bi MAT

"VPN ANDROID BPINH TUYEN DU LIEU AN TOAN"
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DPap an nghién ctu tinh hudng

n Nghién cttu tinh hudng 1: Rui ro tif diém phat Wi-Fi cong cong L&l gial danh cho gido
khong ma hoéa vién

HUGNG DAN CHAM PIEM

Cau tra 18i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét nhan vién di ddng két néi thiét bi Android véi mang Wi-Fi san bay
céng cong. Cac lan quét do ti xa dang hoat ddng cho thay 40% diém phat song xung quanh
khéng c6 ma hoa.

« Chién lugc va giai phap dé xuat: Cau hinh Always-on VPN trong Cai dat Android két hdp vdi kill
switch goc & cap (ing dung khach dé chan cac ro ri khéng dudc ma hoa.

a Nghién cttu tinh huéng 2: Ung dung chay nén lam hao pin Lasi giai danh cho gido vién

HUGNG DAN CHAM BIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Ngusi dung béo céo thiét bi Android cua ho hét pin trong vong 4 gid khi
dung céac két néi OpenVPN cd.

« Chién lugc va giai phap dé xuat: Chuyén cai dat giao thiic clia (ing dung khach sang WireGuard;
trong cac tht nghiém cua VPN.com, NordVPN dung WireGuard chi hao pin thém dugi 3% trong
8 gid.
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