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Ho tén: Ngay: Piém:

VPN tot nhat cho doanh nghiép

Panh gia thuc té vé bao mat, kha nang mé rdéng va quan tri tap trung ctia VPN
doanh nghiép.

TONG QUAN BAI HOC VE VPN TOT NHAT CHO DOANH NGHIEP

Chao mting ban! B6 hoat dong nay hudng dan ban vé VPN
cho doanh nghiép va mang truy cap ti xa. Ban sé tim hiéu
NGUGI HOC cac kién truc Zero Trust, dudnlg hf%‘\m IPSfac site-to-site, ,
] o khung SASE, dang nhap da yéu té va kiém tra bao mat diém
TU CACH SINH VIEN cudi.
L& trinh Ngudi bao vé mang

CAC DPIEM KIEM TRA CUA PHIEU HOC TAP

[:] Phan 1-4: Nam vitng VPN va cau hinh bao mat mang.

AN TOAN | ] Phan5-7: Giai cac cau dé 6 chi va tim tir.
TRANG THAI KET NOI

Che chan cac goi dit liéu Phan 8-9: Giai cac nghién ctiu tinh hudng va thii thach mat thu.

Phan 10: Xem lai cac trang cau héi thudng gap co ban va nang
cao.

HOAT PONG

CHONG RO Ri
Bao vé chéng ro ri DNS va IPv6

Phan 11: Kham pha 10 su that th vi trong thuc té.

O 0o o o

Thudng: thii thach Nghi nhanh.

M& Hudéng dan cac VPN tét nhat cia VPN.com

URL: https://www.vpn.com/vi/vpn/vpn-tot-nhat-cho-doanh-nghiep/
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Ld trinh hoc vé VPN doanh nghiép cta ban

e Xac dinh cac nha cung cap VPN doanh nghiép hang dau va céc tinh nang riéng cho nhém cua ho.
e Phan tich su khac biét gitta quyén riéng tu VPN tiéu dung va cac bién phap kiém soat quan tri doanh nghiép.

e Phan biét VPN truy cap tU xa va dudng ham doanh nghiép giia cac site.

HUGNG DAN VPN DOANH NGHIEP

Tra I8i cac cau hoi trdc nghiém va ding/sai, hoan thanh cac cau dién vao ché tréng bang ngan hang tl, ghép cac
dinh nghta, réi giai 6 chi va tim tir. Hay van dung kién thiic ctia ban vé cac thiét 1ap truy cap ti xa cho doanh nghiép.
Két thuc véi hoat dong thusng Nghi nhanh.

TRUY CAP TU XA DOANH NGHIEP VA BIEN BAO MAT (GIGI THIEU)

Bao mat truy cap tU xa cta doanh nghiép doi hdi chuyén tif cdc mé hinh VPN dua trén vanh dai truyén théng sang
kién tric Zero Trust. Ap dung xac thuc da yéu té (MFA) manh va cac khung Secure Access Service Edge (SASE) gilip
bao vé tai san nhay cam trudc cac diém cubi bi xam pham.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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Diém kiém tra 1: Thi thach trdc nghiém

0 1. Loai VPN doanh nghiép nao két ndi toan bé mang van phong véi nhau?
A. VPN site-to-site
B. VPN truy cap tu xa
C. VPN danh cho ngugi dung ca nhan
D. Smart DNS

9 2. Lua chon nao dugc néu bat Ia tot nhat tong thé cho cac nhém doanh nghiép?
A. NordLayer
B. Surfshark
C. Proton VPN

D. Private Internet Access

e 3. Dia chi IP tinh chuyén dung giup cac nhém doanh nghiép ngan chan diéu gi?
A. Bua dia chi IP vao danh sach den
B. Téc do router giam
C. Nén dii liéu
D. Cap nhat client

o 4. Nha cung cap nao dugc néu bat la tét nhat cho ha tang chuyén dung?
A. Proton VPN
B. NordLayer
C. Surfshark

D. Private Internet Access

o 5. Tinh nang nao cung cap bang diéu khién quan tri tap trung dé quan ly ngusi dung?
A. Kiém soat quan tri
B. Chuyén tiép cong
C. Gia lap router

D. Split tunneling
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. VPN truy cap ti xa cho phép tiing nhan vién két néi tir bat cir dau.
bung Sai

@ caunoi7

7. VPN danh cho ngusi dung ca nhan bao vé toan bdé mét té chiic dudi mdt bang quan tri.
bung Sai

© caunois

8. Bia chi IP riéng gili Iuu lugng clia cong ty tach biét khoi luu lugng cong cong.
bung Sai

© cauneio

9. Private Internet Access dudc nhan manh 1a phu hdp nhat cho cac doanh nghiép 16n.
Pung Sai

@ cauneito

10. SASE tich hgp dinh tuyén WAN véi cac khung bao mat cung cap qua dam may.

bung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Nha cung cap xép hang cao nhat cho cac nhém doanh nghiép 1a

2. Két ndi nhiéu chi nhanh cua céng ty véi nhau dung

3. Dé tranh dia chi bi dua vao danh sach den, cac nhom trién khai mot

4. Quan tri vién quan ly quyén cua thiét bi bing mét trung tam.

5. Thém chd mét cach linh hoat dé hé trg nhém dang phat trién chinh la

6. Dap Uing cac tiéu chuan quy dinh va kiém toan dif liéu doi hoi

NGAN HANG TU VUNG

BANG DIEU KHIEN CONG KET NOI DINH TUYEN IP TINH KHA NANG MG RONG
NORDLAYER SITE-TO-SITE TUAN THU

Viét cau tra I8i ctia ban tai day:

1 2.
3 4.
5 6.
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Diém kiém tra 4: Ghép noi khai niém chinh

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhap liéu.
1. NORDLAYER A M6 réng nhém nhiéu chd ngdi linh hoat.
2. SITE-TO-SITE B Lua chon doanh nghiép tét nhat téng thé.
3.1IP TiNH Cc Kiém soat luu lugng split tunneling.
4. BANG PIEU KHIEN D Tiéu chuan kiém toan theo quy dinh.
5. KHA NANG MG RONG E NUt truy cap tu xa dung dé xac thuc.
6. TUAN THU F Dia chi riéng khong nam trong danh sach den.
7. DINH TUYEN G DPusng ham két ndi lién mang van phong.
8. CONG KET NOI H Bang diéu khién quan tri trung tam.
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Piém kiém tra 5: Tro chgi 6 chil

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y
bén dudi.

1 2
3
4
5
6 7 8
HANG NGANG HANG DOC
4. Kiém soat luu lugng cua tinh nang chia tach 1. Mé& rong linh hoat s6 chd khi nhém I6n dan (13)

dudng ham (9) C
2. Tiéu chuan kiém toan theo quy dinh (7)

6. Giao dién kiém soat quan tri tap trung (13)
3. Nut truy cap tur xa c6 xac thuc (10)

5. Dudng ham két n6i mang giita cac van phong
(10)

7. Bia chi riéng khéng nam trong danh sach den

(6)

8. Lua chon t6t nhat tdng thé cho doanh nghiép
(9)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG

4 hang ngang: Kiém soat Iuu lugng cta tinh nang chia tach duéng ham (9 chit cai):

6 hang ngang: Giao dién kiém soat quan tri tap trung (13 chif cai):

HANG DOC

1hang doc: Mé rong linh hoat s6 ché khi nhém 16n dan (13 chit cai):

2 hang doc: Tiéu chuan kiém toan theo quy dinh (7 chif cai):

3 hang doc: Nut truy cap tu xa cé xac thuc (10 chii cai):

5 hang doc: Pudng ham két néi mang giita cac van phong (10 chit cai):

7 hang doc: Dia chi riéng khéng nam trong danh sach den (6 chit cai):

8 hang doc: Lua chon t6t nhat téng thé cho doanh nghiép (9 chii cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.
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DANH SACH TU VUNG

NORDLAYER SITETOSITE IPTINH BANGDIEUKHIEN KHANANGMGRONG
TUANTHU PINHTUYEN CONGKETNOI
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Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét

chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG
A.NORDLAYER

B. SITETOSITE
C.IPTINH

D. BANGBIEUKHIEN

E. KHANANGMORONG
F. TUANTHU

G. DINHTUYEN

H. CONGKETNOI

PINH NGHIA VA CAC TRUOGNG GHEP

1. Kiém soat Iuu lugng cla tinh ndng chia tach dudng ham.
2. Giao dién kiém soat quan tri tap trung.

3. Nut truy cap tu xa co xac thuc.

4. Pia chi rieng khéng ndm trong danh sach den.

5. Tiéu chuan kiém toan theo quy dinh.

6. Budng ham két n6i mang gilia cac van phong.

7. Lua chon tét nhat téng thé cho doanh nghiép.

8. M@ réng linh hoat sé chd khi nhém 16n dan.
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Diém kiém tra 7: Thi thach tu bi xao tron

VPN VPN TOT NHAT CHO DOANH NGHIEP

PHIEU HOC TAP VE VPN

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé méi gisi tén mién. Viét

dap an cua ban vao cac 6 nhap da cung cap.

1. ALDONYERR

2. HITNIP

HKMRONGAG
ANON

4. TNEHYUPIN
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VPN TOT NHAT CHO DOANH NGHIEP

PHIEU HOC TAP VE VPN

Hoat dong thuéng: Nghi nhanh

3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG. ‘

1 Nhiing cam két cia mét nha cung cap VPN tot

2  Nhiing thi cé thé lam gian doan mét cudc hop video

3 Nhiing quy tic dé lam viéc tif xa an toan

4  Nhiing chudng trinh van phong ban biét

Nhiing thi nha cung cap dich vu Internet ciia ban cé
thé thay

6 Ly do cung cap VPN cho nhan vién

7  Nhiing tht VPN khong thé bao vé ban khoi

8 Nhiing ndi nhan vién lam viéc

9 Nhiing cong cu mét cong ty ding mbi ngay

10 Nhiing cach dang nhap an toan

1 Nhiing dii liéu mot cong ty phai bao vé

12 Nhiing vai tro trong bo phan CNTT

13 Nhiing thiét bi ma mot nhan vién c6 thé cé

14 Nhiing viéc can lam sau mat vu vi pham bao mat

15 Nhiing ti mo ta Zero Trust
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Diém kiém tra 8: Nghién ctu tinh hudng vé VPN va mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN cUU TiNH HUONG 1: IP CONG CONG DUNG CHUNG Bl BUA VAO DANH SACH DEN

Tinh huéng: Mot nhém ban hang truy cap cd sé di liéu cong ty b&ng VPN danh cho ngusi tiéu dung, nhung bi
khéa vi IP thoat dung chung bi cac hé théng chéng gian 1an dua vao danh sach den.

Cau héi thao luan: Hay dé xuat mét cau hinh ha tdng VPN doanh nghiép dé giai quyét tinh trang bi khoa nay.

NGHIEN CUU TiNH HUONG 2: KET NOI CAC VAN PHONG CONG TY

Tinh huéng: M6t céng ty 16n c6 van phong 6 Munich va Boston can chia sé an toan cac may chu tép cuc bd
ma khéng dinh tuyén luu lugng qua khéng gian web céng céng.

Cau hoi thao luan: Chon cau triuc VPN doanh nghiép phu hgp.
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Diém kiém tra 9: Giai ma mat thu

Ky su mang bao mat cac kénh dinh tuyén va dudng ham clia may khach. Hay dung bang khéa Chii-
S6 bén dudi dé giai ma théng diép bang cach viét cac chi ci tuong Ung vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 P=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20

Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

15 18 n 12 16 1N 1B 1N 18 16 10 24 12 16 5 3 29

6 10 11 12 9 20

Thong diép da giai ma:

MEO: MOI SO DAI DIEN CHO V| TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q1: VPN doanh nghiép la gi?

K&t ndi mang an toan cho phép nhan vién tif xa va cac van phong truy cap dif liéu riéng cla doanh nghiép mot cach
an toan.

Q2: VPN danh cho ngusi tiéu dung va doanh nghiép khac nhau nhu thé nao?

VPN danh cho ngusi dung ca nhan an viéc duyét web ca nhan; VPN doanh nghiép bao vé hé théng céng ty bang
bang diéu khién quan trj tap trung.

Q3: VPN site-to-site la gi?

Pudng ham két néi toan bd mang cua cac van phong vat Iy véi nhau qua web.

Q4: VPN truy cap tu xa la gi?

DPudng ham cho phép tiing nhan vién ti xa két néi an toan véi mang céng ty.

Q5: Lgi ich cua IP tinh chuyén dung la gi?

N6 gill luu lugng doanh nghiép tach biét khoi cac nhém céng cdng va tranh viéc IP dung chung bj dua vao danh sach
den.
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q6: Nha cung cap nao tot nhat cho doanh nghiép nho?

Private Internet Access (PIA), néi bat nhd gia phai chdng cho nhém nho va cach thiét 1ap don gian.

Q7: VPN doanh nghiép nao dudc xép hang s6 1tdng thé?

NordLayer, dugc VPN.com cham 92/100 vé tinh n&ng va céng cu quan tri.

Q8: Kha nang mé rong theo nhom trong VPN la gi?

Kha nang linh hoat bé sung sé chd ngusi dung, gidy phép va céng khi céng ty phat trién.

Q9: Vi sao quan ly tap trung lai quan trong?

N6 cho phép quan tri vién dp dung chinh sach bao mat va thu héi quyén truy cap cla nhan vién trong mét bang diéu
khién.

Q10: SASE la gi?

Secure Access Service Edge, két hgp dinh tuyén WAN véi cac dich vu bado mat cung cap qua dam may.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q1: Split tunneling bao vé cac nhém lam viéc nhu thé nao?

N6 gill Iuu lugng SaaS riéng tu bén trong dudng hdm bao mat trong khi dinh tuyén truy cap web cong cong tai ché.

Q2: Proton VPN cung cap gi cho doanh nghiép?
Ha tdng may chu riéng, dudc VPN.com cham 88/100 (c6 tru sd tai Thuy ST).

Q3: Nhiing tiéu chuan tuan tha nao yéu cau dung VPN?

PCI DSS yéu cdu ma héa manh trén mang céng cong; HIPAA va GDPR ky vong ma héa nhu mét bién phap bao vé.

Q4: Ban c6 thé chay VPN doanh nghiép trén router khong?

C6, cau hinh dusng hdm VPN trén router sé tu dong bao vé tat ca thiét bj trong van phong.

Q5: Xac thuc da yéu t6 la gi?

Yéu cau nhiéu théng tin xac thuc (nhu thé théng minh hodc ma SMS) dé xac thuc dang nhap.
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q6: Vi sao dia chi IP dung chung bi dua vao danh sach den?

Vi hang nghin ngusdi diing diing chung ching, va mot sé ngusi cé thé thuc hién hanh vi doc hai.

Q7: Cong két ndi xac thuc ngudi dung nhu thé nao?

Bang cach xac minh chiing chi may khach, mat khdu va méa da yéu t6 déi chiéu véi thu muc dang hoat déng (active
directory).

Q8: Surfshark cung cap gi cho cac nhém?

Lua chon t6t nhat ciia VPN.com cho cac goi bao mat, dat 84/100, vSi may chu chi dung RAM.

Q9: Ban kiém toan cac két ndi VPN doanh nghiép nhu thé nao?

B&ng cach kiém tra nhat ky két néi, chi s6 st dung dif liéu va lich st dang nhap trong bang diéu khién quan tri.

Q10: Kiém soat truy cap Zero Trust la gi?

M6 hinh trong dé moi thiét bi déu dugc coi 1 khéng dang tin, doi hdi xac minh cho moi phién.
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PHIEU HOC TAP VE VPN

Phan 11: 10 su that va hiéu biét thuc té vé VPN

Xem lai cac su that thuc té vé toc d6 ma hoa VPN, kiém toan giao thiic, két ndi di déng va lam viéc tu

xa trong doanh nghiép.

1. THONG TIN VE VPN

VPN doanh nghiép méa héa luu lugng va bao vé hé théng
céng ty khai viéc danh hai trén mang céng cong.

3. THONG TIN VE VPN

VPN danh cho ngugi diing c& nhan che gidu viéc duyét
web cé nhan, con VPN doanh nghiép bao vé cac céng tai
nguyén cla doanh nghiép.

5. THONG TIN VE VPN

VPN.com cham Proton VPN 88/100 va goi tén la tét nhat
cho ha tang chuyén dung.

7. THONG TIN VE VPN

Bang diéu khién quan tri trung tdm cho phép can bo bao
mat quan ly quyén ngusi dung va quy tac truy cap.

9. THONG TIN VE VPN

GDPR néu ma héa la mét bién phap phu hop dé bao vé di
liéu ca nhan.

© VPN.com | Phiéu hoc tap vé VPN tét nhat cho doanh nghiép

2. THONG TIN VE VPN

VPN Site-to-Site két néi an toan toan bd mang chi nhanh
véi nhau ma khéng dé 16 cac may chu cuc bo.

4. THONG TIN VE VPN

VPN.com cham NordLayer 92/100, VPN doanh nghiép t6t
nhét téng thé.

6. THONG TIN VE VPN

VPN.com cham Private Internet Access 76/100 va xép
hang la t6t nhat cho cac nhém doanh nghiép nhé.

8. THONG TIN VE VPN

Dia chi IP tinh riéng gitp cac nhém khong bi hé théng
chéng gian 1an chan do dung chung IP.

10. THONG TIN VE VPN

Kién tric Zero Trust xac minh moi diém cudi tif xa bat ké
vi tri hay thong tin xac thuc.
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Tai liéu tham khao ky thuat va nguén

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan ti cac tiéu chuan ky thuat, dac ta va khung
quy dinh toan cau.

TAI LIEU THAM KHAO HOC THUAT VA NGANH

[11 VPN.com. (2026). Best VPN for Business: Tested & Ranked [2] NIST. (2020). SP 800-207: Zero Trust Architecture.

By Our Experts. https://csrc.nist.gov/pubs/sp/800/207/final
https://www.vpn.com/vpn/best-vpn-for-business/

[3] NIST. (2016). SP 800-46 Rev. 2: Guide to Enterprise [4] NordLayer. (n.d.). Secure your network & stay compliant with
Telework, Remote Access, and Bring Your Own Device (BYOD) one toggle-ready platform.

Security.

https://nordlayer.com/
https://csrc.nist.gov/pubs/sp/800/46/r2/final

© VPN.com | Phiéu hoc tap vé VPN tét nhat cho doanh nghiép Trang 20


https://www.vpn.com/vpn/best-vpn-for-business/
https://csrc.nist.gov/pubs/sp/800/207/final
https://csrc.nist.gov/pubs/sp/800/46/r2/final
https://nordlayer.com/

VPN

COM

VPN TOT NHAT CHO DOANH NGHIEP PAP AN CHO GIAO VIEN

Dap an: Piém kiém tra 1- Trac nghiém

Cau tric dudng ham  siTe BEN SITE Pap an dung: A

GHI CHU CHO GIAO VIEN

VPN Site-to-Site két n6i an toan toan bd cac van phong chi nhanh tif xa véi nhau. Trich dan: NIST Zero Trust.

Cau hoi 2 Pap an dung: A

GHI CHU CHO GIAO VIEN

VPN.com chadm NordLayer 92/100 va xép né t6t nhat néi chung cho cac nhém doanh nghiép.

Danh sach trdng IP  ip RIENG Dap an dung: A

GHI CHU CHO GIAO VIEN

Dia chi IP tinh riéng giup cac nhém khong bi khéa quyén truy cap do danh sach den IP dung chung. Trich dan: NIST Remote
Access.

Cau hoi 4 Pap an dung: A

GHI CHU CHO GIAO VIEN

VPN.com cham Proton VPN 88/100 va néu t&n né |a tét nhat cho ha tdng chuyén dung.

Bang diéu khién trung tdm  KiEM SOAT QUAN TRI Pap an dung: A

GHI CHU CHO GIAO VIEN

Céc bang diéu khién tap trung cho phép can bd bao mat quan ly quyén ngusi dung va chd dung. Trich dan: NIST Remote
Access.
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DPap an: Piém kiém tra 2 - Pung hay Sai

e Két noi tu xa TRUY CAP TU XA Pap an dung: Pung

GHI CHU CHO GIAO VIEN

VPN truy cap tif xa cho phép tling nhan vién lam viéc tif xa két n6i véi cac may chu riéng. Ngudn: NIST Remote Access.

o Pudng ham doanh nghiép 661 HAN CHO NGUGI DUNG CA NHAN Dap an dung: Sai

GHI CHU CHO GIAO VIEN

VPN danh cho ngusi diing ca nhan thiéu kiém soat quan tri tap trung va khéng phu hgp cho kiém toan t6 chirc. Trich dan:
CISA Infrastructure.

e Cach ly cong két ndéi  pUGNG HAM RIENG Pap an dung: Pung

GHI CHU CHO GIAO VIEN

IP riéng cé 1ap Iuu lugng clia cong ty khoi nhiéu céng céng dé bao vé ca s6 di liéu. Trich dan: NIST Zero Trust.

e Cau hoi 9 Pap an ding: Sai
GHI CHU CHO GIAO VIEN
VPN.com xép PIA (76/100) la t6t nhat cho doanh nghiép nhé, khéng phai cho cac doanh nghiép I6n.

@ Bao mat hop nhat TIEU CHUAN SASE Pap an dung: Plng

GHI CHU CHO GIAO VIEN

SASE hop nhét dinh tuyén WAN doanh nghiép véi bao mat khéng tin cdy cung cap qua dam may. Nguén: Cloudflare Zero
Trust.
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DPap an ti vung va thang cham diém

PAP AN CHO GIAO VIEN

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6

diém).
PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM
) - noroLAvER Q) 2 sire-ro-site B s prinn

O s kHininemorONG (B 6. TUAN THU B 7.omnHTUvEN

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHIiNH

@ noroLaver © steTosiE © N
© «HANANG MO RONG © rtuinTHY
PIEM KIEM TRA 6, PHUONG AN KHAC: PAP AN - GHEP TU
n G - PINHTUYEN a D - BANGDIEUKHIEN a H - CONGKETNOI

B - TuanTHU ) s-simetosite A - NORDLAYER

) - sincoitukHEN

B s conckET NG

O BAnG DIEUKHIEN

o C-IPTINH

) :-kHANANGMORONG

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:

Kiém tra xem hoc sinh c¢ giai thich dugc NORDLAYER, SITE-TO-SITE va IP TINH bang I&i cia minh va néu mét vi du cho méi thuat

ngd hay khong.

Nghién cttu tinh hudng:

Yéu cau hoc sinh dung di kién trong phiéu, khéng dung phdng doan, dé ching minh khuyén nghi ctia minh.

Panh gia nguodn:

Yéu cau hoc sinh kiém chiing it nhat mét nhan dinh trong cac ngudn cua phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh cé

thé thay déi theo thai gian.
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VPN TOT NHAT CHO DOANH NGHIEP

PAP AN CHO GIAO VIEN

DPap an cau dé va ghi chu cho giao vién

DAP AN TIM TU
G 6 R E E 6 T s 0 s s I A D
N O M K A T N T P E 6 O U X H
6 I T H x u I v u 6 I G Y G H
R M A D G A R S A H H D U D I
0O ¥ I ¢ K O M H OA T ® D O I N
M B M A B E 6 A A T o N P L 0
G U S G X P X Q E V E U A E D
N P S N s I P C R Q@ L T 6 U K
A M Qg E 1 6 E X O L U T I N T
N X O R E Y A L D R O N O S A
A B A N G P I E U K H I E N 2a
H K 6 p I N H T U Y E N M A K
K 6 ¢ 6 N G K E TN O6 I P G N
X A Y ¥Y X A M U V L B D o U 0
0 v E H N I T P I C X A U L D

HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU
HANG NGANG

4 hang ngang: BPINHTUYEN Kiém soat Iuu lugng cua tinh
nang chia tach dusdng ham (9 chit cai)

6 hang ngang: BANGDIEUKHIEN Giao dién kiém soat quan
tri tap trung (13 chi cai)
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DAP AN O CHU
K| 7]
H c| U
A B A
N o[ 1 [n[H]T[u]Y][E]N
A B G 7]
[B[a|n[c]o] 1 [EJulk[H]I]E]N] [H]
ol [r]  [E] [p] [o] [u]
™| E] 1| [7] [R]
El T 'N| [1] [D]
R B 6] [N| [L]
B B ] [n] [A]
N 0 v
G T E|
] R]
HANG DOC

1hang doc: KHANANGMGORONG M6 rong linh hoat sé chd
khi nhém 16n dan (13 chi cai)

2 hang doc: TUANTHU Tiéu chuén kiém toan theo quy dinh
(7 chit cai)

3 hang doc: CONGKETNOI Nut truy cap ti xa c6 xac thuc
(10 ch{r cai)

5 hang doc: SITETOSITE Budng ham két n6i mang gilia cac
van phong (10 chi cai)

7 hang doc: IPTINH Bia chi riéng khéng ndm trong danh
sach den (6 chi cai)

8 hang doc: NORDLAYER Lua chon t6t nhat téng thé cho
doanh nghiép (9 chit cai)
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Dap an: TuU bi xao tron va mat thu
Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. ALDONYERR NORDLAYER 5 IOEIESTSTT SITETOSITE
2. HITNIP IPTINH 6. DHEIINEKBAUNG BANGPBIEUKHIEN
3. HKMRONGAGANON  KHANANGMORONG 7. THTUUNA TUANTHU
4. TNEHYUDIN DINHTUYEN 8. OGEICKOTNN CONGKETNOI

KHOA THU THACH MAT THU Bi MAT

"MO HINH KHONG TIN CAY BAO VE MANG DOANH NGHIEP"
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DPap an nghién ctu tinh hudng

Nghién cttu tinh hudng 1: IP cdng cdng dung chung bi dua vao L&i giai danh cho gido
danh sach den vién

HUGNG DAN CHAM PIEM

Cau tra 18i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét nhém kinh doanh truy cap ca sa dif liéu cia céng ty bang VPN danh
cho ngudi tiéu dung, nhung bi khoéa vi IP thoat dung chung bi cac hé théng chéng gian 1an dua
vao danh sach den.

« Chién lugc va giai phap dé xuat: Trién khai cac may chd doanh nghiép chuyén dung két hdp Vi
dia chi IP tinh d@é tach Iuu lugng céng ty khoi cac nhém céng cdng.

a Nghién ctfu tinh hudng 2: Két ndi cac van phong cong ty L8i giai danh cho gido vién

HUGNG DAN CHAM BIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét doanh nghiép c6 van phong 6 Munich va Boston can chia sé an toan
cac may chu tép cuc bd ma khéng dinh tuyén Iuu lugng qua khéng gian web céng céng.

« Chién lugc va giai phap dé xuat: Cau hinh dudng ham VPN Site-to-Site dé két ndi an toan hai
mang van phong cuc b qua internet.
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