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Name: Date: Score:

Best VPN for Linux

Configuring command-line interfaces and kernel-level routing on Linux
distributions.

BEST VPN FOR LINUX LEARNING OVERVIEW

Welcome! This activity packet guides you through Linux
command-line configurations. You will explore CLI clients,

LEARNER native deb/rpm packaging formats, NetworkManager
STUDENT STATUS profiles, kernel-level WireGuard, and custom iptables
Network Defender Track firewalls.

WORKSHEET CHECKPOINTS

|:| Part 1-4: Master VPN and network security configurations.

SECURE

CONNECTION STATUS
Shielding data packets

|:| Part 5-7: Solve crossword & word search puzzles.
|:| Part 8-9: Solve case studies & cipher challenge.

I:I Part 10: Review basic & advanced FAQ pages.

100 % |:| Part 11: Explore 10 interesting real-world facts.

LEAK DEFENSE
DNS & IPv6 leak protection

Open the VPN.com Best VPNs Guide

URL: https://www.vpn.com/vpn/best-vpn-for-linux/
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VPNl VPN GUIDE WORKSHEET VPN WORKSHEET
Your Linux VPN Learning Roadmap

e Manage secure VPN sessions using distro-specific Command Line Interfaces (CLI).

e Deploy native installation packages including debian deb and RedHat rpm binaries.

e Compile and enable the high-performance WireGuard module inside the Linux kernel.
e Import custom OpenVPN configurations into Linux NetworkManager endpoints.

e Construct custom local firewall kill switches using raw iptables parameters.

LINUX VPN GUIDE INSTRUCTIONS

Answer the multiple choice and true/false questions, complete the fill-in-the-blank sentences using the word bank,
match definitions, and solve the crossword and word search puzzles. Apply your knowledge to command-line
interfaces.

LINUX VPN CLI & KERNEL ROUTING (INTRODUCTION)

Linux systems run high-performance VPN links natively via the WireGuard kernel module or manual command-line
interfaces, allowing headless servers and scripting tools to route traffic securely.
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Checkpoint 1: Multiple Choice Challenge

0 How do Linux power users primarily execute and manage VPN tunnels?
O A) Command Line Interface (CLI)
O B) Apple Store GUI
O C) Web portal only
O D) X11 widget

9 Which Linux kernel module provides high-speed, lightweight routing?
Q A) WireGuard
Q B) OpenSSH daemon
Q C) Samba server
Q D) GRUB bootloader

e What file extension represents installation packages for Ubuntu?

O A) .deb
O B) .rpm
O C) .tar.xz
O D) .dmg

° Which packaging format is standard for Fedora and Red Hat Enterprise?

O A) .rpm
O B) .deb
O C) .apk
O D) .msi

9 What built-in utility is used to import OpenVPN profiles on Linux?
Q A) NetworkManager
Q B) Systemd
Q C) Crontab
Q D) Pacman tool
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Checkpoint 2: True or False Challenge

G Question 6

Linux VPN clients require a graphical user interface (GUI) to run.

O True O False

0 Question 7

NordVPN and ExpressVPN provide full command-line (CLI) tools for Linux.

O True O False

Arch Linux users can frequently find VPN clients via the AUR repository.

Q True O False

Q Question 9

A secure VPN Kkill switch cannot be built on Linux using firewall rules.

O True O False

@ Question 10

Headless servers route traffic using console-based CLI configurations.

I e Question 8

O True O False
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Checkpoint 3: Key Term Insertion

Read each sentence below and fill in the blank with the correct term from the Word Bank.

1. System administrators manage VPN connections on headless nodes using the

2. Debian-based distributions install pre-compiled software utilizing the format.

3. RedHat package managers deploy pre-compiled packages with the. extension.

4. GUI network configuration on Linux desktops is handled by the service.

5. Custom firewall kill switches are created by configuring netfilter. rules.

6. Command-line VPN tools are crucial for protecting terminal connections on nodes.

VOCABULARY WORD BANK
COMMANDLINE DEBIAN REDHAT NETWORKMANAGER
IPTABLES HEADLESS WIREGUARD MULLVAD

Write your answers here:

1. 2.
3 4.
5. 6
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Checkpoint 4: Domain Concept Match

DEFINITION MATCHING

Match each vocabulary term on the left with its correct definition on the right by writing the corresponding letter (A-H) in the
fillable input box.

O COMMANDLINE C Distributions using .rpm package files.
Q DEBIAN E Open-source, account-free privacy VPN.
Q REDHAT A  CLlclient tools for power users.

O WIREGUARD B  Distributions using .deb package files.
O MULLVAD H Server environments without graphic displays.
O NETWORKMANAGER D High-performance Linux kernel module.
O IPTABLES F Built-in tool managing Linux network links.
Q HEADLESS G Firewall rules used to build kill switches.

© VPN.com | Best VPN for Linux Worksheet Page 6



VPN WORKSHEET

VPNl VPN GUIDE WORKSHEET
—— COM

Checkpoint 5: Crossword Puzzle

Solve the crossword puzzle by typing letters into the active white boxes. The numbers correspond to
the clues below.

ACROSS
1. Process of wrapping data packets inside other
packets (9)

4. Remote server that routes traffic and hides your
IP (6)

8. Internet Service Provider, logs traffic unless
encrypted (3)
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DOWN

2. Rules determining how data is sent and
encrypted (8)

3. Rate of data transfer across a path (9)

5. Blocking site access based on location (8)

6. Security system that monitors and blocks traffic

(8)

7. State of being free from tracking or surveillance

(7)
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Checkpoint 5 Alternative: Accessible Crossword Clues

Screen-reader and keyboard users can type the crossword answers directly in the text fields below.

ACROSS CLUES

1Across: CLI client tools for power users. (11 letters):

[ J

3 Across: Distributions using .deb package files. (6 letters):

[ )

5 Across: Distributions using .rpm package files. (6 letters):

[ ]

7 Across: High-performance Linux kernel module. (9 letters):

[ J

DOWN CLUES

2 Down: Open-source, account-free privacy VPN. (7 letters):

[ )

4 Down: Built-in tool managing Linux network links. (14 letters):

[ ]

6 Down: Firewall rules used to build kill switches. (8 letters):

[ )

8 Down: Server environments without graphic displays. (8 letters):

[ ]
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Checkpoint 6: Hidden Word Search

Find the 8 key vocabulary terms hidden in the grid below. Words can be horizontal, vertical, or
diagonal.

N U W M J D D B W T T X M H K

E G W P B V E T L L V K W O M

T D A G G R D B M U X R M C E

W R L J DR Q M I B J D T L C

O W F N G I D H C A D W K F W

R I ¥ R S I P X E B N B H W E

K R U E X L E T P A S H R W P

M E A D C O MMAND L I N E

A G L H H P X V Y B I L O R V

N U Z A D A X T E A L K E E K

A A M T H O F C T H O E O S Jd

G R A V F v H C B Z S S S O s

E D R T E M U L L VvV A D T I X

R Y G H E C F 2 H O N P K G C

Y D W W S Y ¥ P S F I B K L O

VOCABULARY WORD LIST

COMMANDLINE DEBIAN REDHAT WIREGUARD
MULLVAD NETWORKMANAGER IPTABLES HEADLESS
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Checkpoint 6 Alternative: Accessible Vocabulary Matching

Match each of the 8 vocabulary terms from the Word Search to its correct definition by writing the
letter (A-H) in the blank space.

DEFINITIONS & MATCH FIELDS

VOCABULARY TERMS
A. COMMANDLINE CJ 1. CLI client tools for power users.
B. DEBIAN
C. REDHAT D 2. Distributions using .deb package files.
D. WIREGUARD
C] 3. Distributions using .rpm package files.
E. MULLVAD
F- NETWORKMANAGER D 4. High-performance Linux kernel module.
G. IPTABLES
H. HEADLESS [j 5. Open-source, account-free privacy VPN.

C] 6. Built-in tool managing Linux network links.
D 7. Firewall rules used to build kill switches.

[:] 8. Server environments without graphic displays.
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Checkpoint 7: Scrambled Word Challenge

Unscramble the letters below to reveal key domain brokerage concepts and terms. Write your
answers in the input boxes provided.

1. AMCMDLOINNE 5. VALLUMD
2.ABDIEN 6. NTWROKEMNGARE
3.RTEAHD 7. LSAITPEB

4. RREIGUDWA 8. EADHLSSS
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Checkpoint 8: Domain Brokerage Case Studies

Apply the concepts you have learned to solve the real-world scenarios below.

CASE STUDY 1: HEADLESS SERVER PROTECTION

Scenario: A Linux administrator needs to back up private user files from a remote,
headless Debian staging server to a backup node.

Discussion Question: How can the administrator secure the transmission route when
there is no monitor or graphic desktop on the server?

CASE STUDY 2: CUSTOM KILL SWITCH CONSTRUCTION

Scenario: An independent developer wants to configure a VPN kill switch on Arch
Linux without using commercial client apps.

Discussion Question: What system tool is used to block all interface egress except
for the specific destination IP of the VPN gateway?
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Final Challenge: Decrypting the Cipher

A network engineer secures routing channels and client tunnels. Use the Letter-to-Number key
below to decrypt the message by writing the matching letters in the blank spaces.

LETTER-TO-NUMBER ENCRYPTION KEY
C=3 D=4 E=5 F=6 G=7 H=8 1=9 J=10 K=11 L=12 M=13

A=1 B=2
V=22 w=23 X=24 Y=25 Z=26

N=14 0=15 P=16 Q=17 R=18 S=19 T=20 U=21

Decoded cybersecurity message:

TIP: EACH NUMBER REPRESENTS THE POSITION OF THAT LETTER IN THE ALPHABET (E.G. 1= A, 2 =
B, 26 = Z).
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Checkpoint 10: Basic VPN FAQs (Part A)

Review the most common questions and answers regarding Virtual Private Networks (VPNs) and
tunneling.

Q1: How do | start a VPN on Linux via terminal?

Run the command line client utility with the connect parameter, e.g., 'nordvpn connect' or
'‘expressvpn connect'.

Q2: Does Linux support WireGuard natively?

Yes, WireGuard is merged directly into the Linux kernel starting from version 5.6, ensuring
maximum routing speeds.

Q3: How do | import .ovpn profiles on Ubuntu?

Open Network Settings, click add VPN, select Import from File, and upload your custom .ovpn
configuration file.

Q4: Which Linux VPN is best for command line?

NordVPN and ExpressVPN provide excellent, dedicated command-line interfaces (CLI) for simple
server configuration.

Q5: Can |l run a VPN on headless Linux?

Yes, command-line clients and manual WireGuard configs operate without graphical interfaces,
ideal for remote servers.
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Checkpoint 10: Basic VPN FAQs (Part B)

Review the most common questions and answers regarding Virtual Private Networks (VPNs) and
tunneling.

Q6: What is NetworkManager in Linux?

NetworkManager is a system daemon that manages network interfaces and configurations,
including VPN client tunnels.

Q7: How do | check my VPN status in CLI?

Use command parameters like 'nordvpn status’', 'expressvpn status', or run 'ip link' to verify if the
virtual interface is active.

Q8: What packages are used for Debian install?

Debian, Ubuntu, and Linux Mint use packages ending with the '.deb' extension, installed via 'dpkg'
or 'apt'.

Q9: What packages are used for RedHat install?

RedHat, CentOS, and Fedora distributions use packages ending with the '.rpm' extension, installed
via 'rpm' or 'dnf'.

Q10: Is Mullvad VPN good for Linux users?

Yes, Mullvad is highly popular among Linux power users due to its strict account-free registration
and open-source client apps.
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Checkpoint 11: Advanced VPN FAQs (Part A)

Explore advanced technical aspects of VPN tunneling protocols, mobile client integrations, and
enterprise deployment.

Q1: How do | build a manual systemd service for VPN?

Create a systemd unit file calling your OpenVPN or WireGuard config, and enable it with systemctl
to connect at system startup.

Q2: What is the routing table impact of a Linux VPN?

The client modifies the default gateway (0.0.0.0/0) metric to point to the secure virtual interface
(tunO or wgO0).

Q3: How do | configure split tunneling on Linux?

Configure policy routing using 'ip rule' and custom route tables to redirect specific destination
subnet IPs outside the tunnel interface.

Q4: How does DNS leakage occur on Linux systems?

If systemd-resolved or /etc/resolv.conf does not update its nameservers to the VPN's private DNS,
queries will leak to your local ISP.

Q5: What iptables rules make a robust kill switch?

Reject all outbound traffic by default, then explicitly allow traffic destined to the VPN server's public
IP and all traffic through the virtual interface.
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Checkpoint 11: Advanced VPN FAQs (Part B)

Explore advanced technical aspects of VPN tunneling protocols, mobile client integrations, and
enterprise deployment.

Q6: How do | configure IPv6 leak protection on Linux?

Disable IPv6 system-wide in sysctl.conf, or write firewall rules in ip6tables to drop all non-tunneled
IPv6 packets.

Q7: What is the MTU overhead constraint for WireGuard?

WireGuard has a 40-byte overhead, requiring the virtual interface MTU to be set to 1420 (down
from standard 1500) to prevent packet drop.

Q8: How do | script VPN connection checks in bash?

Write a cron script that polls 'ping -l tun0' or queries public IP resolver APIs to check for network
health, reconnecting if offline.

Q9: Why do native CLI clients require root permissions?

Managing system network interfaces, editing routing tables, and updating firewall rules require
administrative (sudo) privileges.

Q10: Can | configure multi-hop routing on Linux?

Yes, by chain routing OpenVPN configuration profiles through multiple gateway nodes, or
configuring multiple WireGuard peers.
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Part 11: 10 Real-World VPN Facts & Insights

Review real-world facts regarding VPN encryption speeds, protocol audits, mobile connectivity, and

enterprise remote work.

1. VPN INSIGHT

The WireGuard protocol was merged
directly into the Linux kernel main branch in
version 5.6.

3. VPN INSIGHT

Configuring a kill switch with local iptables
rules blocks leaks even if the user-space
daemon crashes completely.

5. VPN INSIGHT

The virtual interface name tunO stands for
network tunnel, whereas tapO represents
virtual network tap.

7. VPN INSIGHT

Incorrect /etc/resolv.conf configurations
are the primary cause of DNS leaks on
Linux desktops.

9. VPN INSIGHT

Arch Linux features AUR scripts that
compile custom desktop clients directly
from source repositories.
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2. VPN INSIGHT

Linux command-line clients run with
minimal overhead, requiring less than 15SMB
of RAM to manage encryption.

4. VPN INSIGHT

Systemd manages automated startup VPN
connections before the desktop manager
GUI environment initializes.

6. VPN INSIGHT

Mullvad VPN was the first major commercial
provider to support WireGuard natively on
Linux systems.

8. VPN INSIGHT

Policy-based routing (PBR) allows Linux
servers to separate commercial web traffic
from local management links.

10. VPN INSIGHT

Adjusting virtual interface MTU limits
prevents IP fragmentation overhead on
remote cloud servers.
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Technical References & Sources

The study guide and interactive puzzles are compiled from global technical standards, specifications,
and regulatory frameworks.
SCHOLARLY & INDUSTRY REFERENCES

[1] Linus Torvalds. (2020). WireGuard Integration in Linux Kernel 5.6. Retrieved from https://git.kernel.org/

[2] Debian Packaging Reference Manual. Retrieved from https://www.debian.org/doc/debian-policy/

[3] Red Hat Enterprise Linux Network Administration Guide. Retrieved from https://access.redhat.com/

[4] Linux NetworkManager APl Documentation. Retrieved from https://developer.gnome.org/NetworkManager/

[5] Netfilter Project. (2024). iptables Administration Guide. Retrieved from https://www.netfilter.org/

[6] Arch Linux Wiki: WireGuard Configurations. Retrieved from https://wiki.archlinux.org/title/WireGuard

[7] IETF RFC 2637: Point-to-Point Tunneling Protocol. Retrieved from https://datatracker.ietf.org/doc/rfc2637/

[8] NIST SP 800-46: Guide to Enterprise Telework. Retrieved from https://csrc.nist.gov/publications/detail/sp/800-46/
rev-2/final

[9] Ubuntu Server Guide: Network Configuration. Retrieved from https://ubuntu.com/server/docs/

[10] IETF RFC 768: User Datagram Protocol. Retrieved from https://datatracker.ietf.org/doc/rfc768/
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Answer Key: Checkpoint 1 - Multiple Choice

Console
Interface

TEACHING NOTE

CLI MODE Correct Answer: A

Linux system administrators primarily manage secure tunnels via terminal command lines.
Citation: Linux NetworkManager [Ref 4].

Kernel
Encryption

TEACHING NOTE

WIREGUARD MOD Correct Answer: A

WireGuard runs inside kernel space to achieve high performance and low routing latency.
Citation: Linus Torvalds [Ref 1].

Package
TEACHING NOTE

Debian and Ubuntu distributions deploy pre-compiled software binaries in the .deb format.
Citation: Debian Packaging [Ref 2].

RedHat
Package
TEACHING NOTE

Fedora and CentOS distributions deploy pre-compiled packages in the .rpm format.
Citation: RHEL Admin Guide [Ref 3].

.RPM EXTENSION Correct Answer: A

e Impo!’t NETWORKMANAGER Correct Answer: A
Configs

TEACHING NOTE

NetworkManager daemon imports OpenVPN profiles natively to handle system routing.
Citation: Linux NetworkManager [Ref 4].

| Debian .DEB EXTENSION Correct Answer: A
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Answer Key: Checkpoint 2 - True or False

GUI
Requirements
TEACHING NOTE

Linux clients operate via console command lines, requiring no graphic desktop to run.
Citation: Linux NetworkManager [Ref 4].

HEADLESS CLI

CLI Client
Support
TEACHING NOTE

NordVPN and ExpressVPN provide full-featured, dedicated CLI tools for Linux systems.
Citation: Linux NetworkManager [Ref 4].

CLI UTILITIES

AUR
Scripts
TEACHING NOTE

Arch Linux users can install client apps directly from user repositories (AUR).
Citation: Arch Linux Wiki [Ref 6].

ARCH LINUX

Kill
Switches

TEACHING NOTE

IPTABLES RULES

Custom kill switches are built by adding iptables rules to drop unencrypted interface egress.

Citation: Netfilter Project [Ref 5].

Server
Connections

TEACHING NOTE

CONSOLE TUNNELS

Headless servers route all traffic through terminal-configured WireGuard/OpenVPN tunnels.

Citation: RHEL Admin Guide [Ref 3].
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INSTRUCTOR ANSWER KEY

Correct Answer: False

Correct Answer: True

Correct Answer: True

Correct Answer: False

Correct Answer: True
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Vocabulary Keys & Grading Rubric

Instructor Grading Rubric: Award 1 point for each correct matching (8 points total) and context term (6 points total).
CHECKPOINT 4: CONCEPT MATCH KEY

3 commanbLINE ) oesian 3 reoHat [} wirecuarD

B MULLVAD G NETWORKMANAGER a IPTABLES m HEADLESS

CHECKPOINT 3: KEY TERM KEY

€@ covmanbLINE © oesiaN © repHAT

@) NETWORKMANAGER © PrrBLES © H+enpLEss

DISCUSSION NOTES FOR INSTRUCTORS

Valuation Accuracy:

Verify that students understand how domain length, extension (.com, .ai), and commercial search volume drive
appraisal pricing.

Escrow Security:
Emphasize that funds are held in licensed third-party holding accounts prior to domain WHOIS transfer verification.

Stealth Representation:

Highlight the role of NDAs and third-party representation in preventing speculative price gouging during corporate
procurement.
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Puzzles Keys & Instructor Notes

INSTRUCTOR ANSWER KEY

WORD SEARCH SOLUTION CROSSWORD SOLUTION

N U WM J DD BWT T X M H K °G ’p °F

E G W P B E T L L V K W O M ‘s|E R|V| E|R 1 1|{s|P
T D A G G D B M U X R M C E i o A R R
W R L J DR QMTIB JDTUL C i "TIU[N|N|E|L]|1 N|G|
OWFNGTIDEHTCA ATDTWE KT F W | L | | Of |D] [W] |V|
R I YR S I P X E BN B H W E | O C| (W] |A] |A]
K R U E X L E T P A S HUR W P | C | (O} [ '] L] |C]
M EADCOMMANTD L I N E LS (L) 1Pf L] LY
A G L HH P X V Y B I L OR V | T

N U Z A DA X T EA AL K E E K [ H

A A M THOTFCTH JE O S J

G R AV F V HC B 2 S S S 0 s

E DR TE M UL LV A D T I X

R Y G HEOCF 2z2 HONUPIZ KG C

Y DWW S Y Y P S F I B KL O

INSTRUCTOR GUIDE FOR CROSSWORD SOLUTIONS

ACROSS CLUES

1Across: TUNNELING Process of wrapping data

packets. (3,5)

4 Across: SERVER Remote computer routing traffic.

(1,0)

8 Across: ISP Internet Service Provider. (1,9)
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DOWN CLUES

2 Down: PROTOCOL Rules determining data
transmission. (0, 5)
3 Down: BANDWIDTH Rate of data transfer. (1, 7)

5 Down: GEOBLOCK Location website restriction.
(0,1)

6 Down: FIREWALL Security monitor barrier. (0, 9)

7 Down: PRIVACY State of freedom from tracking.
(1,11)
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INSTRUCTOR ANSWER KEY

Scrambled Words & Cipher Solution Key

Grading key for the vocabulary word unscramble activity and Secret Cipher Challenge.

WORD UNSCRAMBLE KEY

1. AMCMDLOINNE

( coMMANDLINE)

2.ABDIEN
( DEBIAN )
3. RTEAHD
( REDHAT )

4. RREIGUDWA

( WIREGUARD )

5. VALLUMD

( MuLLVAD )

6. NTWROKEMNGARE

( NETWORKMANAGER

7. LSAITPEB

( 1PTABLES )

8. EADHLSSS

( HEADLESS )

SECRET CIPHER CHALLENGE KEY
"CLI VPN SECURES HEADLESS LINUX SERVERS"

© VPN.com | Best VPN for Linux Worksheet Answer Key

Page 24



VPNl VPN GUIDE WORKSHEET INSTRUCTOR ANSWER KEY
—— COM

Domain Brokerage Case Studies Solution Key

Q Case Study 1: Headless Server Protection Instructor Solution

GRADING GUIDELINE
Student answers should cover the following points:

» Scenario Analysis: A Linux administrator needs to back up private user files from a remote,
headless Debian staging server to a backup node.

« Recommended Strategy & Solution: Install the provider's CLI client via ssh, configure
credentials, and run the client tunnel command to encrypt all server egress.

9 Case Study 2: Custom Kill Switch Construction Instructor Solution

GRADING GUIDELINE
Student answers should cover the following points:

» Scenario Analysis: An independent developer wants to configure a VPN kill switch on Arch
Linux without using commercial client apps.

» Recommended Strategy & Solution: Configure local iptables firewall rules to reject all
outgoing traffic except through the tunO or wgO virtual interfaces.
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