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Ho tén: Ngay: Piém:

VPN tét nhat cho elementary OS

Cau hinh mang riéng ao an toan va quan ly cai dat client may tinh dé ban trén
elementary OS.

TONG QUAN HOC TAP VE THIET LAP VPN TREN ELEMENTARY OS

Chao mting ban! B6 hoat dong nay hudng dan ban vé cau
hinh VPN trén may tinh dé ban elementary OS. Ban sé kham

NGUGI HOC pha cac tién ich wingpanel, plugin NetworkManager, bang
] e cai d&t va cac ngoai I& dinh tuyén cho chia tach dusng ham
TU CACH SINH VIEN (split tunneling).

L& trinh Ngudi bao vé mang
CAC DPIEM KIEM TRA CUA PHIEU HOC TAP

[:] Phan 1-4: Nam vitng VPN va cau hinh bao mat mang.

AN TOAN | ] Phan5-7: Giai cac cau dé 6 chi va tim tir.
TRANG THAI KET NOI

Che chan cac goi dit liéu Phan 8-9: Giai cac nghién ctiu tinh hudng va thii thach mat thu.

Phan 10: Xem lai cac trang cau héi thudng gap co ban va nang
cao.

HOAT PONG

CHONG RO Ri
Bao vé chéng ro ri DNS va IPv6

Phan 11: Kham pha 10 su that th vi trong thuc té.

O 0o o o

Thudng: thii thach Nghi nhanh.

M& Hudéng dan cac VPN tét nhat cia VPN.com

URL: https://www.vpn.com/vi/vpn/vpn-tot-nhat-cho-linux/elementary-os/
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Ld trinh hoc vé VPN cho elementary OS cla ban

e Cau hinh két néi VPN an toan bang céc tién ich giao dién dong Iénh.
e Xay dung quy tac tusng Itta dé ngan ro ri luu lugng céng cdng khéng mé hoa.

e Chan doan xung dét phan giai DNS va ap dung may chu tén mién an toan.

HUGNG DAN THIET LAP VPN TREN ELEMENTARY OS

Tra I6i cac cau hoi trdc nghiém va dung/sai, hoan thanh cac cau dién vao chd tréng béng ngan hang tl, ghép cac
dinh nghfa, réi giai 6 chif va tim tir. Hay van dung kién thiic ctia ban vé applet wingpanel va cai dat NetworkManager.
Két thuc véi hoat dong thusng Nghi nhanh.

TiCH HOP TIEN iCH MAY TiNH BDE BAN PANTHEON & NETWORKMANAGER (GIGI THIEU)

Thiét 1ap Ung dung khach VPN trén elementary OS dua vao cac widget wingpanel ctia Pantheon va plugin
NetworkManager. Ngusi diing nhap céc tép cau hinh chudn héa, cau hinh tuyén tinh IPv4 va thiét 1ap bién phap
chéng rd ri béng tusng Ilra trén toan hé théng.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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Diém kiém tra 1: Thi thach trdc nghiém

PHIEU HOC TAP VE VPN

0 1. Nha cung cap nao xép hang #2 cho elementary OS trong bang xép hang hang dau cua

VPN.com?

A. NordVPN

B. ExpressVPN
C. ProtonVPN
D. Surfshark

e 2. Ung dung Linux cia VPN nao la ting dung GTK Python ma ngudn mg?

A. ExpressVPN
B. ProtonVPN
C. NordVPN

D. Surfshark

e 3. Trong cac thi nghiém cua VPN.com, Lightway ctia ExpressVPN dat muc nao trén elementary

0Ss?
A. 340+ Mbps
B. 290 Mbps
C. 630 Mbps
D. 580 Mbps

° 4. Theo VPN.com, cdng cu nao sau day thém biéu tugng Applndicator vao Wingpanel?

A. wg-quick
B. NordVPN
C. openvpn CLI

D. resolvectl

e 5. Tai khoan Surfshark cho phép bao nhiéu thiét bi dong thgi?

A. 5 thiét bi

B. 8 thiét bi

C. 10 thiét bi

D. Khéng gidi han
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. ExpressVPN da phat trién giao thiic riéng Lightway, dudc dung trén Linux.
bung Sai

@ caunoi7

7. ProtonVPN va Mullvad déu cung cép tng dung Linux cé giao dién dé hoa chinh thtc.
bung Sai

© caunois

8. Ung dung khach Linux ciia NordVPN dudc cai qua ctia hang Flatpak.
bung Sai

© cauneio

9. Surfshark cung cép ng dung Linux c6 giao dién dé hoa cho cac hé théng dua trén Ubuntu.
Pung Sai

@ cauneito

10. Wingpanel Ia giao dién bang diéu khién trén man hinh nén dugc elementary OS st dung.

bung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Ngusi diing man hinh nén cau hinh cac két néi VPN dang hoat déng qua cua
shell Pantheon.

2. Cac cau hinh mang toan hé thong cé thé truy cap trong dd hoa.
3. Viéc quan ly két ndi ca ban va Iuu trit hd sd do daemon dam nhiém.
4. Cac ho sa cau hinh ctia bén thi ba dugc nhap tir mot chuan.

5. Cac két ndi dang hoat dong dudc kiém tra dé dam bao chiing bé qua ding qua trinh

cuc bo.
6. Viéc ngat mang an toan du phong dudc cau hinh bang cach ap dung vGi chinh
sach chan.
1. Ngudi dung may tinh dé ban cau hinh két néi VPN dang hoat déng qua phan
BANG CAI BAT DUGNG HAM NETWORKMANAGER PHAN GIAI DNS
QUY TAC IPTABLES TEP CAU HiNH TIEN iCH APPLET TUY CHON CLI

Viét cau tra I6i ctia ban tai day:

1 2.
3 4.
5 6.
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Diém kiém tra 4: Ghép ndi khai niém VPN va mang

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhép liéu.
Lép bao két ndi logic dugc ma hda bao vé Iuu lugng internet di
1. WIDGET APPLET A "
. . Truy van Hé théng tén mién phan giai vi tri t&n mién cua hé
2. BANG CAI DAT B 4 ALl Al -
- ong.
Tién ich trén thanh trang thai man hinh hién thi trang thai mang
3. NETWORKMANAGER c hien tai
4. TEP CAU HINH Céc chinh sach quy tic tusng Itia loai bd Iuu lugng khéng an
T D toan khi bi ngat két néi.
5. PHAN GIAI DNS E Céc tly chon cai dat dong 1&énh quan Iy hé sd két néi chay nén.
6. IPTABLES KILL SWITCH F Hé s van ban thuan chura théng tin ding nhap va khéa ma hda.
. 5 Bang diéu khién may tinh dé ban trung tdm chiia cac bang cau
7. DUGNG HAM G o Y ¢ d
8. TUY CHON CLI H Daemon hé théng quan Iy cac cdng phan ciing va két néi mang.
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Piém kiém tra 5: Tro chgi 6 chit

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y
bén dudi.

2
3
a4
5 6
7
8

HANG NGANG HANG DOC
3. Cac truy van Hé thong tén mién xac dinh vi tri 1. Chinh sach quy téc tudng Iifa chan luu lugng
tén mién cua hé thong (11) khong an toan khi ngat két nai (14)
5. Bang diéu khién trung tam ctia man hinh nén 2. Tién ich thanh trang thai trén man hinh nén
chtfa cac bang cau hinh (10) hién thi trang thai mang hién tai (13)
7. Daemon hé thong quan ly cong phan cling va 4. LSp bao két nodi logic ma héa bao vé 16i ra
két ndi mang (14) internet (8)
8. H6 sd van ban thuan chifa thong tin xac thuc 6. Cac tuy chon dong Iénh quan Iy hd s két noi
va khoa ma héa (10) chay nén (10)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG

3 hang ngang: Cac truy van Hé thong tén mién xac dinh vi tri t&én mién ctia hé thong (11 chii cai):
5 hang ngang: Bang diéu khién trung tam ctia man hinh nén chia cac bang cau hinh (10 chii cai):
7 hang ngang: Daemon hé thong quan ly cong phan cting va két néi mang (14 chii cai):

8 hang ngang: Ho sd van ban thuan chira thong tin xac thuc va khéa ma héa (10 chii cai):

HANG DOC

1hang doc: Chinh sach quy tic tudng Ilfa chan Iuu lugng khdng an toan khi ngat két nai (14 chit cai):

2 hang doc: Tién ich thanh trang thai trén man hinh nén hién thi trang thai mang hién tai (13 chit cai):

4 hang doc: Lép bao két ndi logic ma héa bao vé 16i ra internet (8 chi cai):

6 hang doc: Cac tuy chon dong Iénh quan ly hd sd két néi chay nén (10 chit cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.
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DANH SACH TU VUNG

TIENICHAPPLET BANGCAIDAT NETWORKMANAGER TEPCAUHINH PHANGIAIDNS
QUYTACIPTABLES PUONGHAM TUYCHONCLI
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Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét
chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG BINH NGHIA VA CAC TRUGNG GHEP

A. TIENICHAPPLET 1. Daemon hé théng quan ly céng phan cing va két néi mang.

B. BANGCAIDAT , , . .
2. Cac truy van Hé thong tén mién xac dinh vi tri tén mién cua hé
C.NETWORKMANAGER théng.

D. TEPCAUHINH 3. L&p bao két ndi logic ma hoa bao vé 16i ra internet.

E. PHANGIAIDNS . . . .
. 4. Bang diéu khién trung tam cua man hinh nén chua cac bang cau
F. QUYTACIPTABLES hinh.

G. BUGNGHAM 5. H6 s6 van ban thuan chura théng tin xac thuc va khéa ma hoa.

H. TUYCHONCLI
6. Cac tuy chon dong I&nh quan ly hd sa két néi chay nén.

7. Tién ich thanh trang thai trén man hinh nén hién thi trang thai mang
hién tai.

8. Chinh sach quy tac tusng Ilta chan Iuu lugng khéng an toan khi
ngat két noi.
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Diém kiém tra 7: Thi thach tu bi xao tron

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé mang riéng ao (VPN).
Viét dap an clia ban vao cac 6 nhap da cung cép.

HEPECIAPTLT

b 5. DPATAGICBAN
OERTKENGMR - -
B A 6. NACHITEUHP

~ BEAQTUYSCL
3. PAIIAHNSGDN e
4. NAMHGDUO 8. LCOITHUNCY
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Hoat dong thuéng: Nghi nhanh

3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG.

1 Nhiing ban phan phéi Linux ban biét

2 Nhiing thi ban cé thé thiét lap trong terminal

3 Nhiing ngi ban sé dung VPN

4  Nhiing tif mé ta ma ngudén mé

5 Nhiing chudng trinh ban sé cai trén elementary OS

6 Nhitng cdng cu tudng Iita ban biét

7 Nhiing I&nh ban cé6 thé dung trong elementary OS

8 Nhiing cach cai dit phan mém trén Linux

9 Nhiing cam két ciia mét nha cung cap VPN tot

10 Ly do dung Linux

1 Nhiing diéu can kiém tra khi VPN khéng két néi dugc

12 Nhiing con vat hoic linh vat trong thé giéi may tinh

13 Nhiing thiét bi c6 thé chay elementary OS

14  Nhiing tép hoac thu muc ma VPN cé thé dung

15  Nhiing thiét bi c6 thé dung VPN
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Diém kiém tra 8: Nghién ctu tinh hudng vé VPN va mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN CUU TiNH HUONG 1: THIET LAP VPN PANTHEON TREN MAY TiNH DE BAN

Tinh huéng: Mot nha thiét ké chay elementary OS 7 muén nhap mét tép cau hinh OpenVPN bang bang mang
tich hgp s&n cua hé théng.

Cau héi thao luan: Can nhiing budc nao dé nhap tép va xac minh trang thai két néi bang méat?

NGHIEN CUU TiNH HUONG 2: KIEM TRA RO Ri DNS TREN ELEMENTARY OS

Tinh huéng: Mot ngudi dung két néi v6i Wi-Fi thu vién cdng cong va muén xac minh rang elementary 0OS
khéng 1am rd ri cac truy van DNS dén router cuc bd.

Cau héi thao luan: Nén chay nhiing I&nh terminal va céng cu nao dé kiém tra cdc may chu tén trén lién két
dang hoat déng?

© VPN.com | Phiéu hoc tap vé thiét Iap VPN cho elementary OS Trang 13



VPN| vPN TOT NHAT CHO ELEMENTARY OS PHIEU HOC TAP VE VPN

COM

Diém kiém tra 9: Giai ma mat thu

Ky su mang bao mat cac kénh dinh tuyén va dudng ham clia may khach. Hay dung bang khéa Chii-
S6 bén dudi dé giai ma théng diép bang cach viét cac chi ci tuong Ung vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 P=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20

Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

20 1 16 24 1N 8 17 16 24 12 5 " m 19 20 27 20 16

P N P D G S S S G DU e W S N N S N

—_— e e — e e e e e e e et e e

Thong diép da giai ma:

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q1: elementary OS la gi?

M6t ban phan phdi Linux dua trén Ubuntu, c6 mdi trusng may tinh dé ban Pantheon va cac tién ich may tinh dé ban
tuy chinh.

Q2: Lam thé nao dé cau hinh VPN trén elementary 0S?

Vao System Settings > Network, nhap ndt '+', chon VPN réi chon giao thuc clia ban hodc nhap mét tép.

Q3: elementary OS c6 hé trg WireGuard khong?

Co, thdng qua plugin NetworkManager hoac tap Iénh dong Iénh wg-quick trong terminal.

Q4: Moi truéng desktop Pantheon la gi?

Moi trudng may tinh dé ban mac dinh cta elementary OS, nhan manh thdm my gon gang va giao dién truc quan.

Q5: Lam thé nao dé sua 16i nut Iuu VPN bi mg?

Dam bao da dién du céac trusng bt budc (nhu dia chi cdng va mat khdu) va da cai cac goi network manager.
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q6: Tudng Itta mac dinh trén elementary OS la gi?

UFW (Uncomplicated Firewall) cé thé dudc cai d&t va cau hinh ti terminal.

Q7: Toi tim cac 16i cau hinh VPN & dau?

M6 Terminal va chay 'journalctl -u NetworkManager' dé kiém tra nhat ky bat tay két néi. [9]

Q8: Tdi c6 thé nhap tép .ovpn khéng?

C6, béng tly chon 'Import from file...' trong bang Network Settings cuia elementary OS.

Q9: Lam thé nao dé bat va tat VPN nhanh chéng?
Nhap vao biéu tugng applet mang trén thanh bang diéu khién phia trén va bat/tat két n6i VPN truc tiép tif danh sach.

Q10: elementary OS c6 hé trg split tunneling khéng?

C6, bang cach cau hinh cac tlly chon dinh tuyén trong cai d&t IPv4 & bang cau hinh NetworkManager.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q1: Lam thé nao dé cai cac plugin NetworkManager?

Chay 'sudo apt install network-manager-openvpn-gnome' trong terminal dé thém hé trg OpenVPN day du vao cai dat
giao dién dé hoa.

Q2: Lam thé nao dé xay dung kill switch UFW trén elementary 0S?

DPat UFW chan toan bo luu lugng di ra theo mac dinh, sau dé cho phép cac két néi di ra nham t6i IP may chu VPN va
giao dién tunO.

Q3: Lam thé nao dé khac phuc su c¢o ro ri DNS cua systemd-resolved?

DPam bao dich vu systemd-resolved dang hoat déng va cau hinh DNS dé uu tién cac mién dinh tuyén cla lién két
VPN.

Q4: Giao thuc nao tét nhat cho thgi lugng pin trén laptop chay elementary 0S?

WireGuard dugc khuyén nghi nh& cach trién khai nhan hiéu qua, chi phi thap so véi cac daemon khéng gian ngudi
dung cd.

Q5: Lam thé nao dé tu dong két ndi VPN khi dang nhap?

DPanh dau 6 'Connect automatically' trong cau hinh Network Settings cuia két néi, muc thudc tinh chung.
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q6: Lam thé nao dé cau hinh tuyén dudng thu cong trong NetworkManager?

M4 cai dat két n6i, vao IPv4 > Routes, va thém céc dia chi mang dé boé qua dinh tuyén céng méc dinh.

Q7: Lam thé nao dé xac minh thuat toan ma héa VPN hién tai?

Xem nhat ky két néi bang journalctl ho&c kiém tra cai dat ho sc dang hoat ddng dé xac minh chi tiét do dai khoa.

Q8: AppCenter trong elementary OS la gi?

Clra hang (ing dung chinh thiic theo kiéu tra tuy kha nang cla elementary OS, cung cap cac (ing dung da dudc xem
xét va chon loc. [7]

Q9: Lam thé nao dé xo6a théng tin xac thuc két néi da Iuu trong bd nhé dém?

Vao bang Network Settings, chon hd sc két néi, réi xéa hodc stia cac mat khau da luu.

Q10: T6i c6 thé két noéi VPN qua terminal trén elementary OS khéng?

Co6, bang cach chay 'nmcli connection up connection-name' hodc 'wg-quick up wg0' trong giao dién shell.
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PHIEU HOC TAP VE VPN

Phan 11: 10 su that va hiéu biét thuc té vé VPN

Xem lai cac su that thuc té vé toc d6 ma hoa VPN, kiém toan giao thiic, két ndi di déng va lam viéc tu

xa trong doanh nghiép.

1. THONG TIN VE VPN

elementary OS dugc thiét ké than thién véi ngugi dung,
dua vao NetworkManager cho cac két néi VPN db hoa.

3. THONG TIN VE VPN

Vé c6t 16i, elementary OS dua trén cac ban phat hanh
Ubuntu LTS, dung chung kho géi va thu vién.

5. THONG TIN VE VPN

Bat kill switch VPN qua UFW sé chan moi luu lugng
internet khdng ma hda trén cac giao dién cong cong.

7. THONG TIN VE VPN

Céau hinh tuyén dugng tly chinh cho phép ngusi diing
truy cap tai nguyén van phong cuc b trong khi van gii
cac dudng dan an toan.

9. THONG TIN VE VPN

WireGuard chay truc tiép trong nhan hé théng, mang lai
hiéu nang nhanh hon céc Iua chon & khéng gian ngudi
dung.
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2. THONG TIN VE VPN

M®i trudng may tinh dé ban Pantheon dung cac applet chi
bao wingpanel tly chinh dé hién thi trang thai két néi.

4. THONG TIN VE VPN

NetworkManager hé trg cac cau hinh OpenVPN,
WireGuard va L2TP théng qua cac plugin chuyén dung.

6. THONG TIN VE VPN

systemd-resolved Itu d&m DNS va cé thé dinh tuyén cac
Iugt tra ciu dén may chd DNS cua lién két VPN. [10]

8. THONG TIN VE VPN

Bang cai dat mang cuia Pantheon cho phép ngudi dung
nhap cau hinh tif cac t&p ovpn tiéu chuan.

10. THONG TIN VE VPN

Nhat ky két néi dudc téng hap trong ca sd dif liéu journal
clia systemd dé nha phat trién dé kiém tra.
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Tai liéu tham khao ky thuat va nguén

VPN TOT NHAT CHO ELEMENTARY OS

PHIEU HOC TAP VE VPN

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan ti cac tiéu chuan ky thuat, dac ta va khung

quy dinh toan cau.
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Pap an: Diém kiém tra 1- Trac nghiém

0 Cau hoi1 Pap an dung: B
GHI CHU CHO GIAO VIEN

VPN.com xép NordVPN thi nhat va ExpressVPN th( hai cho elementary OS.

o Cau hoi 2 Pap an dung: B
GHI CHU CHO GIAO VIEN

Ung dung Linux cla Proton VPN 1a (ing dung GTK ma ngudn md viét bang Python.

e Cau hoi 3 Pap an dung: A
GHI CHU CHO GIAO VIEN
VPN.com do dudc Lightway clia ExpressVPN dat 340+ Mbps trén két ni 500 Mbps.

o Cauhoi 4 Pap an dung: B
GHI CHU CHO GIAO VIEN

VPN.com cho biét NordVPN d&ng ky mét biéu tugng Applndicator trong Wingpanel; cac VPN con lai la cong cu CLI.

e H6 trg thiét bi KHONG GIGI HAN Dap 4n dung: D

GHI CHU CHO GIAO VIEN

Surfshark ho trg sé lién két thiét bi déng thdi khong gisi han trén mét géi déng ky ngudi dung. Trich dan: Surfshark Links.
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VPN TOT NHAT CHO ELEMENTARY OS PAP AN CHO GIAO VIEN

Pap an: Diém kiém tra 2 - Pung hay Sai

Cau hoi 6 Pap an dung: Pung
GHI CHU CHO GIAO VIEN

ExpressVPN da xay dung Lightway va dung né trén cac ing dung cla minh, ké ca trén Linux.

Cau hoi7 Pap an dung: Plng

GHI CHU CHO GIAO VIEN

Proton VPN va Mullvad déu cung cap ung dung may tinh dé ban dé hoa chinh thuc cho Linux.

Kho APT NORDVPN Pap an ding: Sai

GHI CHU CHO GIAO VIEN

NordVPN dudc cai qua kho APT chinh thiic, khédng qua clia hang goi Flatpak. Trich dan: NordVPN APT.

Cau hoi 9 Pap an dung: Pung

GHI CHU CHO GIAO VIEN

Ung dung Linux cé giao dién dé hoa cta Surfshark hé trg Ubuntu 20.04+, nén tang cla elementary OS.

Bang Wingpanel PANTHEON Dap an ding: Blng

GHI CHU CHO GIAO VIEN

Wingpanel 14 bang thanh trang thai méc dinh 6 dau man hinh nén Pantheon cua elementary OS. Trich dan: elementary OS
Panel.
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DPap an ti vung va thang cham diém

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6
diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM

) - wioceT APpLET ) 2 sinc chipar € s networkvanacer | (@ 4. TEP cAUHINH
. 6. IPTABLES KILL —_ \
) s rHAnGiAIDNS owmen ) 7. ouoNG HAM B s ruvcroneu

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHINH

@ rienicHapPLET © sinG cAIpAT © NETWORKMANAGER © r1crciuning

© rrAnciAiDNS © ouvy TiciPTaBLES

PIEM KIEM TRA 6, PHUONG AN KHAC: DAP AN - GHEP TU

C _ A ] -
NETWORKMANAGER a E - PHANGIAIDNS a G - DPUONGHAM o B - BANGCAIDAT
a D - TEPCAUHINH G H - TUYCHONCLI A - TIENICHAPPLET a F - QUYTACIPTABLES

Dai dién an danh (Stealth):

Thuét ngli chinh:
Kiém tra xem hoc sinh cé giai thich dugc WIDGET APPLET, BANG CAl BAT va NETWORKMANAGER bang I6i ciia minh va néu mot
vi du cho méi thuat nglt hay khéng.

Nghién ctu tinh hudng:
Yéu cau hoc sinh duing d{ kién trong phiéu, khéng dung phong doan, dé chiing minh khuyén nghi ctia minh.

Panh gia nguon:
Yéu cau hoc sinh kiém chiing it nhat mot nhan dinh trong cac ngudn clia phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh cé
thé thay déi theo thdi gian.
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DPap an cau dé va ghi chu cho giao vién

DAP AN TIM TU
Q U Y T A ¢ I P T A B L E S I
R S N D I A I G N A H P Q U P
Yy p E D P U O N G H A M Q9 A a
K 6 A Y L I U P S A Q U H L L
E E M E P P K R K P U E A s »
H X N X U @ E R VvV A 6 T N N Y
N o G 6 R E 6 T s o0 s s I A D
I O0OM K I L C N O HOC Y U T A
H N T »» E 6 0 U X H I T H X U
Uu v T A D A C G N A B O 1 @G
A N E T W O R KM A N A G E R
C Y G H M A D G A R A H D U D
P I T I E N I C H A P P L E T
E Y I ¢ K O M HA P O I N B M
T A B E 6 A A o p L 6 U s G X

HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU

HANG NGANG

3 hang ngang: PHANGIAIDNS Céc truy van Hé théng tén
mién xac dinh vi tri tén mién clia hé théng (11 chir cai)

5 hang ngang: BANGCAIDAT Bang diéu khién trung tam cua
man hinh nén chura cac bang cu hinh (10 chit cai)

7 hang ngang: NETWORKMANAGER Daemon hé théng quan
ly céng phan cling va két néi mang (14 chi cai)

8 hang ngang: TEPCAUHINH H6 s6 van ban thuan chua
thdng tin xac thuc va khoa ma hoa (10 chi cai)
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DAP AN O CHU
Q)
U] 7]
Y| 1|
T E|
~[A] [p]n[A|nje[i]Aa]i]|D|N]s]
bl IC] | _
u| 1] [B|a|nfelcfafi[p[A[T] [T]
G| [P H ]
N|E|T|w|o|r|k[m|Aa|N]A|G|E|R| |Y
6| [a] P c|
H| |B IT|elp|c|A|uln|1]|N[H
‘A| [L] L 0
wl [ O o
| T c
L]
1]

HANG DOC

1hang doc: QUYTACIPTABLES Chinh sach quy tic tusng Iua
chén Iuu lugng khdng an toan khi ngét két néi (14 chit cai)

2 hang doc: TIENICHAPPLET Tién ich thanh trang thai trén
man hinh nén hién thj trang thai mang hién tai (13 chit cai)

4 hang doc: BPUGNGHAM Ldp bao két néi logic ma hoa bao
vé 16i ra internet (8 chit cai)

6 hang doc: TUYCHONCLI Cac tuy chon dong Iénh quan ly
hé so két ndi chay nén (10 chit cai)
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Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. HEPECIAPTLTIN TIENICHAPPLET 5. DPATAGICBAN BANGCAIPAT

2. OERTKENGMRNAAW NETWORKMANAGER 6. NACHITEUHP TEPCAUHINH

3. PAIIAHNSGDN PHANGIAIDNS 7 BEAQTUYSCLPTIA QUYTACIPTABLES

4. NAMHGPUG PUCONGHAM 8. LCOITHUNCY TUYCHONCLI
ESOLVEDNSR

"PANTHEON TICH HOP VPN TREN KHAY HE THONG"
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DPap an nghién ctu tinh hudng

NGHIEN CUU TINH HUONG 1: THIET LAP VPN PANTHEON TREN i giai danh cho
MAY TiNH BE BAN gido vién

A

Cau tra 18i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét nha thiét ké dung elementary OS 7 muén nhap tép cau hinh OpenVPN
bang bang mang hé théng tich hgp sén.

« Chién lugc va giai phap dé xuat: Mg System Settings, vao Network, nhap Add VPN, chon Import
from file, chon t&p .ovpn réi nhap Iuu dé khdi chay.

NGHIEN CUU TINH HUONG 2: KIEM TRA RO Ri DNS TREN Lasi giai danh cho gido
ELEMENTARY OS vién

B

Cau tra I6i cua hoc sinh can dé cap cac diém sau:

« Phan tich tinh huéng: M6t ngugi dung két néi Wi-Fi thu vién céng cdng va mudn xac minh rang
elementary OS khéng lam r0 ri cac tra cliu DNS t6&i router cuc bd.

« Chién lugc va giai phap dé xuat: Chay 'resolvectl status' trong terminal dé xac minh cac may
chu DNS trén giao dién tun0 la may chu chinh va phan giai dudc céc truy van thu.
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