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Ho tén: Ngay: Piém:

VPN tot nhat cho NAS Asustor

Cau hinh hé so client VPN thu céng va Tailscale trén Asustor ADM.

TONG QUAN HOC TAP VE VPN TREN NAS ASUSTOR

Chao miing ban! Bd hoat ddng nay hudéng dan ban vé cau
hinh VPN trén NAS Asustor. Ban sé tim hiéu cach thiét 1ap
NGUGI HOC giao dién mang ADM, nhap hé sd .ovpn thi céng, container

Docker gluetun va két néi lugi Tailscale.
TU CACH SINH VIEN

L6 trinh Ngugi bao vé mang CAC PIEM KIEM TRA CUA PHIEU HOC TAP

OJ

Phan 1-4: Nam vitng VPN va cau hinh bao mat mang.

3 Phan 5-7: Giai cac cau dd 6 chif va tim tu.
AN TOAN

TRANG THAI KET NOI
Che chén céac gdi dt liéu

Phan 8-9: Giai cac nghién ctiu tinh hudng va thir thach mat thu.

I

Phan 10: Xem lai cac trang cau héi thudng gip cd ban va nang
cao.

Phan 11: Kham pha 10 su that thu vi trong thuc té.

HOAT DONG

CHONG RO Ri
Bao vé chdng ro ri DNS va IPv6

oo 0

Thudéng: thi thach Nghi nhanh.

M& Hudéng dan cac VPN tot nhat cia VPN.com

URL: https://www.vpn.com/vi/vpn/vpn-tot-nhat-cho-router/asustor/
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Ld trinh hoc vé VPN cho Asustor NAS cuia ban

e Giai thich vi sao may khach VPN trén Asustor NAS bao vé luu lugng di ra cua né.

e CA&u hinh két n6i OpenVPN trong ADM bang cach nhap hé sa .ovpn.

e Dinh tuyén céc ting dung chon loc qua VPN béng cac container Docker nhu Gluetun.
® DPanh gia cach bd xtr ly NAS cé AES-NI xtt ly chi phi ma hoa.

e So sanh client VPN vdi Tailscale dé truy cap tu xa an toan.

e Tranh dé NAS 16 ra Internet qua chuyén tiép cong.

HUGNG DAN VPN TREN NAS ASUSTOR

Tra I8i cac cau hoi trdc nghiém va ding/sai, hoan thanh cac cau dién vao chd trong bang ngan hang tl, ghép cac
dinh nghta, réi giai 6 chif va tim tir. Hay van dung kién thiic clia ban vé cac tly chon giao dién mang ADM, container
Docker gluetun va truy cap tU xa béng Tailscale. Két thic véi hoat dong thudng Nghi nhanh.

CAlI BAT MANG ASUSTOR ADM VA UNG DUNG KHACH VPN DUA TREN DOCKER (GICI
THIEUV)

Két noi Asustor NAS véi VPN doi hdi cau hinh thi cong cac két néi client OpenVPN trong cai d&t Asustor Data Master
(ADM). Ngusi dung nang cao chay VPN dang container trong Docker dé dinh tuyén an toan Iuu lugng cla céc client
cu thé.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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0 1. Hé diéu hanh tuy chinh chay trén cac thiét bi NAS Asustor la gi?

A. ADM
B. QTS
C.DSM
D. TrueNAS

9 2. Ban cau hinh cai dat ing dung khach VPN & dau trong Asustor ADM?

A. App Central
B. Cai dat > Mang
C. Storage Manager

D. Kiém soat truy cap

VPNl VPN TOT NHAT CHO NAS ASUSTOR
—— COM

Diém kiém tra 1: Thi thach trdc nghiém

PHIEU HOC TAP VE VPN

e 3. Giao thtic nao dugc khuyén nghi cho Asustor dé can bang giiia téc dd va do 6n dinh?

A.PPTP
B. OpenVPN
C.L2TP
D. IPSec

o 4. Cdng cu thay thé nao cho phép ngudi dung nang cao chay tng dung khach VPN trong cac

container tach biét trén Asustor?

A. Portainer
B. Docker

C. VirtualBox
D. KVM

5. Dich vu nao cung cap tuy chon VPN dang Iuéi (mesh) don gian, khdng can cau hinh, cé sén

trong App Central?

A. Tailscale
B. CLI WireGuard
C. SoftEther

D. Loi IPsec
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. Asustor App Central c6 cac ung dung chinh thiic cai mét cham cho cac VPN I8n nhu NordVPN.
bung Sai

@ caunoi7

7. Ban c6 thé két n6i Asustor NAS lam may khach VPN bang cach nhap cac hd sc .ovpn.
bung Sai

© caunois

8. Can flash firmware router ctia bén thi ba dé chay VPN trén Asustor.
bung Sai

© cauneio

9. Tailscale cho phép truy cap tif xa an toan vao NAS Asustor clia ban ma khéng can chuyén tiép céng.
Pung Sai

@ cauneito

10. Tat ca thiét bi NAS Asustor cap thap déu cé thé ma hoéa luu luong 1 Gbps ma khéng tén nhiéu CPU.

bung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Cac thiét bi NAS Asustor chay hé diéu hanh cé tén

2. Dé thém két ndi VPN, ban phai vao muc trong ADM.

3. Thiét lap thu cong dudc thuc hién bang hop thoai dé tailén cac tép cau hinh.
4. Ngudi ding nang cao dinh tuyén tiing container ting dung qua proxy trong
Docker.

5. Dé truy cap tif xa an toan ma khang can dinh tuyén phic tap, ngusi dung cai dat
tu App Central.

6. Ma hoa toc do cao doi hoi bo xif ly cé hé trg tich hgp

NGAN HANG TU VUNG

AES-NI ASUSTOR ADM CAI DAT MANG CHUYEN TIEP CONG GLUETUN
NHAP OPENVPN TAILSCALE THIET BI TUN

Viét cau tra I6i ctia ban tai day:

1 2.
3 4.
5 6.
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Diém kiém tra 4: Ghép ndi khai niém VPN va mang

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhép liéu.
1. ASUSTOR ADM A B6 Iénh CPU Intel/AMD tang téc cac quy trinh ma hoa.
2. MANG CAI AT B Hé diéu hanh web Asustor Data Master dung dé quan ly NAS.
~ Tién ich VPN dang Iudi ngang hang (peer-to-peer) khéng can

3. NHAP OPENVPN C c4u hinh. g g9ang g g
4. DOCKERGLUETN D Giao dién mang ao (tun0) do tién trinh nén VPN thiét Iap.

. Coéng cu ADM tich hop dé tai 1én va phan tich tép may khach
5. UNG DUNG TAILSCALE E ovpn

o x Cai d&t router anh xa cac céng mang cdng cdng sang IP cuc bd
6. TANG TOC AES-NI F G b6,
2 THIET BI BUSNG HAM Pudng dan menu cai dat hé théng nai chinh sifa cac tham sé
' : G giao dién mang.

8. CHUYEN T||"-:'P CéNG H Giao dién client VPN dang container chay bén trong Docker.
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Piém kiém tra 5: Tro chgi 6 chit

VPNl VPN TOT NHAT CHO NAS ASUSTOR
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PHIEU HOC TAP VE VPN

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y

bén dudi.

HANG NGANG

2. Tién ich VPN luéi ngang hang khéng can cau
hinh (9)

7. Cai dat router anh xa cac cong mang cong
cong tGi IP cuc bo bén trong (14)

8. Tap lénh CPU Intel/AMD giup ting toc cac tién

trinh ma hoa (5)
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HANG DOC

1. Pudng dan menu cai dit hé thong dé chinh siia
cac tham sb giao dién mang (10)

3. Hé diéu hanh web Asustor Data Master quan
ly NAS (10)

4. Giao dién mang ao (tun0) do daemon VPN
thiét 1ap (10)

5. Cong cu ADM tich hdp dé tai Ién va phan tich
cac tép may khach .ovpn (11)

6. Giao dién ting dung VPN ddng goi container
chay trong Docker (7)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG
2 hang ngang: Tién ich VPN Iugi ngang hang khéng can cau hinh (9 chif cai):
7 hang ngang: Cai dat router anh xa cac cong mang céng cong t6i IP cuc bd bén trong (14 chii cai):

8 hang ngang: Tap Iénh CPU Intel/AMD gitip ting toc cac tién trinh ma hoéa (5 chii cai):

HANG DOC

1hang doc: Pudng dan menu cai dat hé thong dé chinh sita cac tham sé giao dién mang (10 chit cai):

3 hang doc: Hé diéu hanh web Asustor Data Master quan ly NAS (10 chif cai):

4 hang doc: Giao dién mang ao (tun0) do daemon VPN thiét Iap (10 chit cai):

5 hang doc: Céng cu ADM tich hgp dé tai Ién va phan tich cac tép may khach .ovpn (11 chif cai):

6 hang doc: Giao dién tiing dung VPN ddng gdi container chay trong Docker (7 chil cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.

P 0 0 E N Y A R O T P T A X P
0O X A E I L Y A E H N 6 N U A
P L Y X P v o D U T K T 6 A N
A U R L E T B M X T I P A U Y

U K T H I E T B I T U N H E s
E » A D GG I R Q U P Y D E D 0
A A K 6 A Y L I U P S A Q U H

DANH SACH TU VUNG

ASUSTORADM CAIDATMANG NHAPOPENVPN GLUETUN TAILSCALE AESNI
THIETBITUN CHUYENTIEPCONG
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Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét

chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG
A. ASUSTORADM

B. CAIDATMANG
C.NHAPOPENVPN

D. GLUETUN

E. TAILSCALE

F. AESNI

G. THIETBITUN

H. CHUYENTIEPCONG
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PINH NGHIA VA CAC TRUOGNG GHEP

1. Giao dién Ung dung VPN ddéng goi container chay trong Docker.

2. Céng cu ADM tich hgp dé tai 1én va phan tich cac tép may khach
.ovpn.

3. Giao dién mang ao (tun0) do daemon VPN thiét 1ap.
4. Hé diéu hanh web Asustor Data Master quan ly NAS.
5. Tap 1&énh CPU Intel/AMD gilp tang téc cac tién trinh ma hda.

6. Cai dat router anh xa cac cdng mang céng cong t6i IP cuc bd bén
trong.

7. budng dan menu cai dit hé théng dé chinh stia cac tham sé giao
dién mang.

8. Tién ich VPN Iudi ngang hang khéng can cau hinh.
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Diém kiém tra 7: Thi thach tu bi xao tron

VPN VPN TOT NHAT CHO NAS ASUSTOR

PHIEU HOC TAP VE VPN

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé mang riéng ao (VPN).

Viét dap an clia ban vao cac 6 nhap da cung cép.

1. DROTSAAMSU

ONHNPPAVNE
P

3. TCSAAELLI

4 BUTNETITHI

© VPN.com | Phiéu hoc tap vé VPN cho Asustor NAS

ATGAPMACNI

UUTGENL

NIASE

YIONEPHGCT
UNCE
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VPNl VPN TOT NHAT CHO NAS ASUSTOR
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PHIEU HOC TAP VE VPN

Hoat dong thuéng: Nghi nhanh

3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG.

Nhiing loai cap hodc céng 6 mat sau cua router
Nhiing tép ban sé Iuu trén NAS

Nhitng viéc ban lam khi mat két néi Internet
Nhiing thir VPN khéng thé bao vé ban khoi
Nhitng su c6 cé thé xay ra khi cap nhat firmware
Nhiing thda lam Wi-Fi cham

Nhitng thudng hiéu router ban biét

Nhitng thiét bi théng minh trong gia dinh
Lgiich cta VPN trén router

Nhiing thiét bi khéng cé (ing dung VPN riéng
Nhiing thu trong trang cai dat cua router

Nhitng cach nhan biét mang Wi-Fi gia

Nhiing thi nha cung cap dich vu Internet ciia ban cé
thé thay

Ly do ddi mat khau mac dinh

Nhiing thiét bi ban sé& bao vé qua router Asustor clia
minh
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Diém kiém tra 8: Nghién ctu tinh hudng vé VPN va mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN CUU TiNH HUONG 1: CAU HINH OPENVPN CLIENT TOAN HE THONG TREN ASUSTOR
ADM

Tinh huéng: M6t doanh nghiép mudn sao luu dif liéu NAS Asustor clia minh 1én mét may chi dam may tu xa,
bao dam moi luu lugng sao Iuu di ra déu dugc ma hoa.

Cau héi thao luan: Quy trinh dugc khuyén nghi dé thiét 1ap két néi nay bang cai dat ADM la gi?

NGHIEN CUU TiNH HUONG 2: THIET LAP TRUY CAP TEP TU XA AN TOAN QUA TAILSCALE

Tinh huéng: M6t quan tri vién muén truy cap ti xa cac tép trén NAS Asustor nhung bi chan bdi tudng Ita NAT
kép va khéng thé mg céng 8001.

Cau hoi thao luan: Mé ta giai phap thay thé gilp tranh phai chuyén tiép céng.
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Diém kiém tra 9: Giai ma mat thu

Ky su mang bao mat cac kénh dinh tuyén va dudng ham clia may khach. Hay dung bang khéa Chii-
S6 bén dudi dé giai ma théng diép bang cach viét cac chi ci tuong Ung vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 P=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20

Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

1 23 25 23 24 17 22 1 6 15 16 N 3 20 n 18 23 19

L e N e N S N S N

77 20 8 16 27 20 16 5 3 25 m 12 16 N

Thong diép da giai ma:

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q1: Toi c6 thé két ndi NAS Asustor véi VPN khong?

Co, ban c6 thé cau hinh Asustor NAS lam may khach VPN bang cach nhap céc hd sa cau hinh tuy chinh (nhu
OpenVPN) trong cai dat mang.

Q2: Asustor ADM la gi?

ADM (Asustor Data Master) & hé diéu hanh tuy chinh dua trén web, dudc thiét ké dé quan Iy cac thiét bi luu tri gén
mang (NAS) cua Asustor.

Q3: Cac tuy chon tng dung khach VPN ndm & dau trong ADM?

Vao Settings > Network > thé Network Interface, nhap Add, réi chon Create VPN dé cau hinh hé s6 may khach cua
ban.

Q4: Asustor c6 ho trg WireGuard khong?

C6, cac phién ban ADM mdi hon va mét sé kién tric bd xu ly hé trg cau hinh thi céng WireGuard va tich hgp
Tailscale.

Q5: Lam thé nao dé tai tép .ovpn cho Asustor?

Dang nhap vao trang tai khoan ctia nha cung cap VPN, vao muc cau hinh may chu thii céng va tai xuéng cac hd sg
.ovpn.

© VPN.com | Phiéu hoc tap vé VPN cho Asustor NAS Trang 15



VPN

COM

VPN TOT NHAT CHO NAS ASUSTOR PHIEU HOC TAP VE VPN

Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q6: NAS Asustor cuia toi cé ho trg Tailscale khong?

Co, Tailscale c6 trong kho App Central, cho phép truy cap tlif xa ngang hang an toan ma khéng can chinh router.

Q7: Vi sao toc dd VPN cua tdi cham trén Asustor?

Ma héa VPN phu thudc nhiéu vao bé xu ly ciia NAS. Cac mau ARM cap thap bi gisi han téc dé khi tai nang.

Q8: Tdi c6 thé chay ting dung khach VPN trong Docker trén Asustor khéng?

C6, ngudi dung nang cao cd thé trién khai cac thiét 1ap VPN dong goi container (nhu gluetun) bén trong Docker dé
dinh tuyén container chi tiét.

Q9: PPTP c6 an toan cho NAS Asustor khéng?

Khong, PPTP cé céc 16 hdng bao mat nghiém trong. Hay luén chon OpenVPN hodc WireGuard dé bao vé tép NAS cua
ban khoi bi chan bat.

Q10: Lam thé nao dé xac minh VPN dang hoat déng?

Trong ADM Network Interface, hay tim trang thai da két néi mau xanh luc bén canh giao dién VPN, ho&c chay Iénh
curl d@é kiém tra IP bén ngoai.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q1: Lgi ich cua viéc chay Tailscale trén Asustor la gi?

Tailscale tao mo6t mang riéng ao an toan giiia cac thiét bj ctia ban, cho phép ban truy cap tép tif xa ma khéng can
chuyén tiép céng.

Q2: Lam thé nao dé cau hinh gluetun trén Asustor?

Cai dat Docker qua App Central, viét tép docker-compose chi dinh container gluetun va théng tin xac thuc VPN cla
ban, réi gén cac container muc tiéu.

Q3: Asustor c6 hé trg chiic nang may chu VPN khéng?

C6, Asustor ADM c6 ting dung VPN Server trong App Central cé thé luu trif cac két néi OpenVPN, L2TP/IPsec hodc
PPTP cho céc ung dung khach dén.

Q4: Ma héa phan ciing AES-NI gitp ich gi cho VPN trén Asustor?

Céc thiét bi NAS c6 bd xu ly Intel/AMD véi tap 1énh AES-NI chuyén tac vu ma héa sang phan cung, cho téc do VPN
cao han dang ké.

Q5: Toi c6 thé gan cac (ing dung Asustor cu thé vao giao dién VPN khéng?

Giao dién mang géc clia ADM xUi ly dinh tuyén toan hé théng; dé gén cac ing dung cu thé, nén chay chung trong
Docker phia sau mét proxy VPN.
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q6: Lam thé nao dé khac phuc ro ri DNS trén Asustor?

Nhap thu céng cac may chi DNS bao mat clia nha cung cap VPN trong Settings > Network > tab General, muc cdu
hinh LAN.

Q7: Asustor c6 ho trg tu dong két néi lai cho VPN khong?

Co, khi thiét 1ap ho sc VPN trong ADM, hay chon tuy chon 'Reconnect when connection is lost' dé duy tri két néi lién
tuc.

Q8: OpenVPN dung céng nao trén Asustor?

OpenVPN mac dinh dung céng UDP 1194, nhung ban c6 thé cau hinh cdng khac tuy theo thiét 1ap ciia hé so da nhap.

Q9: Lam thé nao dé kiém tra nhat ky Iuu lugng mang cuia Asustor?

Nhat ky hé théng trong ADM hién thi cac két néi bd diéu hop mang, cap nhat giao dién va hoat déng clia daemon dé
khac phuc 16i (ing dung khach.

Q10: Tdi c6 thé truy cap may chi Plex Asustor qua VPN khéng?

C6, néu dung dinh tuyén theo chinh sach hoac VPN dua trén docker dé giit céng 32400 cua Plex truy cap dugc ti
bén ngoai dusng hdAm méa hoéa mac dinh.
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PHIEU HOC TAP VE VPN

Phan 11: 10 su that va hiéu biét thuc té vé VPN

Xem lai cac su that thuc té vé toc d6 ma hoa VPN, kiém toan giao thiic, két ndi di déng va lam viéc tu

xa trong doanh nghiép.

1. THONG TIN VE VPN

Asustor ADM khéng cé ting dung GUI géc cho NordVPN,
nén ngudi dung phai ty nhap tha cdng céc tép .ovpn cla
OpenVPN.

3. THONG TIN VE VPN

Ung dung khach VPN tich hop clia ADM c6 thé tao hd sd
két n6i PPTP, OpenVPN va WireGuard tai Settings >
Network.

5. THONG TIN VE VPN

Ngugi dung nang cao chay gluetun trong Docker trén
Asustor dé dinh tuyén Iuu lugng clia cac container tai
xuéng cu thé qua proxy VPN.

7. THONG TIN VE VPN

ADM van cung cap PPTP, nhung bao mat yéu clia né
khién OpenVPN hodc WireGuard Ia Iya chon an toan hon
trén Asustor.

9. THONG TIN VE VPN

Ung dung may chi VPN tich hdp clia Asustor cho phép
NAS lam céng an toan cho nhan vién lam viéc tu xa.
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2. THONG TIN VE VPN

Céac thiét bi NAS Asustor dung bé xuf ly Intel Celeron c6
tap Iénh AES-NI c6 thé dinh tuyén Iuu lugng VPN & toc do
gan bang téc do dudng truyén.

4. THONG TIN VE VPN

Tailscale c6 sén trong Asustor App Central, cho phép truy
cap ti xa khéng can cau hinh ma khéng mé céng WAN.

6. THONG TIN VE VPN

Céng web quan tri mac dinh clia Asustor ADM 13 8000
(HTTP) hoac 8001 (HTTPS) trén mang LAN cuc bd.

8. THONG TIN VE VPN

Deloitte da kiém toan cac chinh sach bao mat cua
NordVPN vao ca ndm 2022 va 2024 dé xac minh viéc
tuan thu quyén riéng tu dif liéu.

10. THONG TIN VE VPN

Cau hinh NAT kép c6 thé chdn cac két néi may chu VPN
Asustor dén trif khi cac céng dugc chuyén tiép tai router.
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Tai liéu tham khao ky thuat va nguén

VPN TOT NHAT CHO NAS ASUSTOR

PHIEU HOC TAP VE VPN

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan ti cac tiéu chuan ky thuat, dac ta va khung

quy dinh toan cau.
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VPN TOT NHAT CHO NAS ASUSTOR PAP AN CHO GIAO VIEN

Dap an: Piém kiém tra 1- Trac nghiém

Asustor ADM HE THONG ADM Pap an dung: A

GHI CHU CHO GIAO VIEN

ADM (Asustor Data Master) la hé diéu hanh doc quyén dya trén web chay trén céac thiét bi Asustor. Trich d&n: Asustor.

Cau hinh giao dién  maANG cAl PAT Pap an dung: B

GHI CHU CHO GIAO VIEN

Cé&u hinh Ung dung khach VPN cia ADM dudc dang ky tai Settings > Network > Network Interface. Trich dan: Asustor.

Chuan OpenVPN OPENVPN ADM Pap an dang: B

GHI CHU CHO GIAO VIEN

OpenVPN la giao thic may khach thu céng tiéu chuén dung dé thiét Iap lién két sao luu an toan trén ADM. Trich dan: Asustor.

Docker Gluetun CONTAINER GLUETUN Pap an ding: B

GHI CHU CHO GIAO VIEN

Céc container Docker cho phép chay cac proxy may khach VPN gluetun cé lap dé bao vé céc nut ing dung cu thé. Trich
dan: Docker.

Ung dung Tailscale mAy KHACH LUGI Pap an dung: A

GHI CHU CHO GIAO VIEN

Tailscale c6 sén trong App Central, cung cap truy cap tép tif xa an toan ma khéng can chuyén tiép céng. Trich dan: Tailscale.
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DPap an: Piém kiém tra 2 - Pung hay Sai
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App Central UNG DUNG ASUSTOR Pap an dung: Sai

GHI CHU CHO GIAO VIEN

Asustor App Central khéng cé ting dung khach chinh thiic, nén phai nhap thi céng hé sé OpenVPN. Trich dan: Asustor.

Nhap ho so TAO VPN Pap an dung: Plng

GHI CHU CHO GIAO VIEN

ADM cho phép thiét lap lién két may khach bang cach nhap cac tép.ovpn riéng cho titng may chu tif nha cung cap VPN cua
ban. Trich dan: Asustor.

Phan cling goc CAI DAT ADM Dap 4n dung: Sai

GHI CHU CHO GIAO VIEN

Chay ung dung khach VPN trén Asustor ADM khong doi hoi phai nap firmware router tuy chinh. Nguén: Asustor.

L'Ing dung Tailscale puGNG HAM LUGI Pap an ding: Dlng

GHI CHU CHO GIAO VIEN

Tailscale cho phép két néi NAS tif xa ngang hang (peer-to-peer) an toan ma khéng can chuyén tiép céng. Trich dan:
Tailscale.

Gidi han bo xt ly NUT THAT ARM Dap an dung: Sai

GHI CHU CHO GIAO VIEN

B6 xU ly ARM cap thap trong cac thiét bi NAS phé théng gidi han théng lugng VPN dugc méa héa. Trich dan: Asustor.
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DPap an ti vung va thang cham diém

PAP AN CHO GIAO VIEN

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6

diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM

) 1 AsusTor ADM ) 2. vianc cAipaT B3 s nHAP oPENVAN
5. UNG DUNG u 6. TANG T6C AES-NI 7. ;I'HIF:'T BI DUONG
TAILSCALE HAM

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHINH
@ ~susTor aDM © chiipiTman © nHAP OPENVPN
© rruscaie © resn

PIEM KIEM TRA 6, PHUONG AN KHAC: DAP AN - GHEP TU
€D o-cLuetun €3 c-nHAPOPENVPN B c-mHeBITUN
B r-resn ) +-cHuyenTiEPCONG B - CAIDATMANG

) - pockercLUETN

) s cHuvenTiEr cone

o GLUETUN

@) A-AsusTorRADM

B :-rauscate

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:

Kiém tra xem hoc sinh cé giai thich dugc ASUSTOR ADM, MANG CAI DAT v NHAP OPENVPN béng I8i clia minh va néu mét vi du

cho méi thuat nglt hay khéng.

Nghién cttu tinh hudng:

Yéu cau hoc sinh duing di kién trong phiéu, khéng dung phong doan, dé chiing minh khuyén nghi ctia minh.

Panh gia nguén:

Yéu cau hoc sinh kiém chuing it nhat mdt nhan dinh trong cac ngudn cla phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh c6

thé thay déi theo thdi gian.
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PAP AN CHO GIAO VIEN

DPap an cau dé va ghi chu cho giao vién

DAP AN TIM TU

C A I Pp A T M A G G B P O L
N D G E L A C S L I A T Q Y Q
P P O U DA A UG L U E T U N
vV 0O oM A 6 s$s S V O I P S Q B
N M X A E P Q T U U H A P Y X
E X K E S 6 M O P I L L R O E
P O O E N Y A R O T P T A X P
0O X A E I L Y A E H N 6 N U A
P L Y X P V 0 D U T K T 606 A N
A U R L E T B M X T I P A U Y
H C H U Y E N T 1 E P c 6 N G
N V L P 0 V G 0 C A B I O U U
U K T H I E T B I T U N H E s
E » A D 6 I R Q U P Y D E D Q
A A 6 A Y L I U P S A Q U

HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU

HANG NGANG

2 hang ngang: TAILSCALE Tién ich VPN Iugi ngang hang
khéng can cau hinh (9 chit cai)

7 hang ngang: CHUYENTIEPCONG Cai d&t router anh xa cac
cdng mang céng cdng t6i IP cuc bd bén trong (14 chit cai)

8 hang ngang: AESNI Tap lénh CPU Intel/AMD giup ting t6c
cac tién trinh ma hoa (5 chi cai)
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DAP AN O CHU
c]
[Tlalifi]sfclalL]E]
|
B
A A
1] |s] N T
o] [u] [u]  [W] [m]
L 1] |s] A A
lc|H|u|y|e[n]|T|1]E|P|c|[6]|N]|G]
E| [T] |o 0 G|
7| [8| [R] B
vl (1] [a] [a]e[s[n]1]
N 7 o] s
ol v
N 0
N
HANG DOC

1hang doc: CAIDATMANG Dudng din menu cai dat hé
théng dé chinh stfa cac tham sé giao dién mang (10 chit cai)

3 hang doc: ASUSTORADM Hé diéu hanh web Asustor Data
Master quan ly NAS (10 chit cai)

4 hang doc: THIETBITUN Giao dién mang &o (tun0) do
daemon VPN thiét Iap (10 chir cai)

5 hang doc: NHAPOPENVPN Céng cu ADM tich hgp dé tai
Ién va phan tich cac tép may khach .ovpn (11 chi cai)

6 hang doc: GLUETUN Giao dién ung dung VPN doéng goi
container chay trong Docker (7 chit cai)
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Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. DROTSAAMSU ASUSTORADM 5 ATGADMACNI CAIDATMANG
2. ONHNPPAVNEP NHAPOPENVPN 6 UUTGENL GLUETUN
3. TCSAAELLI TAILSCALE 7. NIASE AESNI
4. BUTNETITHI THIETBITUN 8. YIONEPHGCTUNCE CHUYENTIEPCONG

KHOA THU THACH MAT THU Bi MAT

"ASUSTOR ADM NHAP HO SG OPENVPN CAU HINH"
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DPap an nghién ctu tinh hudng

NGHIEN CUU TINH HUONG 1: CAU HINH OPENVPN CLIENT TOAN (4 giai danh cho
HE THONG TREN ASUSTOR ADM gido vién
HUGNG DAN CHAM PIEM
Cau tra 18i cua hoc sinh can dé cap cac diém sau:

« Phan tich tinh huéng: Mét doanh nghiép muén sao luu dif liéu NAS Asustor ctia minh 1én mot
may chli dam may ti xa, bao dam moi Iuu lugng sao Iuu di ra déu dugc ma hda.

« Chién ludc va giai phap dé xuat: Tai tép cau hinh .ovpn cla nha cung cép I&n trong Settings >
Network > Network Interface, cau hinh tu déng két néi lai va nhap Connect.

NGHIEN CUU TINH HUONG 2: THIET LAP TRUY CAP TEP TU XA Lasi giai danh cho
AN TOAN QUA TAILSCALE gido vién
HUGNG DAN CHAM PIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mot quan tri vién muén truy cap ti xa cac tép trén NAS Asustor nhung bi
tudng Ira NAT kép chan va khéng ma dudc céng 8001.

« Chién lugc va giai phap dé xuat: Cai (ing dung Tailscale tif App Central, xac thuc bang tai khoan
clia ban va két néi véi NAS bang dia chi IP Tailscale 6n dinh cua no.
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