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Ho tén: Ngay: Piém:

VPN tot nhat cho router Belkin

Cho phép nap firmware DD-WRT tuy chinh va dinh tuyén may khach OpenVPN trén
router Belkin.

TONG QUAN BAI HOC VE VPN CHO ROUTER BELKIN

Chao mting ban! B6 hoat dong nay hudng dan ban vé cau
hinh VPN cho router Belkin. Ban s& kham pha cac han ché
NGUGI HOC cla pass-through géc, cai firmware DD-WRT tly chinh,

chipset Broadcom va cac van dé bao mat cua PPTP.
TU CACH SINH VIEN

L6 trinh Ngusi bao vé mang CAC PIEM KIEM TRA CUA PHIEU HOC TAP
Phan 1-4: Ndm viing VPN va cau hinh bao mat mang.

M Phan 5-7: Giai cac cau do 6 chif va tim tu.
AN TOAN

TRANG THAI KET NOI

Che chén cac goi di liéu

Phan 8-9: Giai cac nghién cttu tinh huéng va thir thach mat thu.

Phan 10: Xem lai cac trang cau hoi thudng gap cd ban va nang
cao.

Phan 11: Kham pha 10 su that thu vi trong thuc té.

HOAT PONG

CHONG RO Ri

Bao vé chéng ro ri DNS va IPv6

O O O o

Thudng: thif thach Nghi nhanh.

M& Hudéng dan cac VPN tot nhat ciia VPN.com

URL: https://www.vpn.com/vi/vpn/vpn-tot-nhat-cho-router/belkin/
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L& trinh hoc vé VPN cho router Belkin ctia ban

e Danh gia Igi ich cla viéc thiét 1ap bao vé VPN cho toan bd ngdi nha tai router.
e Cau hinh trién khai firmware tuy chinh bang nén tang ma nguén mé DD-WRT.
e Hiéu vi sao phan sun Belkin géc chi hd trg VPN pass-through.

® DPanh gia muc suy gidm hiéu nang do chi phi ma hoa trén bd xt ly dgi ca.

e So sanh cac cau hinh firmware thay thé dung Tomato va OpenWRT.

e Trién khai dinh tuyén theo chinh sach dé loai trif cac IP thiét bi cu thé khoi dudng ham.

HUGNG DAN VPN CHO ROUTER BELKIN

Tra I8i cac cau hoi trdc nghiém va ding/sai, hoan thanh cac cau dién vao chd trong bang ngan hang tl, ghép cac
dinh nghta, réi giai 6 chif va tim tir. Hay van dung kién thiic ctia ban vé phan sun DD-WRT tly chinh, VPN pass-
through va chipset Broadcom. Két thic véi hoat déng thudng Nghi nhanh.

NAP FIRMWARE DD-WRT TUY CHiNH VA CAI DAT CHO QUA VPN CUA FIRMWARE GOC

Phan sun géc cua Belkin chi cho phép cac thiét bi ndi bd di qua két néi VPN cua chinh ching. Dé bao mat toan bd
mang & cap router, ngudi dung phai flash phan sun DD-WRT tly chinh cho cac mau Belkin tugng thich.

(GIGI THIEU)

Phan sun géc clia Belkin chi cho phép cac thiét bi néi bo di qua két néi VPN clia chinh ching. Dé bao mat toan bo
mang & cap router, ngudi dung phai flash phan sun DD-WRT tuy chinh cho cadc mau Belkin tugng thich.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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VPNl VPN TOT NHAT CHO ROUTER BELKIN PHIEU HOC TAP VE VPN
Diém kiém tra 1: Thi thach trdc nghiém

0 1. Router Belkin géc danh cho ngugi tiéu dung cé hé trg két ndi may khach VPN géc khong?
A. C6, moi mau
B. Khéng, phan sun géc khéng hé trg ing dung khach
C. C4, qua ting dung Belkin
D. C9, nhung chi véi OpenVPN

9 2. Can nap firmware tuy chinh nao dé chay VPN trén cac router Belkin tugng thich?

A. Tomato
B. DD-WRT
C. RouterOS
D. pfSense

e 3. Tinh nang nao trong firmware géc cua Belkin cho phép luu Iugng VPN tif PC di qua router?

A. Ung dung khach VPN
B. VPN Pass-through
C.DMZ

D. Chuyén tiép cong

o 4. Nén tranh giao thiic nao khi cau hinh két néi thu céng do cac 16 héng khai thac?
A. OpenVPN
B.PPTP
C. WireGuard
D.L2TP

5. Nha cung cap VPN nao xép hang #1trong huéng dan cia VPN.com vé cac VPN tét nhat cho
router Belkin?

A. NordVPN
B. ExpressVPN
C. Surfshark
D. CyberGhost
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. VPN pass-through giéng nhu viéc cidu hinh mét ting dung khach VPN trén router.
bung Sai

@ caunoi7

7. Flash firmware khéng tuong thich cho router Belkin cé thé lam héng vinh vién thiét bi (brick).
bung Sai

© caunois

8. DD-WRT hé trg dinh tuyén theo chinh sach dé loai cac IP thiét bi cu thé khoi dusng ham VPN.
bung Sai

© cauneio

9. Ban c6 thé cau hinh VPN trén router Belkin bang bang quan tri géc cta né ngay khi mai dung.
Pung Sai

@ cauneito

10. PPTP dudc coi la giao thiic an toan nhat cho cac két néi VPN Belkin hién dai.

bung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Cac router thong thuéng chay thi khéng ¢6 san ting dung khach VPN.
2. Dé mé khéa cai dat VPN, ban phai flash firmware tuy chinh 1én cac mau tucng
thich.

3. Hé thdng gdc chi cho phép Iuu Iudng ctia may khach di qua bang tinh nang

4. Flash sai anh firmware cé thé gay ra tinh trang vinh vién cho phan cting.

5. Sau khi flash, ban c6 thé cau hinh két néi thui cong bang daemon

6. Dé ngan Iuu lugng choi game di qua VPN, hay xac dinh trong phan cai dat.

NGAN HANG TU VUNG

BO MACH BRICK HOA DD-WRT DPUGNG HAM Ao FIRMWARE GOC
OPENVPN CLIENT TUYEN CHINH SACH VPN PASSTHROUGH

Viét cau tra I8i ctia ban tai day:

1 2.
3 4.
5 6.
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4

Diém kiém tra 4: Ghép ndi khai niém VPN va mang

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhép liéu.
1. BELKIN NGUYEN BAN A Cac cai dat cau hinh gan IP thiét bi cu thé dé bd qua VPN.
2. FIRMWARE DD-WRT B Giao dién mang ao (tun0) dinh tuyén cac goi dugc ma hoa.
" Thiét ké bang mach vat ly cla céc thiét bi dinh tuyén khéng da
3. Bl QUA TRUC TIEP C tigu dung. gme Y O H e
. Phan mém géc dudc cai san chay trén cdc mau router tiéu din
4. ROUTER Bl HONG D ctia Belkin g ’ Y g
5. MAY KHACH OPENVPN Firmware router ma nguén md tly chinh dua trén Linux, ho trg
: E cé4c tién trinh nén VPN.
< . , Lam hong b6 nhd flash cla router, khién phan ciing khong thé
6. QUY TAC CHINH SACH F st dung.
2 . - Dich vu Uing dung khach nguén mé dung dé thiét 1ap két néi
7. DIEU HOP DUGNG HAM G e e g g P
. Tinh nang cho phép Iuu lugng VPN cua thiét bi ndi bo di qua
8. BANG BELKIN H

tudng IUa cla router.
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Piém kiém tra 5: Tro chgi 6 chit

VPNl VPN TOT NHAT CHO ROUTER BELKIN
—— COM

PHIEU HOC TAP VE VPN

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y

bén dudi.

HANG NGANG

4. Firmware router ma nguén ma tuy chinh dua
trén Linux, hd trg cac daemon VPN (5)

5. Tinh ndng cho phép Iuu lugng VPN cua thiét bi

bén trong di qua tudng Ita cua router (14)

6. Dich vu (tng dung khach ma nguén mé dung
dé thiét 1ap két ndi router an toan (13)

7. Lam héng bd nhd flash cuia router khién phan
cting khong thé st dung (8)

8. Giao dién mang ao (tun0) dinh tuyén cac goi
da ma héa (10)
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HANG DOC

1. Cac thiét 1ap cau hinh gan IP thiét bi cu thé dé
bo qua VPN (14)

2. Phan mém cai san goc chay trén cac mau
router Belkin danh cho ngudi dung phé théng (11)

3. Thiét ké bo mach vat ly cuia cac thiét bi dinh
tuyén khdng day danh cho ngugi diing phd théng
(6)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG

4 hang ngang: Firmware router ma ngudén mé tuy chinh dua trén Linux, hd trg cac daemon VPN (5 chi cai):

5 hang ngang: Tinh nang cho phép Iuu Iudng VPN cua thiét bi bén trong di qua tudng Iita cua router (14 chii
cai):

6 hang ngang: Dich vu (ing dung khach ma nguén mé dung dé thiét 1ap két noi router an toan (13 chii cai):

7 hang ngang: Lam héng bd nhé flash cua router khién phan ciing khdng thé st dung (8 chit cai):

8 hang ngang: Giao dién mang ao (tun0) dinh tuyén cac goi da ma héa (10 chit cai):

HANG DOC

1hang doc: Cac thiét 1ap cau hinh gan IP thiét bi cu thé dé boé qua VPN (14 chii cai):

2 hang doc: Phan mém cai sén goc chay trén cac mau router Belkin danh cho ngudi dung phé théng (11 chit
cai):

3 hang doc: Thiét ké bo mach vat ly cua cac thiét bi dinh tuyén khong day danh cho ngudi dung pho thong (6
chii cai):
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piém kiém tra 6: Tim tU an

VPN VPN TOT NHAT CHO ROUTER BELKIN

PHIEU HOC TAP VE VPN

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.
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DANH SACH TU VUNG
FIRMWAREGOC DDWRT VPNPASSTHROUGH

TUYENCHINHSACH
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BOMACH

OPENVPNCLIENT
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VPN| veN 76T NHAT CHO ROUTER BELKIN PHIEU HOC TAP VE VPN

Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét

chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG
A.FIRMWAREGOC

B. DDWRT

C. VPNPASSTHROUGH
D. BRICKHOA

E. OPENVPNCLIENT

F. TUYENCHINHSACH
G. PUGNGHAMAO

H. BOMACH
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PINH NGHIA VA CAC TRUOGNG GHEP

1. Thiét ké bo mach vat ly clia cac thiét bi dinh tuyén khong day danh
cho ngudi dung pho théng.

2. Lam hong bd nhé flash cua router khién phan cling khéng thé sur
dung.

3. Phan mém cai s&n goc chay trén cac mau router Belkin danh cho
ngudi dung phé théng.

4. Dich vu Uing dung khach ma nguén mé& dung dé thiét 1ap két néi
router an toan.

5. Firmware router ma nguén mé tly chinh dua trén Linux, hé trg cac
daemon VPN.

6. Giao dién mang ao (tun0) dinh tuyén cac géi da ma hoa.
7. C4c thiét 1ap cau hinh gan IP thiét bi cu thé dé bod qua VPN.

8. Tinh nang cho phép Iuu lugng VPN cua thiét bi bén trong di qua
tudng lUa cua router.
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Diém kiém tra 7: Thi thach tu bi xao tron

PHIEU HOC TAP VE VPN

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé mang riéng ao (VPN).

Viét dap an clia ban vao cac 6 nhap da cung cép.

WROIAEFGRC

1. M S.
2 APSNSGVUTH 6
" ROHP ’
3 POCILNTENV 7
" PEN ’
a. I‘;AGONMADU 8.
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OACHBKRI

SCHTNUYHCA
IEHN

MHBCAO
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VPNl VPN TOT NHAT CHO ROUTER BELKIN
—— COM

PHIEU HOC TAP VE VPN

Hoat dong thuéng: Nghi nhanh

3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG.

Nhiing thu trong trang cai dat cua router
Nhiing thd lam Wi-Fi cham

Nhiing tép ban sé Iuu trén NAS

Nhiing thif nha cung cap dich vu Internet ctia ban cé
thé thay

Nhitng thudng hiéu router ban biét

Ly do d6i mat khau mac dinh

Nhitng thiét bi thong minh trong gia dinh

Lgiich cua VPN trén router

Nhiing tif trong phiéu hoc tap nay ma ban mudn ghi nhé
Nhiing thiét bi ban sé& bao vé qua router Belkin ctia minh
Nhitng viéc ban lam khi mat két néi Internet

Nhitng thiét bi khong c6 ting dung VPN riéng

Nhiing ngdi ban sé dung VPN

Nhiing loai cap hodc céng 6 mat sau cua router

Nhitng su cd c6 thé xay ra khi cap nhat firmware
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Diém kiém tra 8: Nghién ctu tinh hudng vé VPN va mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN CUU TiNH HUONG 1: NANG CAP ROUTER BELKIN LEN FIRMWARE DD-WRT TUY CHiNH

Tinh huéng: M6t chli nha muén bao mat toan bdé mang clia minh nhung dang diing mét router Belkin nguyén
ban chi hé trg VPN pass-through.

Cau héi thao luan: Hay giai thich quy trinh va cac rui ro cta viéc nang cép router dé bat cac két néi ing dung
khach.

NGHIEN cUU TiNH HUONG 2: KHAC PHUC TOC O VPN THAP TREN PHAN CUNG BELKIN B3I cU
a

Tinh huéng: M6t router Belkin da nap DD-WRT két néi thanh céng vSi may chd VPN, nhung téc dd Internet
giam tir 100 Mbps xuéng 15 Mbps Vi tai CPU 100%.

Cau héi thao luan: Nguyé&n nhan géc ré cla su suy giam nay |a gi va cé thé giai quyét né nhu thé nao?
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Diém kiém tra 9: Giai ma mat thu

Ky su mang bao mat cac kénh dinh tuyén va dudng ham clia may khach. Hay dung bang khéa Chii-
S6 bén dudi dé giai ma théng diép bang cach viét cac chi ci tuong Ung vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 D=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20
Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

R D S NS N S S D N S NS S w—

Thong diép da giai ma:

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q1: Tdi c6 thé cai Ung dung khach VPN trén router Belkin nguyén ban khéng?

Khong. Firmware goc cua Belkin khéng hd trg két ndi may khach VPN theo cach goc. Ban phai cai firmware tuy chinh
cla bén thi ba nhu DD-WRT dé 1am dugc diéu do.

Q2: VPN pass-through trén Belkin la gi?

VPN pass-through Ia tinh ndng cla router cho phép cac may tinh trong mang cuc b cla ban thiét 1ap két néi VPN tdi
cac may chu tu xa qua tudng Iua.

Q3: Lam thé nao dé cau hinh VPN trén Belkin?

DPé ma hoa toan bd luu lugng mang, hay kiém tra kha nang tuong thich véi DD-WRT, flash router va nhap tép cau hinh
OpenVPN cla nha cung cap VPN cla ban.

Q4: Nguy hiém cua viéc flash firmware tuy chinh la gi?

Néu ban flash sai tép hodc mat dién trong qua trinh nay, router Belkin c6 thé bi 'brick' (v6 hiéu héa vinh vién).

Q5: VPN nao tot nhat cho router Belkin?

Céac nha cung cép I8n nhu NordVPN, ExpressVPN va Surfshark cung cap hudng dan cau hinh chi tiét cho firmware
DD-WRT.

© VPN.com | Phiéu hoc tap vé VPN cho router Belkin Trang 15



VPN| veN 76T NHAT CHO ROUTER BELKIN PHIEU HOC TAP VE VPN

COM

Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q6: Lam thé nao dé kiém tra model Belkin ctia tdi cé tudng thich véi DD-WRT khéng?

Truy cap trang web chinh thitc ciia DD-WRT va tim ding s6 model Belkin cla ban trong Router Database.

Q7: Pia chi IP mac dinh cua trang cai dat Belkin la gi?

Router Belkin géc thudng dugc truy cap cuc bd qua http://192.168.2.1 béng trinh duyét web. [6]

Q8: Tdi c6 thé cau hinh NordVPN trén Belkin khéng?
C6, néu router dugc cai DD-WRT, ban c6 thé nhap thi cédng cac hd s OpenVPN cua NordVPN.

Q9: PPTP cé an toan cho VPN trén router Belkin khong?
Khong. PPTP Ia giao thic 16i thsi véi cac 16 hdng da biét. Ludn uu tién cau hinh OpenVPN hodc WireGuard.

Q10: VPN trén router c6 bao vé TV thong minh cua t6i khéng?

C6, moi thiét bi két néi véi router Belkin da cau hinh VPN déu dudc bao méat va méa héa tu déng.
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VPN TOT NHAT CHO ROUTER BELKIN PHIEU HOC TAP VE VPN

Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q1: 'Brick’ router la gi va lam sao dé tranh?

Thiét bi bi hong (bricking) xay ra khi ban cap nhat phan sun that bai lam hong bd nhé flash. Hay tranh diéu nay béng
céch kiém tra phién ban model va ddm bao nguén dién 6n dinh.

Q2: Lam thé nao dé cau hinh (ing dung khach OpenVPN trén DD-WRT Belkin?

Vao Services > VPN, bat OpenVPN client, nhap IP may chu, céng, khéa va dan céc chiing chi do VPN cua ban cung

cap. [12]

Q3: Belkin c6 hé trg firmware Tomato khong?

M6t s6 mau Belkin cu thé dua trén Broadcom hé trg phan sun Tomato, cung cép giao dién (ing dung khach VPN thay

thé.

Q4: Stic manh CPU déng vai tro gi trong téc dé VPN cua Belkin?

Router Belkin d&i cii cé6 CPU khiém t6n, nén chi phi mat ma ctia OpenVPN c6 thé kéo t6c do VPN thdp hon nhiéu so
vdi téc do goi Internet clia ban.

Q5: Lam thé nao dé tat VPN pass-through trén Belkin?

Trong bang diéu khién quan tri géc clia Belkin, vao cai dat Firewall va bd chon céc tuy chon pass-through IPsec,
L2TP hoac PPTP.
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VPN TOT NHAT CHO ROUTER BELKIN PHIEU HOC TAP VE VPN

Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q6: Lam thé nao dé thiét 1ap dinh tuyén theo chinh sach trong DD-WRT?

Trong cai d&t may khach OpenVPN, nhap céac dai IP cuc bd cu thé vao trusng Policy Rules dé dinh tuyén ching qua
WAN tiéu chuén thay vi VPN.

Q7: ExpressVPN c6 cung cap firmware cho Belkin khéng?

Khong. Ung dung router ctia ExpressVPN chi chay trén mot s& mau Linksys, Netgear va ASUS va khéng con nhan cap
nhat; hay dung DD-WRT.

Q8: Lam thé nao dé sao Iuu cai dat Belkin trugc khi flash?

Trong bang quan tri goc, vao Utilities > Save/Backup Settings va tai tép cau hinh vé may tinh cua ban.

Q9: DD-WRT va firmware goc cua Belkin khac nhau nhu thé nao?

DD-WRT la firmware tuy chinh dua trén Linux, m& khoa cac tinh nang nang cao nhu client VPN, giam sat bang thong
va quy tac QoS.

Q10: Lam thé nao dé khdi phuc cai dit goc router Belkin cla t6i?

Nhan va gili nut reset vat ly 8 mat sau trong 15 gidy khi router dang bat nguén.
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PHIEU HOC TAP VE VPN

Phan 11: 10 su that va hiéu biét thuc té vé VPN

Xem lai cac su that thuc té vé toc d6 ma hoa VPN, kiém toan giao thiic, két ndi di déng va lam viéc tu

xa trong doanh nghiép.

1. THONG TIN VE VPN

Router tiéu dung géc cla Belkin khéng cé bang cau hinh
(tng dung khach VPN géc trong giao dién quan tri. [1]

3. THONG TIN VE VPN

VPN pass-through cho phép cac may khach néi bé dung
Ung dung VPN nhung khéng ma hoa Iuu lugng mang &
cap router.

5. THONG TIN VE VPN

Cac quan tri vién mang chu trong bao mat vo hiéu héa
giao thiic PPTP do céac cudc khai thac 16 héng mat ma.

7. THONG TIN VE VPN

Router Belkin méc dinh dung dia chi céng IP 192.168.2.1
dé truy cap quan tri cuc bo géc. [5]

9. THONG TIN VE VPN

Deloitte da tién hanh kiém toan tuan thu doc 1ap déi véi
céc tuyén bo vé quyén riéng tu ctia NordVPN vao ca nam
2022 va 2024.
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2. THONG TIN VE VPN

Can flash router Belkin bang firmware tuy chinh DD-WRT
dé thiét 1ap két n6i may khach OpenVPN cho toan bd ngéi
nha.

4. THONG TIN VE VPN

Router Belkin thuong chay chipset Broadcom hoac Ralink,
phai khép chinh xac véi cac ban stia ddi trong co s& di
lidu DD-WRT.

6. THONG TIN VE VPN

Viéc nap firmware tly chinh that bai cé thé lam router
Belkin bi "brick", khéng phan héi cac yéu cdu mang tiéu
chuén.

8. THONG TIN VE VPN

NordVPN xép hang s6 1trong huéng dan router Belkin
ctia VPN.com, nhung CPU cua router Belkin van gigi han
théng lugng VPN. [1]

10. THONG TIN VE VPN

K&t ndi mét router VPN phu & ché dd cau néi la phuang
an thay thé an toan cho viéc nap firmware 1&n phan ciing
Belkin géc.
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Tai liéu tham khao ky thuat va nguén

VPN TOT NHAT CHO ROUTER BELKIN

PHIEU HOC TAP VE VPN

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan ti cac tiéu chuan ky thuat, dac ta va khung

quy dinh toan cau.
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Dap an: Piém kiém tra 1- Trac nghiém

o Phan sun géc BELKIN G6C Dap an dung: B

GHI CHU CHO GIAO VIEN

Phan sun tiéu dung géc clia Belkin khéng hé trg cac bang cau hinh (ing dung khach VPN géc. Trich dan: Belkin Support.

e Nap DD-WRT DD-WRT Dap an dung: B
GHI CHU CHO GIAO VIEN

Flash firmware DD-WRT cho router Belkin tugng thich Broadcom sé m& khoa tinh nang dinh tuyén may khach VPN nang cao.
Trich dan: DD-WRT.

GHI CHU CHO GIAO VIEN

Phan sun géc cla Belkin chi c6 VPN pass-through dé cac may khach thiét bi néi bd di qua tusng Itra. Trich dan: Belkin
Support.

o L6 hong PPTP PPTP LOI THOI Pap an dung: B

GHI CHU CHO GIAO VIEN

Giao thiic PPTP da Ii thai va cé céc 16 héng bao mat nghiém trong, khién né khéng an toan cho mang hién dai. Trich dan:
OpenVPN.

o Cau hoi 5 Pap an dung: A
GHI CHU CHO GIAO VIEN

NordVPN xép hang #1 trong hudng dan router Belkin ctia VPN.com, hudng dan nay bao gém cac mau Belkin da dudc nap
DD-WRT.

[ e VPN pass-through 1 qua TRUC TIEP Pap an ding: B
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DPap an: Piém kiém tra 2 - Pung hay Sai

© VPN.com | Phiéu hoc tap vé VPN cho router Belkin

Ung dung khach Stealth 1 qua Truc TIEP Dap an dung: Sai

GHI CHU CHO GIAO VIEN

VPN pass-through chi cho phép cac may khach ndi bd di qua tusng Ilra, chir khéng ma héa & router. Trich dan: Belkin
Support.

RUi ro lam héng thiét bi NAP FIRMWARE Pap an dung: Pung

GHI CHU CHO GIAO VIEN

Flash sai anh firmware cho router Belkin cé nguy cd lam phan ciing bi brick vinh vién. Trich dan: DD-WRT.

Binh tuyén theo chinh sach LoaiTrU P Pap an diing: Ping

GHI CHU CHO GIAO VIEN

Cai dat DD-WRT hb trg dinh tuyén theo chinh sach dé loai cac IP thiét bi dugc chon khoi dusng ham. Trich dan: DD-WRT.

Tuy chon ting dung khach géc  BeLkin c6c Dap an dung: Sai

GHI CHU CHO GIAO VIEN

Phan sun tiéu dung géc clia Belkin khéng hé trg cac bang cau hinh (ing dung khach VPN géc. Trich dan: Belkin Support.

PPTP 16i thai PPTP KHONG AN TOAN Pap an ding: Sai

GHI CHU CHO GIAO VIEN

Giao thiic PPTP da Ii thai va cé cac 16 hdng nghiém trong, khién né khéng an toan cho mang hién dai. Trich dan: OpenVPN.
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DPap an ti vung va thang cham diém

PAP AN CHO GIAO VIEN

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6

diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM

€) rsekinncuvenein | @ 2. FIRMWARE DD-WRT €) s oouaTrycTIEP
5. MAY KHACH 6. QUY TAC CHINH 7. PIEU HOP BUGNG
OPENVPN SACH HAM

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHINH

@ rrvware Goc © oo-wrt © VPN PASSTHROUGH
© orenveN CLIENT © TuvEN cHinH sACH

PIEM KIEM TRA 6, PHUGNG AN KHAC: DAP AN - GHEP TU
) +-somacH E) o-srickHOA B) A-rFrvwaAREGOC

B =-oowrr B c-puoncHAMAO F - TUYENCHINHSACH

3 - routerBIHONG

) s.sincBEKIN

© srick HOA

) :=-openveNCLEENT

) c- venpassTHROUGH

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:

Kiém tra xem hoc sinh c6 giai thich dugc BELKIN NGUYEN BAN, FIRMWARE DD-WRT va Bl QUA TRUC TIEP béng I6i ciia minh va

néu mét vi du cho méi thuat ngit hay khéng.

Nghién cttu tinh hudng:

Yéu cau hoc sinh duing di kién trong phiéu, khéng dung phong doan, dé chiing minh khuyén nghi ctia minh.

Panh gia nguén:

Yéu cau hoc sinh kiém chuing it nhat mdt nhan dinh trong cac ngudn cla phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh c6

thé thay déi theo thdi gian.
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DPap an cau dé va ghi chu cho giao vién

DAP AN TIM TU
T 0 E D X @ T E ¢c E A I E R
N U L E H V A U H L 6 6 c T P
E K T R WD D Y E B S M G U Q
I o E H A A B E V R P U M X Y
L 6 ¢c B K A DNBTI CVMO6 V
C OM EMOHC T C K C V O Y
N I S R N P R H X K A P 6 A p
P V M X V U I I A H E xXx o M A
v 6 A 6 U o N E O Q E A A o
N B H E Y P I H C A M O B H H
E V P N P A S S T H R O U G H
P DML G Q A A Y N X Y H N D
0O 0 H M P U A C Y B I A G O O
A R A M A K U H C G V M K U U
D F I R W A R E G 6 ¢c A »p o

HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU
HANG NGANG

4 hang ngang: DDWRT Firmware router ma nguén md tly
chinh dua trén Linux, hé trg cac daemon VPN (5 chif cai)

5 hang ngang: VPNPASSTHROUGH Tinh nang cho phép Iuu
lugng VPN cua thiét bi bén trong di qua tudng Ilra cla router
(14 chit cai)

6 hang ngang: OPENVPNCLIENT Dich vu Ung dung khach
ma ngudn ma dung dé thiét 1ap két ndi router an toan (13 chit

cai)

7 hang ngang: BRICKHOA Lam hdong bd nhd flash cua router
khién phan cling khéng thé sl dung (8 chit cai)

8 hang ngang: DUGNGHAMAO Giao dién mang 4o (tun0)
dinh tuyén cac géi da ma hoa (10 chi cai)
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PAP AN CHO GIAO VIEN

DAP AN O CHU
T
F| U] B
] Y| 0]
p|p[w|r[T] E| ™|
] N Al
Wi c| c|
lvlp|n|r|Aa|s]|s|T|H[R]O|U|G]|H
R |
lofple|N|v]p|NfcfL|i]E[N]T]
G [ H]
6 s
lBlR[1]|c|k|H|O]A
c
[p|ujo|nfc|H|[A[m|[A]o]
HANG DOC

1hang doc: TUYENCHINHSACH Cac thiét 1ap cau hinh gan
IP thiét bi cu thé dé bo qua VPN (14 chit cai)

2 hang doc: FIRMWAREGOC Phan mém cai san goc chay
trén cac mau router Belkin danh cho ngusi dung phé théng

(11 chr céi)

3 hang doc: BOMACH Thiét ké bo mach vat ly cua cac thiét
bi dinh tuyén khéng day danh cho ngusi dung phé théng (6

chi céi)
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Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. WROIAEFGRCM FIRMWAREGOC 5. WTDRD DDWRT
2. APSNSGVUTHROHP  VPNPASSTHROUGH 6. OACHBKRI BRICKHOA
3. POCILNTENVPEN OPENVPNCLIENT 7. SCHTNUYHCAIEHN  TUYENCHINHSACH
4. HAGONMADUG DUONGHAMAO 8. MHBCAO BOMACH

KHOA THU THACH MAT THU Bi MAT

"ROUTER BELKIN CAN PHAN SUN TUY CHINH"
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DPap an nghién ctu tinh hudng

NGHIEN CUU TiNH HUONG 1: NANG CAP ROUTER BELKIN LEN Lo gidi danh cho
FIRMWARE DD-WRT TUY CHiNH gido vién

HUGNG DAN CHAM PIEM

Cau tra 18i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét chi nha muén bao vé toan bd mang clia minh nhung dang dung
router Belkin nguyén ban chi hé trg VPN pass-through.

« Chién lugc va giai phap dé xuat: Xac minh kha néng tuong thich clia model trong cd s6 dif liéu
DD-WRT, tai dung tép nhi phan firmware, nap qua bang quan tri va trdnh mat dién dé khéng lam
héng thiét bi (brick).

NGHIEN CUU TINH HUONG 2: KHAC PHUC TOC D0 VPN THAP Lis gisi danh cho
TREN PHAN CUNG BELKIN D3I CU gido vien
HUGNG DAN CHAM DIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

« Phan tich tinh huéng: Mot router Belkin dudgc nap DD-WRT két néi thanh cdng v8i may chu VPN,
nhung téc do internet giam tir 100 Mbps xuéng 15 Mbps vdi tai CPU 100%.

 Chién lugc va giai phap dé xuat: CPU router yéu bi nghén c6 chai do ma héa OpenVPN; hay cau
hinh dinh tuyén theo chinh sach dé loai cac thiét bi dung nhiéu bang théng, hodc dung céng
VPN phu manh han.
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