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Ho tén: Ngay: Piém:

VPN tot nhat cho router

Cau hinh bao mat cho ca ngéi nha va két néi firmware ma nguén mé trén router.

TONG QUAN BAIHOC VE VPN TOT NHAT CHO ROUTER

Chao miing ban! B6 hoat ddng nay hudéng dan ban vé VPN
cho router cla ca gia dinh. Ban sé kham pha viéc cai
NGUGI HOC firmware DD-WRT/Tomato, may khach géc cua ASUS, chi

phi xtr ly CPU va céc ngoai |& dinh tuyén theo chinh sach.
TU CACH SINH VIEN

L6 trinh Ngu@i bao vé mang CAC PIEM KIEM TRA CUA PHIEU HOC TAP
@ Phan 1-4: N3m vitng VPN va cau hinh bao mat mang.
AN TO AN [ ] Phan 5-7: Giai cac cau dé 6 chit va tim tur.

TRANG THAI KET NOI
Che chén céac gdi dt liéu

Phan 8-9: Giai cac nghién ctu tinh hudng va thii thach mat thu.

cao.

Phan 11: Kham pha 10 su that thu vi trong thuc té.

HOAT DONG

CHONG RO Ri

D Phan 10: Xem lai cac trang cau héi thudng gdp ca ban va nang
Bao vé chdng ro ri DNS va IPv6 @

Thudng: thi thach Nghi nhanh.

M& Hudéng dan cac VPN tot nhat cia VPN.com

URL: https://www.vpn.com/vi/vpn/vpn-tot-nhat-cho-router/
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Ld trinh hoc vé VPN cho router ctia ban

e Danh gia Igi ich cla viéc thiét 1ap bao vé VPN cho toan bd ngdi nha tai router.
e Cau hinh trién khai firmware tuy chinh bang nén tang ma nguén mé DD-WRT.
e Quan ly cac két n6i may khach géc trén bang quan tri router ASUS.

® DPanh gia muc suy gidm hiéu nang do chi phi ma hoa trén bd xt ly dgi ca.

e So sanh cac cau hinh firmware thay thé dung Tomato va OpenWRT.

e Trién khai dinh tuyén theo chinh sach dé loai trif cac IP thiét bi cu thé khoi dudng ham.

HUGNG DAN VE VPN TREN ROUTER

Tra I6i cac cau hoi trdc nghiém va dung/sai, hoan thanh cac cau dién vao chd tréng béng ngan hang tl, ghép cac
dinh nghia, rdi giai 6 chi va tim tr. Hay van dung kién thiic clia ban vé phan sun tuy chinh. Két thuc véi hoat déng
thuéng Nghi nhanh.

VPN VA FIRMWARE CHO ROUTER TOAN BO NHA (GIGI THIEU)

Ca&u hinh client VPN trén router gia dinh mang lai bao mat cho ca ngdi nha, gém Smart TV va cac nut loT. Trién khai
c4c giao thiic nhe trong menu quan tri DD-WRT hodc ASUS giup tranh nghén cé chai bo xU ly.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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Diém kiém tra 1: Thi thach trdc nghiém

PHIEU HOC TAP VE VPN

0 1. Nha san xuat nao cung cap hé trg ting dung khach géc cho OpenVPN va WireGuard?

A) ASUS
B) Netgear dgi ci
C) Apple AirPort

D) Tiéu chuan Belkin

9 2. Firmware router ma nguén mé phé bién nao dudc dung rong rai cho VPN?

A) DD-WRT

B) BIOS

C) Hé diéu hanh Android
D) macOS Core

e 3. Giao thtic nao dugc khuyén nghi cho router nhé chi phi CPU thap han?

A) WireGuard

B) OpenVPN TCP
C) L2TP

D) PPTP

o 4. Firmware router nao la lua chon ma nguén mé phd bién khac thay thé DD-WRT?

A) Tomato

B) Windows Server

C) Safari

D) May tinh dé ban Linux Mint

o 5. Lgi ich chinh cua viéc cai VPN trén router gia dinh la gi?

A) Bao vé toan bo ng6i nha

B) P6 tré cuc bd ting

C) Né hoa don tién dién

D) Phan cuiing Wi-Fi nhanh han
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. Cai dat VPN trén router bao vé& moi TV théng minh va thiét bi loT dudc két néi.
bung Sai
@ caunoi7
7. Router ASUS can nap firmware tuy chinh dé hoat déng nhu ting dung khach VPN.
bung Sai
© caunois
8. Ma héa OpenVPN it tén CPU hon WireGuard trén cac router gia ré.
bung Sai
© cauneio
9. DD-WRT cho phép ngusi dung cau hinh cac quy téc dinh tuyén theo chinh sach nang cao.
Pung Sai
@ cauneito
10. VPN trén router cé thé ngan ISP cua ban bép bang théng mét s6 loai Iuu Iugng cu thé ma ho nhin
thay dudc.

Pung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Cai VPN trén router mang lai su bao vé cho moi thiét bi da két noi.

2. Flash router bang firmware tuy chinh cho phép cau hinh (ing dung khach
nang cao.

3. Cac router hién dai c6 menu quan tri tich hgp cho két ndi (ing dung khach an
toan.

4. Router hiéu ndng cao trién khai giao thuc ton it tai nguyén dé bao vé bang
thong.

5. CPU router dgi cii kho xti ly phan tich mat ma nang cua giao thic

6. Mot firmware ma nguén mé thay thé rat pho bién cho cac thiét bi tuong thich la

NGAN HANG TU VUNG

ASUS DD-WRT GIAM TOC OPENVPN TOAN NHA TOMATO
TUYEN CHINH SACH WIREGUARD

Viét cau tra I3i ctia ban tai day:

1 2.
3 4.
5 6.
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Diém kiém tra 4: Ghép noi khai niém chinh

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhép liéu.
1. TOAN BO NHA A Giao thiic ma hda cii cé chi phi phu tréi cao.
2. DD-WRT B Dinh tuyén céc thiét bi cu thé ra ngoai VPN.
3. ASUS C Bao vé moi thiét bi gia dinh dugc két néi.
4. WIREGUARD D Hanh vi ctia ISP lam cham Iuu Iugng mang cua ngudi dung.
5. OPENVPN E Firmware tuy chinh thay thé cho DD-WRT.
6. TOMATO F Thuong hiéu router cé hé trg Ung dung khach géc.
7. DINH TUYEN THEO CHiNH SACH G Giao thuc nhe danh cho CPU cua router.
8. GIGI HAN Téc DQ H Firmware router tuy chinh nguén mé.
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Piém kiém tra 5: Tro chgi 6 chit

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y
bén dudi.

HANG NGANG HANG DOC
2. Firmware tuy chinh thay thé cho DD-WRT (6) 1. Hanh vi ISP lam cham luu lugng mang cua
. . . nhguai dung (7)
5. Pinh tuyén cac thiét bi cu thé ra ngoai VPN
(14) 3. Bao vé moi thiét bi gia dinh dang két noi (7)
6. Giao thiic ma héa cii, ton nhiéu tai nguyén (7) 4. Giao thuic nhe danh cho CPU cua router (9)

7. Hang router c6 hd trg ting dung khach goc (4)

8. Firmware router tiy chinh ma nguén mé (5)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG

2 hang ngang: Firmware tuly chinh thay thé cho DD-WRT (6 chii cai):

5 hang ngang: Pinh tuyén cac thiét bi cu thé ra ngoai VPN (14 chii cai):
6 hang ngang: Giao thiic ma héa cii, ton nhiéu tai nguyén (7 chit cai):

7 hang ngang: Hang router cé hd trg (ing dung khach goc (4 chii cai):

8 hang ngang: Firmware router tlly chinh ma nguén mé (5 chif cai):

HANG DOC

1hang doc: Hanh vi ISP lam cham luu lugng mang ctia ngudi dung (7 chii cai):

3 hang doc: Bao vé moi thiét bi gia dinh dang két nai (7 chif cai):

4 hang doc: Giao thiic nhe danh cho CPU cuia router (9 chif cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.
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DANH SACH TU VUNG

TOANNHA DDWRT ASUS WIREGUARD OPENVPN TOMATO
TUYENCHINHSACH GIAMTOC
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Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét
chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG BINH NGHIA VA CAC TRUGNG GHEP
A. TOANNHA 1. Hang router c6 hd trg (ing dung khach géc.
B. DDWRT . .
2. Giao thtc ma hoa ci, tdn nhiéu tai nguyén.
C.ASUS
D. WIREGUARD 3. Bao vé& moi thiét bj gia dinh dang két néi.
E. OPENVPN 4. Hanh vi ISP lam cham Iuu lugng mang cla ngudi dung.
F. TOMATO

. 5. Firmware router tuy chinh ma nguén mé.
G. TUYENCHINHSACH

H. GIAMTOC 6. Giao thuc nhe danh cho CPU cua router.
7. Firmware tuy chinh thay thé cho DD-WRT.

8. Binh tuyén céc thiét bi cu thé ra ngoai VPN.
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Diém kiém tra 7: Thi thach tu bi xao tron

VPN VPN TOT NHAT CHO ROUTER

PHIEU HOC TAP VE VPN

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé méi gisi tén mién. Viét

dap an cua ban vao cac 6 nhap da cung cap.

1. NHTNAAO

2. AUSS

3. NOVNEPP

UHCHENCHIA
STYN
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TTAOMO

IMCGOTA
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Hoat dong thuéng: Nghi nhanh

’ 3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG. ‘

1 Nhiing thi VPN khdng thé bao vé ban khéi

2 Nhiing thiét bi 6 nha dung Internet

3 Ly dodung VPN khi di du lich

4 Nhiing thi ban thay ddi trén mot router méi

5 Nhiing thuong hiéu router ban biét

6 Nhiing thiét bi cé thé dung VPN

7 Nhiing Iam tudng vé VPN

8 Nhiing ndi ban sé dung VPN

9  Nhiing chd trong nha cé Wi-Fi yéu

10 Nhiing cach nhan biét mang Wi-Fi gia

1 Nhiing tif trong phiéu hoc tap nay ma ban muén ghi nhé

12 Nhiing cam két ctia mat nha cung cap VPN tot

13  Nhiing thu gay nhiéu tin hiéu Wi-Fi

14  Nhiing tif lién quan dén quyén riéng tu

15 Lgiich cia mot VPN cho ca ng6i nha
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Diém kiém tra 8: Nghién cttu tinh hudng

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN CUU TiNH HUONG 1: BAO MAT 10T CHO CA NGOI NHA

Tinh huéng: M6t ngdi nha théng minh cé han 30 thiét bi dugc két ndi, trong dé cé camera an ninh khéng méa
héa va bd diéu nhiét théng minh.

Cau héi thao luan: Ngbi nha cé thé bao vé toan bo luu lugng cla thiét bi loT ma khéng can cai ting dung VPN
trén tiing thiét bj riéng 1& bang cach nao?

NGHIEN cUU TiNH HUONG 2: BO XU LY D3I cU Bl QUA TAI

Tinh huéng: M6t ngudi dung nap DD-WRT cho mét router ¢l gia ré va cau hinh OpenVPN, khién bang théng
giam tir 300Mbps xuéng 15Mbps.

Cau héi thao luan: Nguyé&n nhan cla nut that téc dd nay 1a gi, va cé thé cai thién théng lugng dinh tuyén nhu
thé nao?
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Diém kiém tra 9: Giai ma mat thu

Ky su mang bao mat cac kénh dinh tuyén va dudng ham clia may khach. Hay dung bang khéa Chii-
S6 bén dudi dé giai ma théng diép bang cach viét cac chi ci tuong Ung vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 P=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20

Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

27 20 16 22 17 25 24 8 22 4 1 17 27 9 15 1 16 10

L SV S S NSRS S W N S N L S D S NS W N—

Thong diép da giai ma:

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).

© VPN.com | Phiéu hoc tap vé VPN tét nhat cho router Trang 14



VPN| ven 76T NHAT cHO ROUTER PHIEU HOC TAP VE VPN

COM

Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q1: VPN trén router la gi?

Pay Ia may khach VPN dudc cau hinh truc tiép trén router tai nha cua ban, tu dong ma hda luu lugng internet ctia moi
thiét bj dudc két noi.

Q2: Lam thé nao dé cai VPN trén router cua t6i?

Truy cap bang quan tri router, chuyén dén tab VPN Client, nhap tép cau hinh cla nha cung cap va nhan bat.

Q3: Router ASUS c6 hé trg VPN san khéng?

C6, cac router ASUS d&i maéi cé menu may khach VPN tich hdp hd trg OpenVPN va WireGuard ma khéng can cai
firmware tuy chinh. [3]

Q4: Firmware DD-WRT la gi?

DD-WRT la firmware ma nguén m& mién phi dua trén Linux, dudc thiét ké dé thay thé phan mém mac dinh cla router
nhdm mé khoa cac tinh nang nang cao.

Q5: Tdi c6 thé dung VPN trén bat ky router nao khéng?

Khoéng, cac modem-router tiéu chuan do ISP cung cép thudng chan cau hinh may khach; ban can mét router doc lap
tuang thich.
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q6: VPN trén router cé lam cham Wi-Fi cta t6i khong?

C6 thé, déc biét trén cac router cli c6 bo xU ly yéu khé ma héa nhanh cac ludng dii liéu téc do cao.

Q7: Pinh tuyén phan tach hoat déng thé nao trén router?

Dugc goi la Binh tuyén theo chinh sach, né cho phép ban chon IP thiét bi cuc bd nao di qua VPN va IP ndo bd qua né.

(6]

Q8: VPN trén router c6 bao vé smart TV cua téi khong?

C6, moi thiét bi két néi véi router qua Wi-Fi hodc Ethernet déu dugc bao vé, ngay ca khi thiét bi khéng hd trg géc ting
dung VPN.

Q9: Giao thuc nao tot nhat cho VPN trén router?

WireGuard dugc khuyén nghi cao nhd ma nguén nhe, chay nhanh hon dang ké so véi OpenVPN trén bd xu ly router.

Q10: OpenVPN c6 an toan cho router khéng?

C6, OpenVPN c6 dd bao mat cao nhung doi hdi nhiéu stic manh CPU, diéu nay thudng han ché téc do két néi trén
phéan clng tiéu dung.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q1: Lam thé nao dé cau hinh Pinh tuyén theo chinh sach (PBR) trén DD-WRT?

Trong cai d&t may khach VPN, thém céc dia chi IP thiét bj cuc bd muc tiéu clia ban (vi du 192.168.1.50) vao bang dinh
tuyén theo chinh sach.

Q2: Han ché mat ma cua OpenSSL trén router MIPS Ia gi?

Nhiéu CPU router dua trén MIPS khéng c6 ting téc phan ciing AES, nén téc dé OpenVPN trén chuing thudng rat thap.

Q3: Lam thé nao dé flash router an toan bang DD-WRT?

Tai dung tép nhi phan firmware khép véi phién ban phan ciing cla router, tai Ién qua thé nang cap trong phan quan
tri, va khdng ngat ngudn dién.

Q4: VPN Server va VPN Client trén router khac nhau nhu thé nao?

VPN Server cho phép ban két néi vé nha khi & xa; VPN Client dinh tuyén Iuu lugng di ra clia nha ban qua mét nha
cung cép thuang mai.

Q5: Pinh tuyén DNS hoat ddng thé nao trén VPN cua router?

Router phai dugc cau hinh dé day dia chi DNS riéng cua VPN t6i cac may khach cuc bd qua DHCP nham ngan ro ri
qua ISP cuc bd.
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q6: Tdi c6 thé thiét 1ap cau hinh hai router khong?

C6, hay két ndi router c6 VPN véi modem-router ctia nha cung cap dich vu Internet (ISP) chinh, tao ra mot mang Wi-
Fi bao mat th( hai cho céc thiét bj cu thé.

Q7: Uu diém cua OpenWRT so véi DD-WRT la gi?

OpenWrt ¢6 trinh quan Iy goi day dd, nén ngusi dung co thé cai thém phan mém nhu cac goi ing dung khach
WireGuard VPN.

Q8: VPN trén router c6 ngan cac van dé Double NAT khéng?

Khong, VPN trén router ma hda Iuu lugng nhung khéng giai quyét dugc NAT kép, von phai dudc khdc phuc béng cach
bat ché do cau ndi trén modem cula ban.

Q9: Firmware Tomato la gi?

Tomato & phan sun thay thé ma nguén mé ndi tiéng véi giao dién than thién va cac céng cu gidm sat bang théng
nang cao.

Q10: Lam thé nao dé khac phuc 15i két néi trong nhat ky DD-WRT?

Kiém tra syslog cua router tai Status -> Logs dé xac dinh 16i bat tay TLS, 16i xac thuc hoac xung dét dinh tuyén.
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PHIEU HOC TAP VE VPN

Phan 11: 10 su that va hiéu biét thuc té vé VPN

Xem lai cac su that thuc té vé toc d6 ma hoa VPN, kiém toan giao thiic, két ndi di déng va lam viéc tu

xa trong doanh nghiép.

1. THONG TIN VE VPN

Router ASUS hé trg cac hd sd (ing dung khach OpenVPN
va WireGuard géc ngay trong firmware ASUSWRT mac
dinh. [4]

3. THONG TIN VE VPN

Hau hét thiét bi céng két ndi tiéu chuén do ISP cung cap
khéng hé trg két n6i VPN & ché dé may khach trong phan
cai dat.

5. THONG TIN VE VPN

Firmware DD-WRT m& khoa cac tinh nang mang nang
cao nhu gén thé VLAN va céc dudng dinh tuyén theo
chinh sach.

7. THONG TIN VE VPN

CPU router ddi cii thiéu cac Iénh ting téc phan cung, gay
nghén cé chai trén cac dudng truyén cap quang téc dd
cao.

9. THONG TIN VE VPN

Phan sun Tomato tucng thich véi nhiéu loai phan cling
router Linksys va Netgear dung chip Broadcom.

© VPN.com | Phiéu hoc tap vé VPN tét nhat cho router

2. THONG TIN VE VPN

Firmware tuy chinh cé thé cap may chi DNS cltia VPN
qua DHCP, gilp céc thiét bi tranh ro ri DNS.

4. THONG TIN VE VPN

WireGuard thusng cho théng lugng cao hon nhiéu so Vi
OpenVPN trén CPU router I6i kép cong suat thap.

6. THONG TIN VE VPN

VPN trén router dugc tinh 1& mét két néi duy nhat theo gidi
han thiét bi dang hoat déng cla nha cung cép, bat ké cé
bao nhiéu thiét bj két néi.

8. THONG TIN VE VPN

Dinh tuyén theo chinh sach (PBR) cho phép ngudi dung
tach Iuu lugng choi game téc dd cao khoi cac dusng
duyét web bao mat.

10. THONG TIN VE VPN

Bat VPN & cap céng mang sé ma héa moi luu lugng loT
dugc két néi trudc khi téi may chi céng cong.
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Tai liéu tham khao ky thuat va nguén

PHIEU HOC TAP VE VPN

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan ti cac tiéu chuan ky thuat, dac ta va khung

quy dinh toan cau.

TAI LIEU THAM KHAO HOC THUAT VA NGANH
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COM

Dap an: Piém kiém tra 1- Trac nghiém

o Ung dung khach géc  RouTER AsUs Pap an dung: A

GHI CHU CHO GIAO VIEN

ASUS cung cép sé&n cac hé sc (ing dung khach OpenVPN va WireGuard géc ngay trong cai dat géc cuia hang. Trich dan:
ASUSWRT Guide. [4]

e Firmware tuy chinh pp-wrT Pap an ding: A

GHI CHU CHO GIAO VIEN

DD-WRT Ia firmware Linux ma nguén ma mién phi ma& khoéa cac tuy chon client nang cao trén router. Trich dan: DD-WRT
Wiki.

e Tinh chinh chi phi phu tréi cpu wiREGUARD Dap an ding: A

GHI CHU CHO GIAO VIEN

Mat ma gon nhe clia WireGuard chay nhanh hon dang ké trén CPU router céng suat thap. Trich dan: OpenWRT WireGuard.

o Phan sun Tomato  TomATO 0S Pap an ding: A

GHI CHU CHO GIAO VIEN

Phan sun Tomato cung cép tinh n&ng theo déi bang théng tuy chinh va cdu hinh dusng hdm may khach cho chip Broadcom.
Trich d&n: Tomato Firmware. [6]

e Bao mat cong két ndi  TOAN BO NHA Pap an dung: A

GHI CHU CHO GIAO VIEN

Chay (ting dung khach VPN trén router ma héa TV thong minh va céac nut loT chi bdng mét két néi. Ngudn: CISA Telework.
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DPap an: Piém kiém tra 2 - Pung hay Sai

e Cau hoi 6 Pap an dung: Pung
GHI CHU CHO GIAO VIEN

Ung dung VPN trén router bao phti TV théng minh, camera an ninh va bd diéu nhiét.

o Ung dung khach ASUS MENU ASUSWRT Dap an dung: Sai

GHI CHU CHO GIAO VIEN

Router ASUS két néi lam (ing dung khach VPN b&ng cai dat tich hgp ma khong can firmware tly chinh. Trich dan: ASUSWRT
Guide. [4]

GHI CHU CHO GIAO VIEN

CPU cua router gia ré khé xtr ly OpenVPN, trong khi WireGuard chay véi chi phi thap. Trich dan: OpenWRT WireGuard. [4]

e Chinh sach dinh tuyén oINH TUYEN THEO CHINH SACH Pap an dung: Plng

GHI CHU CHO GIAO VIEN
DD-WRT hé trg dinh tuyén theo chinh sach dé loai cac IP thiét bi cu thé khéi dusng ham. Trich dan: DD-WRT Wiki.

@ Cau hoi 10 Pap an dung: Plng
GHI CHU CHO GIAO VIEN

VPN che gidu céc loai Iuu lugng khai ISP, cé thé vo hiéu héa viéc bop béng théng nhdm vao cac dich vu cu thé.

[ e Tai CPU TAI MAT MA Pap an ding: Sai
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DPap an ti vung va thang cham diém

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6
diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM

) 1 ToANBONHA 0 2 oo-wer 6 s asus B - wirecuarp
7. DINH TUYEN THEO , .
) s openven 3 s romaro AR ) s cioiHAN TOC DO

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHINH

@ ToAnnNHA © oo-wrt © Asus © wirecuarD
© orenven © romaro

PIEM KIEM TRA 6, PHUONG AN KHAC: DAP AN - GHEP TU

B c-asus E) c-openven E) A-ToanNHA ) +-ciamroc

B =-oowrr B o-wirecuarp F - TOMATO B c- ruvEncHINHSACH

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:
Kiém tra xem hoc sinh cé giai thich dugc TOAN BO NHA, DD-WRT va ASUS bang I6i cia minh va néu mét vi du cho méi thuat ng
hay khéng.

Nghién cttu tinh hudng:
Yéu cau hoc sinh duing di kién trong phiéu, khéng dung phong doan, dé chiing minh khuyén nghi ctia minh.

Panh gia nguén:
Yéu cau hoc sinh kiém chuing it nhat mdt nhan dinh trong cac ngudn cla phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh c6
thé thay déi theo thdi gian.
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DPap an cau dé va ghi chu cho giao vién

PAP AN TIM TU DAP AN O CHU

A A 0o A A 0OV O K I V K V s I i

cC 0O T M HC G P T M G M I O 0 L

E M A M 0O P Q E S O I R E A @ A

D O M 0O E Q A N U C A R X A |T‘|°MA|T‘|O| _

R T O Y U » I V E Y M N B M C L - L

A R T O U O A P S A T A N Y N o) W o

U W CKAACNOTCG®O®DE H G |T|U‘|Y|E‘|NCH | NlH‘|SAC|H|

G DB P O S LDG QT C Y Q D A R N

E D O U D U A A O O MO S V O |O‘|P E N|V‘|P N

R I P S Q S B M X A P Q U U H G H

I T U ¥ E N C H I N H S A C H V) |A |

W A P Y X X K E G M P I L L R A|S | U “ S |

O E 0O OE Y A OT D T A X P X R

A E L Y E HN O N U A L Y X D DID |W‘| R | T ‘

o u T K T 6 A N U L E T B

HUGNG DAN CHO GIAO VIEN VE DAP AN O CHU
HANG NGANG HANG DOC
2 hang ngang: TOMATO Firmware tly chinh thay thé cho 1hang doc: GIAMTOC Hanh vi ISP [am cham Iuu lugng mang
DD-WRT (6 ch cai) cla ngudi dung (7 chit cai)
5 hang ngang: TUYENCHINHSACH Binh tuyén cac thiét bi 3 hang doc: TOANNHA Bao vé& moi thiét bi gia dinh dang két
cu thé ra ngoai VPN (14 chit cai) ndi (7 chi cai)
6 hang ngang: OPENVPN Giao thiic ma hoa ci, tén nhiéu tai 4 hang doc: WIREGUARD Giao thiic nhe danh cho CPU cua
nguyén (7 chi cai) router (9 chi cai)

7 hang ngang: ASUS Hang router co hé trg (ing dung khach
g6c (4 chit cai)

8 hang ngang: DDWRT Firmware router tly chinh ma nguén
ma (5 chi cai)
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Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. NHTNAAO TOANNHA 5 WTDRD DDWRT
2. AUSS ASUS 6. REIAUWGDR WIREGUARD
3. NOVNEPP OPENVPN 7. TTAOMO TOMATO
4. UHCHENCHIASTYN TUYENCHINHSACH 8 IMCGOTA GIAMTOC

KHOA THU THACH MAT THU Bi MAT

"VPN ROUTER BAO VE MANG IOT DA KET NOI"
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DPap an nghién ctu tinh hudng

n Nghién ctu tinh hudng 1: Bao mat loT cho ca ngdi nha L&i giai danh cho gio vién

HUGNG DAN CHAM BIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

« Phan tich tinh huéng: M6t ngdi nha théng minh cé han 30 thiét bi dugc két ndi, gém ca camera
an ninh va bd diéu nhiét théng minh khéng ma hda.

« Chién lugc va giai phap dé xuat: Cau hinh ting dung khach VPN truc tiép tai router céng gia
dinh, ma hoa toan bd Iuu lugng mang con cuc bd trudc khi di ra.

B Nohien ciru tinh hudng 2: B3 xir 1y ddi ¢t bi qua tai Lél i d2nh cho gida visn

HUGNG DAN CHAM BIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

« Phan tich tinh huéng: Mét ngudi dung nap DD-WRT Ién mét router cii ré tién va cau hinh
OpenVPN, khién bang théng giam tif 300Mbps xuéng 15Mbps.

« Chién lugc va giai phap dé xuat: CPU ré tién khéng dap ung néi chi phi mat ma nang cla
OpenVPN. Hay chuyén giao thuc cua (ng dung khach sang WireGuard.
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