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Ho tén: Ngay: Piém:

VPN tot nhat cho router DD-WRT

Cau hinh firmware ma nguén mé DD-WRT, client OpenVPN va cac quy tac chéng ro
ri cua tudng Iua.

TONG QUAN HOC TAP VE VPN TREN ROUTER DD-WRT

Chao mting ban! B6 hoat dong nay hudng dan ban vé cau
hinh VPN cho router DD-WRT. Ban sé kham pha firmware

NGUGI HOC Linux ma nguén ma, cac daemon may khach OpenVPN, kiém
. tra co s& d liéu router va quy tac dinh tuyén theo chinh
TU CACH SINH VIEN sach.

L& trinh Ngudi bao vé mang
CAC DPIEM KIEM TRA CUA PHIEU HOC TAP

[:] Phan 1-4: Ndm viing VPN va cau hinh bao mat mang.

AN TOAN

TRANG THAI KET NOI

Che chén cac goi di liéu

Phan 5-7: Giai cac cau dé 6 chir va tim tu.
Phan 8-9: Giai cac nghién ctiu tinh hudng va thir thach mat thu.

Phan 10: Xem lai cac trang cau héi thudng gap cd ban va nang
cao.

HOAT PONG

CHONG RO Ri
Bao vé chéng ro ri DNS va IPv6

Phan 1: Kham pha 10 su that thu vi trong thuc té.

O d o g -

Thudng: thui thach Nghi nhanh.

M& Hudéng dan cac VPN tét nhat cia VPN.com

URL: https://www.vpn.com/vi/vpn/vpn-tot-nhat-cho-router/dd-wrt/
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Ld trinh hoc vé VPN cho router DD-WRT ctia ban

e Danh gia Igi ich cua viéc thiét 1ap bao vé VPN cho toan bd ngdi nha tai router.

C4&u hinh trién khai firmware tuy chinh bang nén tang ma nguén maé DD-WRT.

Hay kiém tra co sd d(f liéu router DD-WRT trudc khi nap firmware cho thiét bi.

® DPanh gia muc suy gidm hiéu nang do chi phi ma hoa trén bd xt ly dgi ca.
e So sanh cac cau hinh firmware thay thé dung Tomato va OpenWRT.

Trién khai dinh tuyén theo chinh sach dé loai trif cac IP thiét bi cu thé khai dusng ham.

HUGNG DAN VPN TREN ROUTER DD-WRT

Tra I8i cac cau hoi trdc nghiém va ding/sai, hoan thanh cac cau dién vao chd trong bang ngan hang tl, ghép cac
dinh nghta, réi giai 6 chif va tim tir. Hay van dung kién thiic ctia ban vé phan sun ma ngudn ma dua trén Linux, tién
trinh nén OpenVPN va dinh tuyén theo chinh sach. Két thic véi hoat ddng thusng Nghi nhanh.

FIRMWARE LINUX NGUON M3 & TiCH HOGP UNG DUNG VPN CHO CA NHA

DD-WRT la firmware Linux m& nguén m& manh mé thay thé phan mém router tiéu chuan. N6 cung cép client dé hoa
gbc dé thiét 1ap cac dusng hdm OpenVPN hodc WireGuard an toan trén toan mang cho moi thiét bi cuc bé.

(GIGI THIEU)

DD-WRT la firmware Linux ma nguén m& manh mé thay thé phan mém router tiéu chuan. N6 cung cap client dé hoa
g6c dé thiét 1ap cac dusng ham OpenVPN hodc WireGuard an toan trén toan mang cho moi thiét bj cuc bd.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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Diém kiém tra 1: Thi thach trdc nghiém

0 1. Nhan hé diéu hanh nao la nén tang cuia firmware DD-WRT?

A. Linux

B. FreeBSD

C. Windows

D. macOS Core

PHIEU HOC TAP VE VPN

9 2. Giao thiic nao la tiéu chuan nganh cho router DD-WRT nh& kha nang tuang thich rong?

A.PPTP
B.L2TP
C. OpenVPN
D. IPSec

3. Trong cac thif nghiém router DD-WRT cuia VPN.com, ExpressVPN dat ty 1& giil toc do bao

nhiéu?
A.10-20%
B. 70-80%
C. 95-100%
D. Luén t6i da 50%

o 4. Ban nén kiém tra cd sé dif liéu nao trudc khi nap firmware cho router dé tranh lam héng thiét

bi?
A. Cd sd dii liéu router DD-WRT
B. Google Play
C. App Central
D. Quy tdc WIPO

e 5. VPN nao xép hang #1trong huéng dan router DD-WRT cua VPN.com?

A. NordVPN
B. ExpressVPN
C. Surfshark
D. CyberGhost
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. DD-WRT la hé diéu hanh doc quyén, tra phi danh cho router gia dinh.
bung Sai

@ caunoi7

7. Cai dat may khach VPN trén router DD-WRT bao vé tu ddng moi thiét bi dudgc két noi.
bung Sai

© caunois

8. Cau hinh gbc clia DD-WRT c6 sé&n bang diéu khién dé hoa cho hé sd may khach OpenVPN.
bung Sai

© cauneio

9. Flash sai tép nhi phan firmware DD-WRT cé thé lam router bi brick vinh vién.

Pung Sai

@ cauneito

10. Tomato 14 phan sun ma nguén ma thay thé duy nhat cho DD-WRT.

bung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. DD-WRT dugc xay dung trén ma ngudn mé dé thay thé cac hé thong goc.

2. Giao thuc chinh dung trén router da flash la dich vu

3. Phan ciing di manh chay DD-WRT dat so véi bang thong géc.

4. Trudc khi flash, ngusi dung phai kiém tra miu ctia minh trong dé tranh brick.

5. Nha cung cap xép hang sé 1trong huéng dan DD-WRT cua VPN.com la dich vu

6. Dé loai cac may chgi game khéi ma héa, hay cau hinh trong bang diéu khién
uiing dung khach.

NGAN HANG TU VUNG

BAN DUNG DD-WRT CO SO DU LIEU DUGNG HAM A0 NHAN LINUX NORDVPN
OPENVPN CLIENT Ti LE GIU TOC DO TUYEN CHINH SACH

Viét cau tra I6i ctia ban tai day:

1. 2.
3 4.
5 6.
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Diém kiém tra 4: Ghép ndi khai niém VPN va mang

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhép liéu.
~ Ty 1é bang thong con lai khi bat VPN (70-80% ddi vdi
1. NHAN LINUX A ExpressVPN trong céc thi nghiém ctia VPN.com).
, , Danh s&ch tuang thich phan cting chinh thic truc tuyén do cac
2. MAY KHACH OPENVPN B nha phat trién DD-WRT quan ly.
3. LUUGIU 70 Cc Nhan hé diéu hanh cét 16i lam nén tang cho DD-WRT.
4. ROUTERDATAB D Giao dién mang ao (tun0) dinh tuyén cac goi dugc ma hoa.
5. NORDVPNRANK Céc quy tac dua trén IP dung dé loai trif cac thiét bi cuc bod cu
: E thé khoi dudng ham VPN.
< . , Dich vu may khach OpenVPN tich hgp dung dé thiét lap két noi
6. QUY TAC CHINH SACH F Couter an toan.
2 . R Phién ban nhi phan bién dich cu thé cta phan sun router DD-
7. PIEU HOP DUCONG HAM G WRT ty chinh.
R Dich vu VPN xép hang #1 trong hudéng dan cua VPN.com vé
8. BAN BUILD DD-WRT H

VPN cho router DD-WRT.
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PHIEU HOC TAP VE VPN

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y

bén dudi.

H N|

HANG NGANG

3. Dich vu VPN xép hang s6 1trong huéng dan vé
VPN cho router DD-WRT cua VPN.com (7)

5. Quy tic dua trén IP dung dé loai cac thiét bi
cuc bd cu thé khéi dudng ham VPN (14)

6. Phién ban nhi phan da bién dich cu thé cua
firmware router DD-WRT tuy chinh (12)

7. Phan bang théng con lai khi bat VPN (70-80%
v@i ExpressVPN trong cac thi nghiém cua
VPN.com) (12)

8. Giao dién mang ao (tun0) dinh tuyén cac goi
da ma héa (10)
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HANG DOC

1. Danh sach tuang thich phan ciing truc tuyén
chinh thic do cac nha phat trién DD-WRT quan
ly (10)

2. Nhan hé diéu hanh 16i 1a nén tang ciia DD-WRT
(9)

4. Dich vu OpenVPN tich hgp duing dé thiét I1ap
két nodi router an toan (13)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG

3 hang ngang: Dich vu VPN xép hang s6 1trong huéng dan vé VPN cho router DD-WRT ctia VPN.com (7 chii
cai):

5 hang ngang: Quy tac dua trén IP duing dé loai cac thiét bi cuc bd cu thé khéi dudng ham VPN (14 chit cai):

6 hang ngang: Phién ban nhi phan da bién dich cu thé cta firmware router DD-WRT tuy chinh (12 chif cai):

7 hang ngang: Phan bang thong con lai khi bat VPN (70-80% véi ExpressVPN trong cac thif nghiém cuia
VPN.com) (12 chi cai):

8 hang ngang: Giao dién mang ao (tun0) dinh tuyén cac goi da ma héa (10 chit cai):

HANG DOC

1 hang doc: Danh sach tucng thich phan cting truc tuyén chinh thic do cac nha phat trién DD-WRT quan ly
(10 chi cai):

2 hang doc: Nhan hé diéu hanh 16i 1a nén tang ctia DD-WRT (9 chif cai):

4 hang doc: Dich vu OpenVPN tich hgp dung dé thiét 1ap két ndi router an toan (13 chii cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.

o
H
H
L)

T I L E 6 I U T 6 C P

N A U E I L U D O S O C U N Y
E vV L P 0 V G 0 C A B I O O U
I U U K H E s E »p A D R G I R
L Q U P Y D E p 9 A D aA K 06 A
c ¥ L I U P S A Q V U H L L E
N E M E P P K R P K P U E A s

DANH SACH TU VUNG

NHANLINUX OPENVPNCLIENT TILEGIUTOCPO COSGDULIEU NORDVPN
TUYENCHINHSACH PUONGHAMAO BANDUNGDDWRT
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Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét

chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG
A. NHANLINUX

B. OPENVPNCLIENT
C. TILEGIUTOCPO

D. COSODULIEU

E. NORDVPN

F. TUYENCHINHSACH
G. PUGNGHAMAO

H. BANDUNGDDWRT

PINH NGHIA VA CAC TRUOGNG GHEP

1. Phan bang théng con lai khi bat VPN (70-80% vdi ExpressVPN
trong cac thi nghiém cua VPN.com).

2. Phién ban nhi phan d& bién dich cu thé cla firmware router DD-
WRT tuy chinh.

3. Dich vu VPN xép hang s6 1trong hudng dan vé VPN cho router
DD-WRT cua VPN.com.

4. Nhan hé diéu hanh 16i 14 nén tang cua DD-WRT.

5. Danh sach tuong thich phan cuing truc tuyén chinh thiic do cac
nha phat trién DD-WRT quan ly.

6. Dich vu OpenVPN tich hgp dung dé thiét 1ap két ndi router an toan.

7. Quy téc dua trén IP dung dé loai cac thiét bi cuc bd cu thé khoi
dudng ham VPN.

8. Giao dién mang &o (tun0) dinh tuyén cac géi da ma hda.
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Diém kiém tra 7: Thi thach tu bi xao tron

PHIEU HOC TAP VE VPN

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé mang riéng ao (VPN).

Viét dap an clia ban vao cac 6 nhap da cung cép.

1.

28

31

4.

© VPN.com | Phiéu hoc tap vé VPN cho router DD-WRT

ILNHNNUXA

0IGITCPLTOU
E

DNVNRPO

HAGONMADU
o

&,

6.

7.

8.

LEPECVTPINO
NN

EDGLICOUUS

SCHTNUYHCA
IEHN

DNUWGTBNA
RDD

Trang 11



VPN

COM

10

n

12

13

14

15

VPN TOT NHAT CHO ROUTER DD-WRT

PHIEU HOC TAP VE VPN

Hoat dong thuéng: Nghi nhanh

’ 3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG. ‘

Nhiing thua lam Wi-Fi cham

Nhiing thiét bi ban sé bao vé qua router DD-WRT cua

minh

Ly do dung VPN khi di du lich

Ly do d6i mat khau mac dinh

Lgiich cua VPN trén router

Nhiing loai cap hodc céng 6 mat sau cua router
Nhiing tép ban sé Iuu trén NAS

Nhiing tif lién quan dén quyén riéng tu

Nhiing thiét bi thong minh trong gia dinh
Nhiing thu trong trang cai dat cua router
Nhitng viéc ban lam khi mat két néi Internet
Nhitng su c6 c6 thé xay ra khi cap nhat firmware
Nhiing thiét bi khéng cé ting dung VPN riéng
Nhiing thudng hiéu router ban biét

Nhitng dich vu VPN ban biét
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Diém kiém tra 8: Nghién ctu tinh hudng vé VPN va mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN CUU TiNH HUONG 1: THIET LAP MA HOA TOAN MANG TREN ROUTER DD-WRT

Tinh huéng: M6t doanh nghiép mudén bao vé tat ca thiét bj théng minh trong van phong (bd diéu nhiét, camera)
khéng hé trg (ing dung khach VPN géc.

Cau héi thao luan: Hay néu quy trinh cau hinh trong bang quan tri DD-WRT.

NGHIEN CUU TiNH HUONG 2: GIAI QUYET NGHEN €O CHAI CPU TREN ROUTER MIPS DD-WRT

2
Tinh huéng: M6t quan tri vién nhan thdy muc st dung CPU cua router & 100% khi chay VPN, va téc dé mang
giam dang ké.

Cau hoi thao luan: Nén thuc hién nhiting budc khéc phuc su cé nao dé cai thién hiéu nang?
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Diém kiém tra 9: Giai ma mat thu

Ky su mang bao mat cac kénh dinh tuyén va dudng ham clia may khach. Hay dung bang khéa Chii-
S6 bén dudi dé giai ma théng diép bang cach viét cac chi ci tuong Ung vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 P=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20

Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

20 M 3 16 23 25 16 24 25 29 5 1" 12 16 N

—_— e e e e e e e e e — e

P N D S N NS i N O S S N S NS N —

Thong diép da giai ma:

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q1: Firmware DD-WRT la gi?

DD-WRT la firmware tUy chinh ma nguén ma dua trén Linux, dugc thiét ké dé thay thé phan mém géc trén router
khoéng day danh cho ngudi tiéu dung, md khoa cac tinh nang nang cao nhu client VPN.

Q2: VPN DD-WRT bao vé ngdi nha cua téi nhu thé nao?

C4&u hinh client VPN trén DD-WRT sé dinh tuyén va ma hoéa toan bd luu lugng di ra clia moi thiét bi gia dinh dugc két
néi qua mét dudng ham an toan.

Q3: Lam thé nao dé cai dat VPN trén DD-WRT?

Vao Services > VPN, bat may khach OpenVPN, nhap IP may chu VPN, céng, théng tin xac thuc cla ban, rdi dan
chting chi CA tif nha cung cép. [5]

Q4: DD-WRT c6 tai xuéng mién phi khéng?

C6, DD-WRT la ma nguén md va mién phi dé tai vé cho cac mau router tuong thich tif co sé dif liéu DD-WRT chinh
thuc.

Q5: Rui ro khi flash DD-WRT la gi?

Flash sai tép firmware hoac ngét ngudn dién gitta chiing cé thé lam hong bd nhd flash, khién router bi brick (khéng
dung dugc).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q6: Giao thuc VPN nao tot nhat cho DD-WRT?

OpenVPN & giao thiic dugc hé trg rong rai va dang tin cay nhat trén DD-WRT, con WireGuard dugc ua chudng trén
cac ban dung mdi hon nhd téc do.

Q7: Toi c6 thé dinh tuyén cac thiét bi cu thé ra ngoai VPN trén DD-WRT khéng?

Co6, ban c6 thé cau hinh Binh tuyén theo chinh sach (Policy-Based Routing) trong cai dit OpenVPN dé bd qua ma hoa
cho mét s6 IP cuc bd cu thé.

Q8: Pia chi IP mac dinh cua trang cai dat DD-WRT la gi?
Sau khi nap firmware, cac cai d&t quan tri DD-WRT thudng dudc truy cap tai http://192.168.1.1 b&ng trinh duyét. [3]

Q9: NordVPN c6 hé trg DD-WRT khéng?
C6, NordVPN cung cap tép cau hinh OpenVPN thl céng va hudng dan thiét 1ap tiing budc cho router DD-WRT.

Q10: VPN trén DD-WRT c6 bao vé TV théng minh cua t6i khéng?

Co, tat ca thiét bi (bao gébm smart TV, loT va console) két néi véi router VPN DD-WRT déu dudc bao vé tu dong.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q1: Su khac biét gilta firmware DD-WRT va Tomato la gi?

DD-WRT hé trg nhiéu thiét bi va tinh nang haon, con Tomato c6 giao dién ngusdi dung hién dai hon va gidm sat bang
théong hiéu qua.

Q2: Lam thé nao dé cau hinh kill switch trén DD-WRT?

Thém céac quy téc tudng Ita tly chinh trong Administration > Commands (nhu quy tac iptables) dé chan truy cap
WAN néu giao dién tun0 bi rét.

Q3: Téc d xung nhip CPU déng vai tro gi trong hiéu nang VPN cia DD-WRT?

Ma héa phu thudc vao CPU, nén cac router MIPS 16i don cii chay OpenVPN cham han nhiéu so véi cac router ARM da
16i m@i hon.

Q4: Lam thé nao dé ngan ro ri DNS trén DD-WRT?

Bat DNSMasq tai Setup > Basic Setup, va gan cac dia chi DNS riéng clia nha cung cap VPN vao céc trudng DNS tinh.

Q5: DD-WRT c6 hd trg OpenVPN UDP va TCP khéng?

C6, UDP dugc khuyén nghi cho choi game va streaming nhg dé tré thap han, con TCP dung dé vugt qua tusng Ilra
nghiém ngat.
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q6: Lam thé nao dé sao luu cau hinh DD-WRT clia t6i?

Vao Administration > Backup, roéi nhap Backup dé tai tép cai dat (.bin) vé may tinh clia ban. [6]

Q7: Cac tham s6 cau hinh (ing dung khach OpenVPN phé bién trong DD-WRT la gi?

Céc tham sé chinh gém IP/Céng may chu, Giao thiic dudng ham (UDP/TCP), Thuat toan bam (SHA-256), Thuat toan
ma hoa (AES-256-GCM) va CA Cert.

Q8: Tdi c6 thé chay déng théi may chi VPN va (ing dung khach trén DD-WRT khéng?

C6, DD-WRT hd trg chay cac daemon may khach va may chu riéng biét trén cac céng khac nhau dé cho phép truy
cap tu xa trong khi bao vé luu lugng cuc bd.

Q9: Lam thé nao dé dat lai router DD-WRT vé méc dinh nha san xuat?

Thuc hién dat lai '30-30-30": gill nut reset 30 giay khi dang bat ngudn, 30 giay khi rut dién, va thém 30 giady khi cdm

dién lai.

Q10: Lam thé nao dé kiém tra nhat ky hé théng tim 16i VPN trong DD-WRT?

Bat Syslog tai Administration > Services, va kiém tra nhat ky xuét ra tai Status > Syslog dé kh&c phuc 16i bat tay.
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PHIEU HOC TAP VE VPN

Phan 11: 10 su that va hiéu biét thuc té vé VPN

Xem lai cac su that thuc té vé toc d6 ma hoa VPN, kiém toan giao thiic, két ndi di déng va lam viéc tu

xa trong doanh nghiép.

1. THONG TIN VE VPN

DD-WRT la firmware tuy chinh dua trén Linux, m& khoa
céc tinh n&ng mang nang cao cap doanh nghiép trén
router ngudi dung.

3. THONG TIN VE VPN
OpenVPN I3 giao thic tiéu chudn cho DD-WRT nhd tich

hdp tién trinh nén géc vao giao dién dé hoa cua firmware.

5. THONG TIN VE VPN

Pia chi céng IP mac dinh cho bang diéu khién quan tri
router DD-WRT da flash la 192.168.1.1.

7. THONG TIN VE VPN

Dung WireGuard trén cac ban DD-WRT hién dai giup tang
théng lugng va giam dd tré so véi OpenVPN cd.

9. THONG TIN VE VPN

Deloitte da tién hanh kiém toan tuan thi doi véi cac tuyén
b6 vé quyén riéng tu clia NordVPN vao ca ndm 2022 va
2024 dé xac minh tinh bao mat cta nhat ky.

© VPN.com | Phiéu hoc tap vé VPN cho router DD-WRT

2. THONG TIN VE VPN

Cai d&t may khach VPN trén router DD-WRT cung cap méa
hoa tu ddng cho moi thiét bi trong mang cuc bo.

4. THONG TIN VE VPN

Router ngudi dung vai bd xU Iy MIPS yéu gap khé khan
véi ma héa OpenVPN, 1am han ché manh t6c doé VPN.

6. THONG TIN VE VPN

Viéc kiém tra cd s& di liéu DD-WRT chinh thic Ia rat
quan trong dé khép chinh xac phién ban bo mach router
trudce khi nap firmware.

8. THONG TIN VE VPN

NordVPN cung cap dia chi may cht DNS thi céng riéng
(103.86.96.100) dé chan ro ri DNS trén DD-WRT.

10. THONG TIN VE VPN

Dinh tuyén theo chinh sach trong DD-WRT cho phép
ngudi dung loai cac may console chdi game bang thdng
cao ra khoi dusng ham VPN.
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Tai liéu tham khao ky thuat va nguén

VPN TOT NHAT CHO ROUTER DD-WRT

PHIEU HOC TAP VE VPN

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan ti cac tiéu chuan ky thuat, dac ta va khung

quy dinh toan cau.

TAI LIEU THAM KHAO HOC THUAT VA NGANH

[1] VPN.com. (2026). Best VPN for DD-WRT: Verified Router
Support.

https://www.vpn.com/vpn/best-vpn-for-router/dd-wrt/

[3] VPN.com. (2026). Best VPN for Belkin Router: Top Picks
That Work.
https://www.vpn.com/vpn/best-vpn-for-router/belkin/

[5] FlashRouters. (n.d.). ProtonVPN Manual OpenVPN Setup -
DD-WRT OpenVPN Support.

https://support.flashrouters.com/dd-wrt/openvpn-manual-setup/pro
tonvpn-manual-vpn-setup/

[7] FlashRouters. (n.d.). Access FlashRouter DD-WRT firmware
settings.

https://support.flashrouters.com/dd-wrt/internet-setup/access-flas
hrouters-firmware-settings/

[9] OpenVPN. (n.d.). OpenVPN 2.6 Manual.
https://openvpn.net/community-resources/reference-manual-for-op
envpn-2-6/

[11] FreshTomato. (n.d.). FreshTomato — Alternative open source
firmware for Broadcom based routers.

https://www.freshtomato.org/

© VPN.com | Phiéu hoc tap vé VPN cho router DD-WRT

[2] OpenWrt Project. (n.d.). WireGuard client.

https://openwrt.org/docs/guide-user/services/vpn/wireguard/client

[4] VPN.com. (2026). Best VPN for Linksys Routers.

https://www.vpn.com/vpn/best-vpn-for-router/cisco-linksys/

[6] FlashRouters. (n.d.). Surfshark Manual OpenVPN Setup -
DD-WRT OpenVPN Support.

https://support.flashrouters.com/setup-guides/openvpn-manual-set
up/surfshark-manual-vpn-setup/

[8] OpenWrt. (n.d.). OpenVPN client.

https://openwrt.org/docs/guide-user/services/vpn/openvpn/client

[10] WireGuard. (n.d.). WireGuard: fast, modern, secure VPN
tunnel.

https://www.wireguard.com/

[12] OpenWrt. (n.d.). OpenWrt Debricking Guide.

https://openwrt.org/docs/guide-user/troubleshooting/generic.debric
k

Trang 20


https://www.vpn.com/vpn/best-vpn-for-router/dd-wrt/
https://openwrt.org/docs/guide-user/services/vpn/wireguard/client
https://www.vpn.com/vpn/best-vpn-for-router/belkin/
https://www.vpn.com/vpn/best-vpn-for-router/cisco-linksys/
https://support.flashrouters.com/dd-wrt/openvpn-manual-setup/protonvpn-manual-vpn-setup/
https://support.flashrouters.com/dd-wrt/openvpn-manual-setup/protonvpn-manual-vpn-setup/
https://support.flashrouters.com/setup-guides/openvpn-manual-setup/surfshark-manual-vpn-setup/
https://support.flashrouters.com/setup-guides/openvpn-manual-setup/surfshark-manual-vpn-setup/
https://support.flashrouters.com/dd-wrt/internet-setup/access-flashrouters-firmware-settings/
https://support.flashrouters.com/dd-wrt/internet-setup/access-flashrouters-firmware-settings/
https://openwrt.org/docs/guide-user/services/vpn/openvpn/client
https://openvpn.net/community-resources/reference-manual-for-openvpn-2-6/
https://openvpn.net/community-resources/reference-manual-for-openvpn-2-6/
https://www.wireguard.com/
https://www.freshtomato.org/
https://openwrt.org/docs/guide-user/troubleshooting/generic.debrick
https://openwrt.org/docs/guide-user/troubleshooting/generic.debrick

VPN

COM

VPN TOT NHAT CHO ROUTER DD-WRT PAP AN CHO GIAO VIEN

Dap an: Piém kiém tra 1- Trac nghiém

Nhan Linux LGOI DD-WRT Pap an dung: A

GHI CHU CHO GIAO VIEN

Firmware tuy chinh DD-WRT dudc xay dung trén nhan Linux dé vugt qua cac gisi han cla firmware géc danh cho ngusi tiéu
dung. Trich dan: DD-WRT.

Chuan OpenVPN TIEN TRINH NEN OPENVPN Pap an dang: C

GHI CHU CHO GIAO VIEN

OpenVPN la giao thic tiéu chuan cho DD-WRT nhd tich hgp tién trinh nén géc vao giao dién dé hoa trong phan cai dat. Trich
dan: OpenVPN.

Cau hai 3 Pap an dung: B

GHI CHU CHO GIAO VIEN

Céc thi nghiém DD-WRT cla VPN.com do dudc ty & gili téc dd 70-80% d6i véi ExpressVPN, thudc hang cao nhat trong cac
Iua chon cua ho.

Cdo s@ dii liéu router RUIRO LAM HONG THIET BI Pap an dung: A

GHI CHU CHO GIAO VIEN

Viéc kiém tra co s& dif liéu DD-WRT chinh thuc Ia rat quan trong dé khdp phién ban bo mach va tranh 1am hong thiét bi
(brick). Trich d4n: DD-WRT.

Cauhoi 5 Pap an dung: A

GHI CHU CHO GIAO VIEN

NordVPN dudc xép hang #1 trong huéng dan router DD-WRT cuia VPN.com.

© VPN.com | Phiéu hoc tap vé VPN cho router DD-WRT Trang 21



VPN

COM

VPN TOT NHAT CHO ROUTER DD-WRT PAP AN CHO GIAO VIEN

DPap an: Piém kiém tra 2 - Pung hay Sai

Hé diéu hanh nguén mé GIAY PHEP DD-WRT Dap an dung: Sai

GHI CHU CHO GIAO VIEN

DD-WRT Ia firmware Linux ma& nguén m& mién phi thay thé phan mém router tiéu chuén danh cho ngusi tiéu dung. Trich dan:
DD-WRT.

Whole-Home Shield vpN TREN ROUTER Pap an dung: Plng

GHI CHU CHO GIAO VIEN

Cai dat may khach VPN trén router DD-WRT tu ddng ma hoa Iuu lugng cho moi may khach trong nha dang két néi. Trich dan:
DD-WRT.

Tiéntrinh nén géc  GIAO DIEN OPENVPN Pap an dung: Pung

GHI CHU CHO GIAO VIEN

Firmware DD-WRT c6 trang client d6 hoa géc dé cau hinh truc tiép cac dudng ham OpenVPN. Trich dan: OpenVPN.

RUi ro 1am héng thiét bi nAP bp-wrT Pap an dung: Pung

GHI CHU CHO GIAO VIEN

Flash sai anh firmware cho router ctia ban c6 nguy cd lam phan cting bi brick vinh vién. Trich d&n: DD-WRT.

Hé diéu hanh thay thé TomATO/OPENWRT Dap an dung: Sai

GHI CHU CHO GIAO VIEN

Tomato va OpenWRT la cac phan sun router tuy chinh ma nguén ma phé bién thay thé cho DD-WRT. Trich dan: DD-WRT.
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DPap an ti vung va thang cham diém

PAP AN CHO GIAO VIEN

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6

diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM

" 2. MAY KHACH -
) ' nHANLINUX PV B zuaioro
6. QUY TAC CHINH 7. PIEU HOP DUGNG

) s norovenrRANK o 7

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHINH
@ nHANLINUX © oPENVPN CLIENT © riLeciiToCcHO

© noroven © TuveN cHint sAcH

PIEM KIEM TRA 6, PHUONG AN KHAC: DAP AN - GHEP TU

B c-rieciutocnd ) +-BANDUNGDDWRT B :=-noroven

a D - COSODULIEU G B - OPENVPNCLIENT F - TUYENCHINHSACH

) 4 rouTERDATAB

€ s.sinBUILD DD-WRT

@ cossouLeu

) A-nNHANLINUX

) c-puoncHAMAO

GHI CHU THAO LUAN CHO GIAO VIEN

Thuét ngli chinh:

Kiém tra xem hoc sinh cé giai thich dugc NHAN LINUX, MAY KHACH OPENVPN va LUU GIU 70 bang I8i ctia minh va néu mot vi du

cho méi thuat ngit hay khéng.

Nghién ctu tinh hudng:

Yéu cau hoc sinh duing d{ kién trong phiéu, khéng dung phong doan, dé chiing minh khuyén nghi ctia minh.

Panh gia nguon:

Yéu cau hoc sinh kiém chiing it nhat mot nhan dinh trong cac ngudn clia phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh cé

thé thay déi theo thdi gian.
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DPap an cau dé va ghi chu cho giao vién

PAP AN TIM TU DAP AN O CHU
] ) ) c]
T I L E G I U T 6 ¢c P 6 T I P =
o R N (o]
N A U E I L U D O S O C U N Y — J—
H S
E V L P O Y G (3 c 1:\ B I O O U A g
I U U K H BE s B p A D R G I R N| [D]
L Q U P Y D E D Q A D A K 6 A L | l |N o R|D|V|P||N|
C Y L I U P S A Q V U H L L E (L] P
N E M E P P K R P K P U E A s W T ?
P P X N X X U N I L N A H N U T|U|Y|E NICIHII N H|S|A|C||H|
Vv 9 E R Vv aAadTNINYOG O R | X| Y] i
N E o A M A HGN O U D 6 T s P
o ez alale alzolaels e r [B[a|n[p|uln[c[p|D|w[R]T]
P O S S I A D O M K A N T P E c - — —
i [ Tf1jLlEfc]1fulT[oc|p|O]
o 6 B A NDUNTGTUDDWTU R T O I
U X H I T H X U Vv 0 I G Y G H ?
M A D G A R A HD UD I Y I C |D|U|d N G|H|A|M||A|°|
T
HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU
HANG NGANG HANG DOC
3 hang ngang: NORDVPN Dich vu VPN xé&p hang s6 1trong 1hang doc: CGSODULIEU Danh sach tudng thich phan ciing
hudng dan vé VPN cho router DD-WRT cuia VPN.com (7 chit truc tuyén chinh thiic do cac nha phat trién DD-WRT quan
céi) Iy (10 chit cai)

5 hang ngang: TUYENCHINHSACH Quy tac dua trén IP diing 2 hang doc: NHANLINUX Nhan hé diéu hanh 16i 1a nén tang

dé loai cac thiét bi cuc bd cu thé khoi dusng hadm VPN (14 clia DD-WRT (9 chit cai)
chir cai)
4 hang doc: OPENVPNCLIENT Dich vu OpenVPN tich hgp
6 hang ngang: BANDUNGDDWRT Phién ban nhij phan d& dung dé thiét 1ap két néi router an toan (13 chit cai)
bién dich cu thé cla firmware router DD-WRT tuy chinh (12
chir cai)

7 hang ngang: TILEGIUTOCDO Phan bang théng con lai khi
bat VPN (70-80% vdi ExpressVPN trong cac thi nghiém
ctia VPN.com) (12 chii cai)

8 hang ngang: PUGNGHAMAO Giao dién mang &o (tun0)
dinh tuyén cac goi da ma hda (10 chit cai)
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Dap an: TuU bi xao tron va mat thu
Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

. ILNHNNUXA NHANLINUX 5. LEPECVTPINONN OPENVPNCLIENT
2. 6IGITCHDLTOUE TILEGIUTOCPO 6. EDOLICOUUS COSODULIEU
3. DNVNRPO NORDVPN 7. SCHTNUYHCAIEHN  TUYENCHINHSACH
4. HAGONMADUG DUONGHAMAO 8 DNUWGTBNARDD BANDUNGDDWRT

KHOA THU THACH MAT THU Bi MAT

"PHAN SUN TUY CHINH CHAY OPENVPN AN TOAN"
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DPap an nghién ctu tinh hudng

NGHIEN CUU TiNH HUONG 1: THIET LAP MA HOA TOAN MANG Lasi giai danh cho
TREN ROUTER DD-WRT gido vién
HUGNG DAN CHAM PIEM
Cau tra 18i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét doanh nghiép muén bao vé moi thiét bi théng minh trong van phong
(b6 diéu nhiét, camera) khéng hé trg (ing dung khach VPN géc.

« Chién lugc va giai phap dé xuat: Bat OpenVPN Client trong Services > VPN, nhap céac tham s6
may chu, tai Ién ching chi CA, Iuu va ap dung cai dat.

NGHIEN CUU TiNH HUONG 2: GIAI QUYET NGHEN CO CHAICPU Ly giai dann cho
TREN ROUTER MIPS DD-WRT giso vién
HUGNG DAN CHAM PIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: M6t quan tri vién nhan thady muc st dung CPU cla router 8 muc 100% khi
chay VPN, va téc dd mang giam dang ké.

« Chién lugc va giai phap dé xuat: Chuyén sang giao thiic WireGuard trong cai dat DD-WRT, hoac
dat quy téc theo chinh sach dé bd qua VPN cho céc thiét bi khach dung nhiéu bang théng.
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