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Ho tén:

PHIEU HOC TAP VE VPN

Ngay: Piém:

Danh gia ExpressVPN

Xem lai ExpressVPN c6 tru sd tai BVI, giao thiic Lightway doc quyén, cong nghé
TrustedServer chi dung RAM, cac thiét Iap khong Iuu nhat ky da dugc kiém toan va

kill switch Network Lock.

TONG QUAN HOC TAP VE DANH GIA EXPRESSVPN

NGUGIHOC

TU CACH SINH VIEN
L6 trinh Ngudi bao vé mang

AN TOAN

TRANG THAIKET NOI

Che chén cac goi dif liéu

HOAT DONG

CHONG RO Ri
Bao vé chéng ro ri DNS va IPve

Chao muing ban! Bo hoat ddng nay hudng dan ban danh gia
ky thuat ExpressVPN. Ban sé& kham pha thdm quyén phap ly
BVI vung Caribe, giao thuc Lightway, TrustedServers chi
dung RAM va kill switch Network Lock.

CAC PIEM KIEM TRA CUA PHIEU HOC TAP

0 0

O oo

Phan 1-4: Nam vitng VPN va cau hinh bao mat mang.

Phan 5-7: Giai cac cau dé 6 chif va tim tu.

Phan 8-9: Giai cac nghién ctiu tinh hudng va thii thach mat thu.

Phan 10: Xem lai cac trang cau héi thudng gép co ban va nang
cao.

Phan 11: Kham pha 10 su that th vi trong thuc té.

Thudng: thir thach Nghi nhanh.

Mé& Hudéng dan cac VPN tot nhat ciia VPN.com

URL: https://www.vpn.com/vi/vpn/expressvpn/
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Ld trinh hoc vé ExpressVPN cla ban

e Phan tich giao thiic Lightway ddc quyén va Igi ich vé téc do/két néi cua no.
e Danh gia cédng nghé TrustedServer dung cdu hinh chi dung RAM dé ngan thu thap di liéu.

e Tim hiéu thdm quyén phap ly cia Quan dao Virgin thudc Anh (BVI) va cac bién phap bao vé quyén riéng tu
tai dia phuong.

® Ca&u hinh Internet Kill Switch dé chan moi Iuu lugng khi VPN bi ngét.
e Xem xét cac dgt kiém toan ddc 1ap ctia PwC, KPMG va Cure53 déi v8i may chi va ling dung.

e Dung Advanced Protection dé chan trinh theo déi va cac trang web ddc hai.

HUGNG DAN DANH GIA EXPRESSVPN

Tra I8i cac cau hoi trdc nghiém va ding/sai, hoan thanh cac cau dién vao chd tréng bang ngan hang tl, ghép cac
dinh nghia, réi giai 6 chif va tim tir. Hay van dung kién thuc cta ban vé TrustedServer chi dung RAM va giao thiic
Lightway. Két thic véi hoat ddng thudng Nghi nhanh.

GIAO THUC MA NGUON MG LIGHTWAY VA CAC NUT RAM TRUSTEDSERVER

ExpressVPN dugc thanh Iap tai Quan dao Virgin thudc Anh (BVI), viing dat tri 4n dii liéu. Dich vu cé giao thuc
Lightway ma ngudén m& déc quyén va cdng nghé TrustedServer chi dung RAM, dugc thiét ké dé dif liéu phién khéng
dugc luu trén 6 dia.

(GIGI THIEU)

ExpressVPN dugc thanh Iap tai Quan dao Virgin thudc Anh (BVI), viing dat tri n dit liéu. Dich vu cé giao thuc
Lightway ma nguén m& doc quyén va cdng nghé TrustedServer chi dung RAM, dugc thiét ké dé di liéu phién khéng
dugc luu trén 6 dia.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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Diém kiém tra 1: Thi thach trdc nghiém

0 1. ExpressVPN dugc chinh thuc thanh lap 6 dau?
A) Quan dao Virgin thuéc Anh
B) Quan dao Cayman
C) Thuy Si
D) Gibraltar

PHIEU HOC TAP VE VPN

9 2. ExpressVPN da xay dung giao thic déc quyén nao dé thay thé cac giao thuc cii?

A) Giao thuc Lightway
B) WireGuard

C) OpenWeb

D) Mimic

e 3. Hé théng may chui chi dung RAM cuia ExpressVPN, khang ghi dif liéu nao vao 6 cliing, cé tén la

gi?
A) TrustedServer
B) May cha NoSpy
C) Secure Core
D) RAMVault

o 4. Tén hién tai cta kill switch trén may tinh dé ban ctia ExpressVPN la gi?

A) Internet Kill Switch
B) Secure Core
C) Threat Manager

D) Secure Lock

e 5. Cong ty bao mat nao da kiém toan giao thuic Lightway ctia ExpressVPN?

A) Cure53
B) Deloitte
C) KPMG
D) EY
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. Quan dao Virgin thudc Anh cé hé théng phap luat riéng, khong co luat bat budc Iuu trit dif liéu.
bung Sai

@ caunoi7

7. Giao thuc Lightway 1& ma nguén ma, cho phép bat ky ai kiém tra ma 16i cta nd.
bung Sai

© caunois

8. C4c hé théng TrustedServer ghi cac tép nhat ky sao luu vao 6 ciing cuc bd méi ngay mét lan.
bung Sai

© cauneio

9. Internet Kill Switch ngan ro ri IP bang cach chan Iuu lugng néu VPN bi ngat.
Pung Sai

@ cauneito

10. ExpressVPN chua tling trai qua bat ky dgt kiém todn nao clia bén thi ba déi véi chinh sach khéng
Iuu nhat ky.

Pung Sai

© VPN.com | Phiéu hoc tap danh gia ExpressVPN Trang 4



VPN DANH GIA EXPRESSVPN PHIEU HOC TAP VE VPN

COM

Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. ExpressVPN da phat trién tuy chinh dé t6i uu thdi lugng pin va toc do.

2. Kién truc trién khai may chu chi dung RAM dudc goi la

3. Moi may chu déu hoat dong theo hé thong dé khong ghi nhat ky phién xuéng
o dia.

4. Kill switch ctia ExpressVPN trudc day co tén la

5. Tinh nang chan trinh theo doi va trang web doc hai trudc day dudc goi la

6. Cong ty dudc thanh lap hgp phap tai lanh thd Caribe c6 tén viét tat 1a

NGAN HANG TU VUNG

CHi DUNG RAM DA KIEM TOAN KHONG LUU NHAT KY LANH THO BVI LIGHTWAY
NETWORK LOCK THREAT MANAGER TRUSTED SERVER

Viét cau tra I8i ctia ban tai day:

1 2.
3 4.
5 6.

© VPN.com | Phiéu hoc tap danh gia ExpressVPN Trang 5



VPN DANH GIA EXPRESSVPN PHIEU HOC TAP VE VPN

COM

4

Diém kiém tra 4: Ghép ndi khai niém VPN va mang

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhép liéu.
1. Giao thuic Lightway A Tén trién khai hé thédng may chi chi dung RAM.
2. May chu tin cay B Thiét 1ap may chd xéa toan bo dif liéu khi khai dong lai.
3. Chi dung RAM (o] Tiéu chuan da kiém toan, khéng Iuu nhat ky két néi.
4. Network Lock D Giao thiic ma nguén md tly chinh ctia ExpressVPN.
5. Trinh quan ly méi de doa E Chit viét tat cia mét 1anh thd Anh & vung Caribe.
6. DAO VIRGIN ANH F Tén cu cua Kill switch cua ExpressVPN.
7. Chinh sach khéng nhat ky G Trang théi x4¢c minh do PwC/Cure53 xac nhan.
8. Hé thong da kiém toan H Tén ci cla tinh ndng chdn bé theo déi va méi de doa.
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Piém kiém tra 5: Tro chgi 6 chit

PHIEU HOC TAP VE VPN

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y

bén dudi.

HANG NGANG

7. Tiéu chuan da kiém toan, khong Iuu bat ky
nhat ky két noi nao (14)

8. Trang thai da dugc PwC/Cure53 xac minh (10)
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HANG DOC

1. Tén cii cua tinh nang chan trinh theo ddi va moi
de doa (13)

2. Tén cii cua kill switch trong ExpressVPN (11)

3. Giao thiic ma nguén mé tuy chinh cua
ExpressVPN (8)

4. Tén goi ctia hé thong may chu chi dung RAM
(13)

5. Tén viét tat cia mot l1anh thoé thudc Anh 6 viing
Caribe (10)

6. Cau hinh may chu xéa toan bd dit liéu khi khéi
dong lai (10)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG

7 hang ngang: Tiéu chuan da kiém toan, khong luu bat ky nhat ky két néi nao (14 chit cai):

8 hang ngang: Trang thai da dugc PwC/Cure53 xac minh (10 chii cai):

HANG DOC

1hang doc: Tén cii cua tinh ndng chén trinh theo d6i va méi de doa (13 chil cai):

2 hang doc: Tén cii cua kill switch trong ExpressVPN (11 chii cai):

3 hang doc: Giao thiic ma nguén mé tuy chinh ctia ExpressVPN (8 chif cai):

4 hang doc: Tén goi ctia hé théng may chu chi dung RAM (13 chil cai):

5 hang doc: Tén viét tat ciia mét Ianh thd thudc Anh & viing Caribe (10 chii cai):

6 hang doc: Cau hinh may chu xéa toan bé dif liéu khi khéi dong lai (10 chit cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.

S G Y G H M A D G A R A H D U
D D I Y I C€C K O M H A D O I N
E B M A 1 v B 6 H T H N A L B
T E ¢ A A o p L 6 U s GG X P X

T I T H R E A T M A N A G E R
P ¢ R Q@ L 6 K M Qo E 1 O E X o0
L U T N X O o A A K 6 M A K G

DANH SACH TU VUNG

LIGHTWAY TRUSTEDSERVER CHIDUNGRAM NETWORKLOCK THREATMANAGER
LANHTHOBVI KHONGLUUNHATKY PAKIEMTOAN
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Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét

chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG
A.LIGHTWAY

B. TRUSTEDSERVER

C. CHIDUNGRAM

D. NETWORKLOCK

E. THREATMANAGER
F. LANHTHOBVI

G. KHONGLUUNHATKY
H. DAKIEMTOAN
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PINH NGHIA VA CAC TRUOGNG GHEP

1. Tén c0 cua kill switch trong ExpressVPN.

2. Giao thic ma ngudn md tuy chinh ctia ExpressVPN.

3. Tén goi cla hé théng may chu chi dung RAM.

4. Cau hinh may chl xda toan bo di liéu khi khai dong lai.

5. Trang thai da dugc PwC/Cure53 xac minh.

6. Tiéu chuan da kiém toan, khéng Iuu bat ky nhat ky két néi nao.
7. Tén viét tdt cua mot 1anh thé thudc Anh & ving Caribe.

8. Tén cl cua tinh nang chan trinh theo déi va méi de doa.
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Diém kiém tra 7: Thi thach tu bi xao tron

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé mang riéng ao (VPN).
Viét dap an clia ban vao cac 6 nhap da cung cép.

1. AHTLWIYG 5. $‘E’SRUSTRERD
2. ADCHUMGRNI 6. ‘?VKRLCONEKT
& -?EQANERRMA 7. AHLOHBVITN
4 F\'Egg”"”” 8. AIMNPEATOK
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PHIEU HOC TAP VE VPN

Hoat dong thuéng: Nghi nhanh

3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG.

Nhitng diéu can kiém tra truéc khi mua VPN
Nhiing Ung dung ban sé dung cuing vGi ExpressVPN
Nhiing dii liéu VPN khong bao gid nén Iuu
Nhiing ndi ban sé bat ExpressVPN

Nhiing dich vu streaming ban xem

Nhiing dich vu VPN khac ngoai ExpressVPN
Nhiing nut hoac menu trong tng dung VPN
Nhiing ngudi ban sé gigi thiéu ExpressVPN
Ly do chon ExpressVPN

Nhitng tinh hudng kill switch cé ich

Nhitng tif mé ta mét (ing dung VPN tot

Nhitng tif vé an ninh ban da hoc trong phiéu hoc tap nay

Nhitng thir ExpressVPN cé6 thé che giau khoéi mang cua
ban

Nhitng cau hoi danh cho bd phan hd trg khach hang cua
ExpressVPN

Nhitng dau hiéu két ndi VPN cua ban bj cham
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Diém kiém tra 8: Nghién ctu tinh hudng vé VPN va mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN cUU TiNH HUONG 1: BAO VE RAM

Tinh hudéng: M6t trung tam dii liéu dat cac may chi ExpressVPN bi chinh quyén dia phudng thu giii. Nha
chuc trach tét cac gian may cha va lay 6 cung ra dé tim nhat ky clia ngusi dung.

Cau héi thao luan: Co quan chiic nang sé thu dugc théng tin gi tif cac 6 ciing da bi trich xuat?

NGHIEN CUU TiNH HUONG 2: HAO PIN TREN DI DONG

Tinh huéng: M6t ngudi dung di ddng két néi OpenVPN trén dién thoai théng minh nhung nhan thay hao pin
nhiéu va cham khi két néi lai thudng xuyén luc chuyén gitia mang di dong va Wi-Fi.

Cau hoi thao luan: Ngusi dung nén chon cai dat giao thuc nao trong (ing dung ExpressVPN dé cai thién thoi
lugng pin?
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Diém kiém tra 9: Giai ma mat thu

Ky su mang bao mat cac kénh dinh tuyén va dudng ham clia may khach. Hay dung bang khéa Chii-
S6 bén dudi dé giai ma théng diép bang cach viét cac chi ci tuong Ung vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 D=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20
Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

—_— e — e et e e et et e e e et e e e e

Thong diép da giai ma:

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q1: ExpressVPN la gi?

Dich vu VPN cao cap ndi tiéng véi bao mat manh, téc dd nhanh va mang may chi réng khap.

Q2: ExpressVPN dat tru sé ¢ dau?
Céng ty chinh thic dat tru sd chinh va dudc thanh 1ap tai Quan dao Virgin thudc Anh (BVI).

Q3: Lightway la gi?

Giao thtic VPN ddc quyén, ma ngudn ma do ExpressVPN xay dung dé cé téc do va doé én dinh tot han.

Q4: Cong nghé TrustedServer la gi?

Hé théng may chii ciia ExpressVPN trong dé may chil chay hoan toan trén RAM, khéng bao gid ghi di liéu vao & dia.

Q5: ExpressVPN co luu tép nhat ky khong?

Khoéng, ho van hanh chinh sach khéng nhat ky nghiém ngét dugc xac thuc qua cac cudc kiém toan bao mat clia bén
thu ba.

© VPN.com | Phiéu hoc tap danh gia ExpressVPN Trang 15



VPN DANH GIA EXPRESSVPN PHIEU HOC TAP VE VPN

COM

Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q6: Kill switch la gi?
Internet Kill Switch clia ExpressVPN (trudc day Ia Network Lock) ngét internet néu VPN bij rét.

Q7: Toi c6 thé két ndi bao nhiéu thiét bi véi ExpressVPN?
10, 12 hodc 14 thiét bj cuing luc, tly theo cap géi (tinh dén thang chin nam 2026).

Q8: ExpressVPN co6 hoat dong trén router khong?

C4, vi du Fortify, mot router GL.iNet tich hgp sn ExpressVPN cho moi thiét bj trong nha.

Q9: Hién nay Threat Manager & dau?

N6 trg thanh hai tinh nang Advanced Protection: trinh chan trinh theo déi va trinh chan trang doc hai.

Q10: ExpressVPN c6 phai la nguén mé khong?

Ma&c du céac ing dung khach chu yéu la ma ngudn déng, giao thic Lightway c6t 16i clia ho 1a ma ngudn mé.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q1: Trién khai chi dung RAM bao vé ha tang may chu nhu thé nao?

RAM can cé dién dé gil df liéu; khi may chi khai dong lai hodc mat dién, di liéu va cau hinh trong bd nhé sé bj xda.

Q2: Piéu gi khién tham quyén phap ly BVI manh vé quyén riéng tu dit liéu?

BVI c6 luat riéng va khéng coé luat luu gitl dir liéu, va moi yéu cau phap ly vé di liéu clia ExpressVPN déu thudc tham
quyén cua BVI.

Q3: Lightway cai thién thdi gian két ndi trén thiét bi di dong nhu thé nao?

Lightway gitt két n6i & trang thai nghi thay vi két thic, nén két néi tiép tuc nhanh khi mang thay déi.

Q4: Ai da kiém toan cac hé thong bao mat may chi cia ExpressVPN?

PricewaterhouseCoopers (PwC) da kiém todn hé théng cuia ho, va Cure53 da thuc hién cac cudc kiém toan ma chi
tiét déi véi phan mém cua ho. [1]

Q5: Split tunneling hoat déng thé nao trong cac (ing dung ctia ExpressVPN?

Trén may tinh dé ban, ban chon ing dung nao dung VPN va ting dung nao két néi truc tiép, vi du dé truy cap may in
cuc bo.
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q6: ExpressVPN c6 ngan ro ri IPv6 khong?

C6, Uing dung khach mac dinh chén luu lugng IPv6 hoac dinh tuyén né qua dudng ham VPN dé ngén ro ri.

Q7: Chuic nang cua router Fortify la gi?
Router Wi-Fi 6 do GL.iNet san xuat cé ExpressVPN tich hgp sdn cho moi thiét bi.

Q8: ExpressVPN vugt qua cac bién phap chin VPN & cac quéc gia han ché nhu thé nao?

B&ng cach tu déng bat cac tinh nang lam réi trén cac nat may chu khi phat hién chin VPN.

Q9: ExpressVPN c6 hé trg xoay vong khéa khong?

C6, cac khéa méa hda ddng cua Lightway dudc xda va tao lai dinh ky dé dat bao mat chuyén tiép hoan hao.

Q10: Chi phi cua ExpressVPN la bao nhiéu?
Cac goi bat dau tir 2.99 USD mébi thang cho goi Basic ky han 2 nam (tinh dén thang 9 nam 2026).
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Phan 11: 10 su that va hiéu biét thuc té vé VPN

Xem lai cac su that thuc té vé toc d6 ma hoa VPN, kiém toan giao thiic, két ndi di déng va lam viéc tu

xa trong doanh nghiép.

1. THONG TIN VE VPN

ExpressVPN dudc thanh 14p tai Quan dao Virgin thudc
Anh (BVI), nci khéng &p dung bat ky yéu cau bat budc
nao vé nhat ky di liéu. [6]

3. THONG TIN VE VPN

T4t ca cac nut may chu hoat déng trén céng nghé
TrustedServer, dung phan cling chi cé6 RAM dé ngan ghi
dt liéu xudng dia. [3]

5. THONG TIN VE VPN

Céc cudc kiém toan cua PricewaterhouseCoopers (PwC)
va KPMG da xac minh cau hinh khéng luu nhat ky cua
ExpressVPN. [1]

7. THONG TIN VE VPN

Céc goi ExpressVPN cho phép 10, 12 hodc 14 thiét bi
déng thai, tly theo gaéi (tinh dén thang 9 ndm 2026). [8]

9. THONG TIN VE VPN

Internet Kill Switch chan Iuu lugng IPv4, IPv6 va DNS bén
ngoai dusng ham, va DNS chay & ché db riéng tu.

© VPN.com | Phiéu hoc tap danh gia ExpressVPN

2. THONG TIN VE VPN

Lightway la giao thiic m& nguén ma tuy chinh do
ExpressVPN xay dung dé mang lai téc d6 nhanh hon va
tiét kiem pin. [2]

4. THONG TIN VE VPN

Internet Kill Switch, truéc day la Network Lock, chan luu
lugng internet khi két néi bi ngat. [4]

6. THONG TIN VE VPN

Advanced Protection, trudc day la Threat Manager, chan
lién lac v@i cac trinh theo doéi va trang web ddc hai da
biét. [5]

8. THONG TIN VE VPN

Fortify Ia router Wi-Fi 6 do GL.iNet san xuét, tich hop sén
ExpressVPN dé bao vé& moi thiét bi trong nha. [9]

10. THONG TIN VE VPN

Lightway dung mat ma wolfSSL, da dudc kiém toan doc
lap vé cac 16 hdng bao mat. [10]
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Tai liéu tham khao ky thuat va nguén

PHIEU HOC TAP VE VPN

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan ti cac tiéu chuan ky thuat, dac ta va khung

quy dinh toan cau.

TAI LIEU THAM KHAO HOC THUAT VA NGANH
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Dap an: Piém kiém tra 1- Trac nghiém

o Thién duéng BVI DAO VIRGIN ANH Pap an dung: A

GHI CHU CHO GIAO VIEN

ExpressVPN dugc thanh 1ap tai Quan dao Virgin thudc Anh (BVI). Trich d&n: ExpressVPN Support.

e Giao thtic Lightway LicHTwAy Pap an dung: A

GHI CHU CHO GIAO VIEN

Giao thiic Lightway 1& ma nguén ma va dugc t6i uu héa cho cac két néi nhanh. Trich dan: ExpressVPN Features. [2]

e RAM TrustedServer TRUSTEDSERVER Pap an dang: A

GHI CHU CHO GIAO VIEN

TrustedServer khéng ghi dif liéu nao vao dia, chay hoan toan trong RAM. Trich dan: ExpressVPN Features.

o Cauhoi 4 Pap an dung: A
GHI CHU CHO GIAO VIEN

Internet Kill Switch (truc day 1a Network Lock) chén Iuu lugng néu VPN bi ngét. [4]

e Cauhdi5 Pap an dang: A
GHI CHU CHO GIAO VIEN

Cure53 da kiém toan Lightway nhiéu 1an, trong dé cé ban viét lai béng Rust.
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DPap an: Piém kiém tra 2 - Pung hay Sai
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Thién duéng BVI LUAT BVI Pap an dung: Plng

GHI CHU CHO GIAO VIEN

BVI khéng c6 luat bat budc Iuu trit dif liéu va cé hé théng phap luat riéng. Trich dan: ExpressVPN Support.

Lightway mé NGUON M3 Pap an dung: Plng

GHI CHU CHO GIAO VIEN

Giao thtic Lightway 1& ma nguén ma, cho phép cong khai kiém tra ma. Trich dan: ExpressVPN Features.

TrustedServer RAM Pap an ding: Sai

GHI CHU CHO GIAO VIEN

TrustedServer khéng ghi dif liéu nao vao 6 cling, chi chay trong RAM. Trich dan: ExpressVPN Features.

Cau hoi 9 Pap an dung: Pung

GHI CHU CHO GIAO VIEN

Internet Kill Switch ch&n toan bé truy cap Internet cta hé théng khi két néi bi ngat.

Cau hai 10 Pap an ding: Sai

GHI CHU CHO GIAO VIEN

Céc cudc kiém toan clia KPMG va PwC da xac minh ha tang khéng Iuu nhat ky cua ExpressVPN.
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DPap an ti vung va thang cham diém

PAP AN CHO GIAO VIEN

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6

diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM
B) . Gizo thuc Lightway B) 2. vy chatincay ) s chidungram

5. Trinh quan ly méi de 7. Chinh sach khéng

3 s 040 virGIN ANH

doa nhat ky
PIEM KIEM TRA 3: DAP AN - THUAT NGU CHINH
© .cHrwar © TRUSTED SERVER © cHibuNGRAM

© THREAT MANAGER © LinHTHGBYI

PIEM KIEM TRA 6, PHUONG AN KHAC: DAP AN - GHEP TU

€D o-neTworkLock B) A-ucHTwAY E) =-TrRusTEDSERVER

B +-oakiemToAN B G- KHONGLUUNHATKY F - LANHTHOBVI

n 4. Network Lock

8. Hé thong da kiém
toan

@ NETwoRK LOCK

) c-cHibuncrAm

) :- THREATMANAGER

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:

Kiém tra xem hoc sinh cé giai thich dugc Giao thiic Lightway, May chu tin cay va Chi ding RAM béng I8i clia minh va néu mét vi

du cho méi thuat ngit hay khéng.

Nghién cttu tinh hudng:

Yéu cau hoc sinh duing di kién trong phiéu, khéng dung phong doan, dé chiing minh khuyén nghi ctia minh.

Panh gia nguén:

Yéu cau hoc sinh kiém chuing it nhat mdt nhan dinh trong cac ngudn cla phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh c6

thé thay déi theo thdi gian.
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DPap an cau dé va ghi chu cho giao vién

PAP AN TIM TU DAP AN O CHU
R X N X U 9 E RV A 6 T N N Y S l I
E K C O L K R O W T N o G © 1 i L
vV R E 6 P A K I E M T O A N T i i L
R S 0 S S I A D O M K A N T » l i - i
E E 6 0 U X H I T H X U Vv 6 1 L L L L
S G Y G H M A DG A R A H D U - 2 l l l
D DI ¥ I C K OMUBHBA AUD O I N - ; L L L L
E B M A I VB O H T HN A L B C A K A S A
T E 6 A A 0o P L 6 U S G X P X KIHIO|N|G|L|U|U|N|H “ AlT|K|Y
S o M A RGN UUD I HCE V U L i i A £
U K H 6 N ¢ L U U N H A T K Y D T (o} G D
R E D L I 6 H T W A Y P S N S F F ? ? ?
T I T H R E A T M A N A G E R ? ? - ? ?
P C R Q 6 K M 9 E I 06 E X O ? ? - ?
L U T N X 0 0 A A K 6O M A K G ? T T
[o[alk[1[E[m[To]A[N] [E]
[M] [R]
HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU
HANG NGANG HANG DOC
7 hang ngang: KHONGLUUNHATKY Tiéu chuan da kiém 1hang doc: THREATMANAGER Tén cl cua tinh nang chan
toan, khong luu bat ky nhat ky két ndi nao (14 chir cai) trinh theo déi va moi de doa (13 chit cai)
8 hang ngang: PAKIEMTOAN Trang thai da dugc 2 hang doc: NETWORKLOCK Tén c cua kill switch trong
PwC/Cure53 xac minh (10 chi cai) ExpressVPN (11 chir cai)

3 hang doc: LIGHTWAY Giao thiic ma ngudn ma tuy chinh
cula ExpressVPN (8 chir cai)

4 hang doc: TRUSTEDSERVER Tén goi clia hé théng may
chu chi dung RAM (13 chir cai)

5 hang doc: LANHTHOBVI Tén viét tat ciia mot lanh thd
thuéc Anh & vung Caribe (10 chi cai)

6 hang doc: CHIDUNGRAM Cau hinh may chu x6a toan bo
dir liéu khi kh&i dong lai (10 chir cai)
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Dap an: TuU bi xao tron va mat thu
Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. AHTLWIYG LIGHTWAY 5 EVRUSTRERDTES TRUSTEDSERVER
2. ADCHUMGRNI CHIDUNGRAM 6. OKRLCONEKTW NETWORKLOCK
3. HTAANERRMATGE THREATMANAGER 7. AHLOHBVITN LANHTHOBVI
4. HUKHNNLYUTAKOG KHONGLUUNHATKY 8 AIMNDPEATOK DAKIEMTOAN

KHOA THU THACH MAT THU Bi MAT

"TRUSTEDSERVER CHI DUNG RAM BAO VE PHIEN"
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DPap an nghién ctu tinh hudng

€3 NGHIEN CUU TINH HUGNG 1: BAO VE RAM L& giai dnh cho gido vién

HUGNG DAN CHAM BIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét trung tdm di liéu chita cac may chu ExpressVPN bij chinh quyén dia
phuang thu gili. Chinh quyén t4t cac gian may chu va thao cac 6 cling dé tim nhat ky ngusi
dung.

« Chién lugdc va giai phap dé xuat: Khéng c6 gi, vi cac cau hinh TrustedServer chay trén cac nat
chi dung RAM, xda sach moi dif liéu ngay khi mat dién.

) NGHIEN cUU TINH HUONG 2: HAO PIN TREN DI DONG Lsi giai dinh cho gido vién

HUGNG DAN CHAM PIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mot ngudi dung di dong két néi OpenVPN trén dién thoai théng minh
nhung nhan thay hao pin nhiéu va dé tré két néi lai thudng xuyén khi chuyén gitta mang di déng
va Wi-Fi.

« Chién lugc va giai phap dé xuat: Ngudi dung nén chuyén sang giao thiic Lightway, dugc téi uu
dé két néi lai nhanh va tiéu thu it dién nang.
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