VPN PHIEU HOC TAP: CACH AN DPIA CHIi IP CUA BAN PHIEU HOC TAP VE VPN

COM

Ho tén: Ngay: Piém:

Cach an dia chiIP cua ban
Phiéu hoc tap

An dia chi IP, che giau vi tri, proxy, Tor va ngan ro ri DNS/WebRTC

TONG QUAN HOC TAP VE VPN

Chao mting ban! B6 hoat dong nay hudng dan ban vé cac

nguyén tac cc ban cia mang riéng do (VPN). Ban sé& kham

NGUGl HOC pha cach cac dusng ham ma hoéa bao mat dif liéu cua ban,
. cach cac giao thitc mang hoat déng, va cach nhan dién va

TU CACH SINH VIEN giam thiéu cac ro ri quyén riéng tu.

L6 trinh Ngudi bao vé mang
CAC PIEM KIEM TRA CUA PHIEU HOC TAP

D Phan 1-4: Ndm viing cac khai niém va giao thiic VPN.

AN TOAN

TRANG THAI KET NOI
Che chén cac goi di liéu

Phan 5-7: Giai cac cau dd 6 chif va tim tu.

Phan 8-9: Giai cac nghién ctiu tinh hudng va thir thach mat thu.

Phan 10: Xem lai cac trang cau héi thudng gap cd ban va nang
cao.

HOAT PONG

CHONG RO Ri
Bao vé chéng ro ri DNS va IPv6

Phan 1: Kham pha 10 su that thu vi trong thuc té.

o0 o

Thudng: thui thach Nghi nhanh.

M& Huéng dan VPN cua VPN.com

URL: https://www.vpn.com/vi/vpn/
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VPN PHIEU HOC TAP: CACH AN DPIA CHIi IP CUA BAN PHIEU HOC TAP VE VPN

COM

Ld trinh hoc vé VPN cuia ban

e Giai thich cach dia chi IP hoat déng va cach chung lam 1 vi tri.

e So sanh proxy, Tor va VPN trong viéc che giau dia chi mang.

e Xac dinh cac phudng phap phat hién va ngan ro ri DNS va WebRTC.

® Hiéu cach céc trang web theo déi ngusi dung qua IP céng khai cua ho.

e Danh gia dinh tuyén multi-hop va dudng hdm dugc ma hoa dé bao vé IP.

HUGNG DAN PHIEU HOC TAP VE BAO VE IP

Tra I8i cac cau hoi tréc nghiém va ding/sai, hoan thanh céac cau dién vao ché tréng bang ngan hang tu, ghép cac
dinh nghia, roi giai 6 chii va tim tir. Hay van dung kién thiic cta ban vé viéc an dia chi IP cua ban va ngén ro ri. Két
thuc vai hoat déng thudng Nghi nhanh.

AN IP CUA BAN (GIGI THIEU)

Dia chi IP clia ban 1a mét dia chi thu tin s6 1am 16 vi tri thuc va théi quen sif dung mang cua ban. AnIP1a tuyén phong

thi dau tién chéng lai viéc bi theo déi truc tuyén, 1ap hé s6 muc tiéu va chan theo vi tri dia ly. Hiéu cach che gidu dia

chi ctia ban mét cach an toan gilp bao vé quyén riéng tu tryc tuyén clia ban.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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VPNl PHIEU HOC TAP: CACH AN DIA CHIi IP CUA BAN PHIEU HOC TAP VE VPN
Diém kiém tra 1: Thi thach trac nghiém

0 1. Dia chi IP cdng khai ctia mét thiét bi tiét 16 diéu gi cho cac trang web ban truy cap?
A. S6 thé tin dung cua ngusi dung
B. Vi tri gan dung cua ban va tén ISP cla ban
C. Toan bd thu muc tép cuc bo

D. Cai dat ng6n nglt ban phim

e 2. Phudng phap nao an IP ciia ban va ma héa toan bd Iuu lugng trén toan hé théng?
A. Mét proxy web tiéu chuan
B. Xda cookie trinh duyét cua ban
C. Mang riéng ao (VPN)
D. T4t tudng Itia goc cua ban

e 3. Han ché I6n vé quyén riéng tu khi dung proxy web mién phi la gi?
A. Khong ma héa luu lugng dii liéu trén mang cong cdng
B. Can cai dat mot hé diéu hanh bén ngoai
C. N6 hoan toan bat hdp phap tai Hoa Ky
D. N6 can két néi dudng day dién thoai chuyén dung

o 4. Mang Tor mang lai tinh an danh cao cho ngugi diing bang cach nao?
A. Bang cach tang toc do két noi
B. Bang cach dinh tuyén luu lugng qua ba nut chuyén tiép do tinh nguyén vién van hanh
C. Bang cach dang ky tén cua ban vao cd sé dif liéu toan cau

D. Bang cach chi cho phép cac ca quan chinh phu truy cap

e 5. Ro ri DNS la gi?
A. L6i khi gtii email dén sai dia chi
B. Khi cac truy van DNS bé qua dudng ham VPN dé di dén ISP
C. Su c6 phan cting & bd nguén cua router cuc bd

D. Mét ban cap nhat trinh diéu khién b diéu hdp mang cuc bo
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. May chu proxy ma hoéa Iuu lugng nén cua hé diéu hanh giéng nhu VPN.
bung Sai

@ caunoi7

7. Dinh tuyén Tor c6 dd bao méat cao nhung lam giam téc dd duyét web.
bung Sai

© caunois

8. RO ri WebRTC cé thé lam 16 IP that cua ban trong phién VPN dang hoat déng.
bung Sai

© cauneio

9. Khi bat VPN va khéng c6 ro ri, ISP cua ban khéng thé thay ban truy cap nhiing trang web nao.
Pung Sai

@ cauneito

10. An dia chi IP clia ban s& chin viéc theo déi bang diu van tay trinh duyét.

bung Sai
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VPN PHIEU HOC TAP: CACH AN DPIA CHIi IP CUA BAN PHIEU HOC TAP VE VPN

COM

Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Viéc vugt qua dudng ham an toan lam 16 cac truy van tén mién ctia ban dudc goi la

2. Cac API truyén thong trong trinh duyét cé thé vé tinh lam 16 dia chi IP goc cla
ban.

3. Mot web chuyén huéng luu lugng trinh duyét nhung khdng ma héa ndi dung
goi tin.

4. Cd ché ma héa nhiéu Iép cila mang mang lai miic 4n danh cao.

5. Nha cung cap vién thdng cap cho ban cong khai, va né cho biét khu vuc cuia
ban.

6. Viéc vugt qua cac han ché ndi dung theo khu vuc dudc thuc hién nhé ky thuat

NGAN HANG TU VUNG

CHE GIAU V| TRi PIA CHi IP DUGNG HAM VPN PROXY RO Ri DNS
THEO DOI CUA ISP TOR WEBRTC

Viét cau tra I3i ctia ban tai day:

1 2.
3 4.
5 6.
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4

Diém kiém tra 4: Ghép noi khai niém mang

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhap liéu.
. . Ma hoa toan bd Iuu lugng cua thiét bi va dinh tuyén qua mot
1. Dia chi IP A may cht VPN,
. A‘ Dinh tuyén dif liéu qua ba may chi tinh nguyén, méa héa céac 18
2. uding ham VPN B e a y o P
c Dinh tuyén két néi qua may chii clia quéc gia khac dé vugt chan
3. Mang Tor theo vi tri dia ly.
Nhan s6 duy nhat xac dinh giao dién cla mét thiét bi trén
4. Proxy web D internet
L. Chuyén hudng Iuu lugng trinh duyét & tang Uing dung ma khéng
5.RoriDNS E ma hoa hé théng.
Viéc nha mang vién théng cla ban ghi lai cac dich dén cua luu
6. APl WebRTC F lugng internet chua dugc ma hoa.
e Céac truy van dugdc phan giai bén ngoai dudng ham VPN, 1am 16
7. Che giau vi tri G cac tén mién da truy cap cho ISP.
e Tinh nang cua trinh duyét danh cho thoai/video cé thé vugt qua
8. Theo déi cua ISP H

dudng ham va lam 16 dia chi IP that.
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Piém kiém tra 5: Tro chgi 6 chit

VPNl PHIEU HOC TAP: CACH AN PIA CHIi IP CUA BAN
—— . C OM

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y

bén dudi.

HANG NGANG

3. Ma héa toan bd Iuu lugng cua thiét bi va dinh

tuyén qua may cha VPN (11)

4. Viéc nha mang ghi lai cac diém dén ctia luu
lugng internet khong dugc ma hoéa (13)

7. Nhan sé duy nhat xac dinh giao dién ctia mét

thiét bi trén internet (8)

8. Pinh tuyén di liéu qua ba may chu tinh
nguyén, ma héa theo tiing I16p & méi budc (7)

© VPN.com | Phiéu hoc tap vé VPN

HANG DOC

1. Cac truy van dugc phan giai ngoai dudng ham
VPN, lam 16 tén mién da truy cap cho ISP (7)

2. Dinh tuyén két ndi qua may chu & quéc gia
khac dé vugt chan theo dia ly (12)

5. Tinh nang trinh duyét cho thoai/video cé thé
vugt qua dudng ham va lam 16 dia chi IP that (9)

6. Chuyén hudng Iuu lugng trinh duyét & tang
Uing dung, khéng méa héa & cap hé thong (8)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG
3 hang ngang: Ma héa toan bd Iuu lugng cua thiét bi va dinh tuyén qua may chu VPN (11 chii cai):
4 hang ngang: Viéc nha mang ghi lai cac diém dén cia Iuu lugng internet khéng dudc ma héa (13 chii cai):

7 hang ngang: Nhan sé duy nhat xac dinh giao dién ciia mét thiét bij trén internet (8 chit cai):

8 hang ngang: Dinh tuyén dif liéu qua ba may chu tinh nguyén, ma héa theo tiing I6p 8 méi budc (7 chif cai):

HANG DOC

1hang doc: Cac truy van dudc phan giai ngoai dudng ham VPN, 1am 16 tén mién da truy cap cho ISP (7 chir
cai):

2 hang doc: Pinh tuyén két néi qua may chi & quéc gia khac dé vugt chan theo dia ly (12 chit cai):

5 hang doc: Tinh nang trinh duyét cho thoai/video cé thé vugt qua dudng ham va lam 18 dia chi IP that (9 chit
cai):

6 hang doc: Chuyén hudng luu lugng trinh duyét & tang tiing dung, khdng ma héa & cap hé thong (8 chii cai):
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VPN PHIEU HOC TAP: CACH AN DPIA CHIi IP CUA BAN PHIEU HOC TAP VE VPN

COM

piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.

v E ¢ D Q A A K 6 A 1 6 Y L I
U U A P S A Q U H D T L L E E
A M I E P P K R N O K P U E A&

E S 8§ I B E W Y X O R P A D O
H T H E O D O I C€C U A I S P M
c K A N T » E 6 0O U X H I T H
X U P U O N G H A M Vv P N Vv O
I 6 ¥ G H M A D G A R A H D U

DANH SACH TU VUNG

DIACHIIP DUCNGHAMVPN MANGTOR PROXYWEB RORIDNS APIWEBRTC
CHEGIAUVITRI THEODOICUAISP
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VPN PHIEU HOC TAP: CACH AN DPIA CHIi IP CUA BAN PHIEU HOC TAP VE VPN

COM

Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét
chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG BINH NGHIA VA CAC TRUGNG GHEP

A. DIACHIIP 1. Chuyén hudng luu lugng trinh duyét & tang (ing dung, khéng ma

. hoa & cap hé théng.
B. PUONGHAMVPN
2. Dinh tuyén két néi qua may chl & quéc gia khac dé vudt chdn theo

C. MANGTOR L
dia ly.
D. PROXYWEB . R o . . R
3. Tinh nang trinh duyét cho thoai/video cé thé vugt qua dudng ham
E. RORIDNS va lam 16 dia chi IP that.
F. APIWEBRTC 4. Nhan s6 duy nhat xac dinh giao dién cua moét thiét bi trén internet.

G. CHEGIAUVITRI ]
5. Dinh tuyén di liéu qua ba may chu tinh nguyén, ma héa theo tung
H. THEODOICUAISP I6p & mbi budc.

6. Viéc nha mang ghi lai cac diém dén cla luu lugng internet khéng
dudc ma hoa.

7. Cac truy van dudc phan giai ngoai dusng hdm VPN, 1am 16 tén
mién da truy cap cho ISP.

8. M4 hoa toan bd Iuu lugng cua thiét bi va dinh tuyén qua may chu
VPN.
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COM

Diém kiém tra 7: Thi thach tu bi xao tron

VPN PHIEU HOC TAP: CACH AN DPIA CHIi IP CUA BAN PHIEU HOC TAP VE VPN

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé VPN. Viét dap an cua

ban vao cac 6 nhap cé thé dién.

1. ICHDIIPA

2. MNROTGA

3. IRDSRNO

RVIEUIATICH
G
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PHIEU HOC TAP: CACH AN PIA CHIi IP CUA BAN

PHIEU HOC TAP VE VPN

Hoat dong thuéng: Nghi nhanh

’ 3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG. ‘

Ly do duing VPN khi di du lich
Nhiing trinh duyét ban biét
Nhitng thit VPN cé6 thé che gidu

Nhiing tif lién quan dén quyén riéng tu

Nhiing tif trong phiéu hoc tap nay ma ban muén ghi nhé

Nhiing diéu mat trang web c6 thé doan tif IP cta ban
Nhitng con sd hodc ky hiéu trong mét dia chi IP
Nhitng Iam tuéng vé VPN

Nhiing dich vu VPN ban biét

Nhiing thif nha cung cap dich vu Internet ctia ban cé
thé thay

Nhitng cam két ciia mét nha cung cap VPN tot
Nhitng thif cé thé 1am 1 IP that cia ban

Ly do an vi tri ciia ban

Nhitng cach an dia chi IP cta ban

Nhiing thiét bi c6 thé dung VPN
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Diém kiém tra 8: Nghién cttu tinh hudng vé VPN

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

SARAH (SINH VIEN G QUAN CA PHE)

& "Chao! Minh dang ngbi 6 Coffee & Bytes. Cé mét mang céng cdng khéng bao mat tén 'Free_Wi-
Fi_No_Password'. Minh muén dang nhap email cta trudng va ndp bai tap, nhung minh lo bi tin tic tan céng.
Dung mang nay ma khéng c6 VPN cé nhiing rli ro gi, va VPN bao vé dif liéu cia minh nhu thé nao?"

ALEX (SINH VIEN BI NHIEU NOI)

& "Oi khéng! Minh dang di nudc ngoai lam duy &n va dang cé xem mot bd phim tai liéu sinh hoc dugc luu trén
may chu 6 qué nha. Nhung trang web bao 'Video nay khéng kha dung tai vi tri hién tai cta ban.' Vi sao minh bi
chan, va VPN cé thé gilip minh xem né nhu thé nao?"

© VPN.com | Phiéu hoc tap vé VPN Trang 13
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COM

Diém kiém tra 9: Giai ma mat thu

Dé hoan thanh bai tap vé an IP, hay giai ma thong diép bi mat nay vé cach che gidu dau vét sé cua
ban.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 P=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20

Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

3 16 7 12 1 5 " 12 5 25 1 4 1 16

—_— — e — e e e e e e e e e e e

Thong diép da giai ma:

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat cta khach hang tiém nang vé viéc st dung mang
riéng ao.

Q1: VPN Ia gi va hoat déng nhu thé nao?

Mang riéng ao (VPN) ma hoa két néi internet clia ban va dinh tuyén luu lugng qua mét may chu tif xa an toan. Diéu
nay che giau dia chi IP céng cdng cuia ban va han ché nhiing gi ngusi quan sat trén mang cuc bd va ISP cua ban c6
thé thay vé luu lugng di qua dudng ham VPN.

Q2: Vi sao t6i nén dung VPN?

VPN bao vé& quyén riéng tu ky thuat s6 cua ban, bao mat két néi trén mang Wi-Fi cong cdng (nhu quan ca phé hoac
san bay), cé thé giam viéc bi giam téc theo hoat ddng khi ISP khéng nhan dién dudc loai luu lugng da ma hda, vugt
qua gidi han dia ly dé truy cap ndi dung toan cau, va gilp bao vé tai nguyén lam viéc tu xa.

Q3: VPN cé gitp tdi hoan toan an danh trén mang khéng?

Khong. DU VPN &n dia chi IP va ma héa Iuu lugng cla ban, ban van cé thé bi theo ddi qua cookie trinh duyét, cac tai
khoan dang dang nhap (nhu Google hodc Facebook), nhan dang dau van tay trinh duyét, hodc néu nha cung cap VPN
ghi nhat ky d{ liéu cua ban.

Q4: Proxy web c6 an dia chi IP cua téi khong?

C6, nhung chi déi véi luu lugng gui qua no, thusng la trinh duyét clia ban. Hau hét proxy web khéng méa héa dit liéu
cla ban, nén ISP hodc nha van hanh mang van cé thé thay nhiing gi ban gui va nhan.

Q5: An IP cuia i c6 hgp phap khong?

3 nhiéu qudc gia la hdp phap, nhung mdt s& nudc han ché hodc cam VPN va cac cong cu khac dung dé an dia chi IP.
Viéc &n IP khéng bao gid bién mot hanh vi bat hdp phap thanh hdp phap, vi vay hay kiém tra luat dia phudng trudc khi
dung.
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat cta khach hang tiém nang vé viéc st dung mang
riéng ao.

Q6: Tor c6 an IP cua toi khdng?

C6. Tor gui luu lugng cuia ban qua ba ré-le tinh nguyén (guard, middle va exit), nén cac trang web thay dia chi cla ro-
le thoat, va khong ro-le nao biét ca ban 13 ai 1an ban truy cap dau. [1]

Q7: IP cua toi tiét 16 nhitng gi?

IP cong cdng clia ban thudng tiét 16 ISP va vi tri xap xi, chang han quéc gia hoac thanh phé cla ban. Cac trang web
cling c6 thé dung no dé lién két cac lugt truy cap cla ban véi nhau va ap dung chén theo vi tri dia Iy.

Q8: Lam thé nao dé kiém tra rang né da dugc an?

Hay két néi VPN, sau do truy cap trang kiém tra IP va chay kiém tra rd ri DNS va WebRTC. IP va may chu DNS hién thi
phai thudc vé VPN, khong phai ISP clia ban. Néu IP that clia ban xuét hién, hay bat tinh ndng chéng ro ri.

Q9: Tdi c6 thé dung VPN trén dién thoai va smart TV khong?

C6. Cac nha cung cap VPN hién dai cé (ing dung riéng cho iOS, Android, macOS, Windows, Linux va TV théng minh,
cling nhu céch thiét 1ap trén router dé bao vé moi thiét bj trong mang gia dinh.

Q10: Kill Switch la gi?

Kill Switch 14 tinh n&ng bao mat tu ddng ngét thiét bi ctia ban khoi internet néu két n6i VPN bij rét. Biéu nay ngan di
liéu khéng dugc ma hda hoac dia chi IP that cua ban bi ro ri.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat va cau tric clia mang riéng 4o va cac giao thic dudng ham an
toan.

Q1: Tai sao cac trang web van cé thé theo déi toi sau khi tdi an dia chi IP?

An IP ctia ban khéng ngan dugc dau van tay trinh duyét. Cac trinh theo di c6 thé két hdp nhiing chi tiét nhu do phan
giai man hinh, phdng chir da cai dat va cai dat trinh duyét thanh mot ma dinh danh, va cookie hoac tai khoan da dang
nhap cling cé thé nhan dang ban, vi vay hay dung thém trinh duyét chu trong quyén riéng tu. [3]

Q2: VPN kép hay dinh tuyén Multi-Hop la gi?

Multi-Hop dinh tuyén Iuu lugng cla ban qua hai hodc nhiéu may chi VPN néi tiép nhau. Biéu nay thém I6p ma hoa
thi hai va giup gil dia chi IP that ctia ban khong bi 16 v8i chang thi hai néu mét may chu bi xam pham.

Q3: RO ri WebRTC la gi va VPN ngén chan né nhu thé nao?

WebRTC Ia giao thiic clia trinh duyét c6 thé tiét 16 dia chi IP cuc bd va céng khai that clia ban ngay ca khi VPN dang
hoat ddng. Cac VPN cao cap chan hodc gia mao yéu cau WebRTC trong ting dung may tinh/di déng va tién ich ma
rong trinh duyét.

Q4: Luu lugng IPv6 c6 thé lam 16 dia chi IP that cua téi khéng?

C6, néu VPN clia ban chi tao dusng ham cho IPv4. Khi dé thiét bi cé thé gui Iuu lugng IPv6 ra ngoai dusng ham, lam
16 dia chi do ISP cép. Hay dung VPN cé tao dudng ham hodc chan IPv6, va xac nhan bang bai kiém tra ro ri IPv6.

Q5: Lam rdi giao thuc (Obfuscation) vugt qua cac bién phap chin VPN nhu thé nao?

Lam réi (obfuscation, hay "Stealth VPN") nguy trang cac gai tin Iuu lugng VPN dé tréng giéng Iuu lugng web HTTPS
théng thudng (cdng 443). Biéu nay giup vuct qua Kiém tra géi tin sdu (DPI) ma chinh phd hodc mang trudng hoc/van
phong dung dé chén VPN.
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat va cau tric clia mang riéng 4o va cac giao thic dudng ham an
toan.

Q6: Split tunneling c6 lam 16 dia chi IP that cua t6i khong?

C6, d6i véi nhiing (ing dung ban loai tri. Luu lugng guii ra ngoai dudng ham dung IP that cua ban, va RFC 8828 Iuu y
réng WebRTC c6 thé Iam 16 dia chi ISP bén dudi VPN tach dudng ham tri khi trinh duyét han ché diéu do. [2]

Q7: bia chi IP dung chung la gi va né gitp ich cho quyén riéng tu nhu thé nao?

Véi IP dung chung, nhiéu ngusi dung VPN xuét hién truc tuyén cing mét dia chi cling lic. Diéu doé khién website kho
gan mét lugt truy cap riéng lé véi ban hon nhiéu so véi IP chuyén dung chi minh ban dung.

Q8: ISP cua téi c6 thé thay toi dang dung VPN dé an IP khéng?

Thudng 1a co. ISP clia ban cé thé thay ban két néi téi dia chi IP cia mot may chu VPN, thsi diém ban két ndi va lugng
dit liéu ban gti, nhung khéng thdy cac trang web ban truy cap hay néi dung bén trong dudng ham dugc ma hoéa.

Q9: Bao vé chdng ro ri DNS la gi?

Tinh nang chéng ro ri DNS budc thiét bi clia ban guii cac truy van tra clu trang web (truy van DNS) qua may chi DNS
riéng, dudc ma héa clia VPN thay vi may chi cla ISP. Diéu nay ngén ISP theo déi cac trang ban truy cap.

Q10: Proxy hay VPN tot hon dé an IP cua t6i?

VPN thusng t6t han. N6 che gidu IP clia ban cho moi (ing dung trén thiét bi v ma hoa luu lugng, trong khi proxy web
thudng chi bao phu trinh duyét va thuéng khong thém ma hoa.
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Phan 11: 10 su that thu vivé VPN va h

VPN PHIEU HOC TAP: CACH AN PIA CHIi IP CUA BAN

PHIEU HOC TAP VE VPN

éu biét thuc té

Xem lai nhiing su that va hiéu biét thuc té rat gia tri vé lich s, thj trudng va céng nghé ctia VPN.

1. GIAO THUC VPN DAU TIEN

PPTP (Point-to-Point Tunneling Protocol), mét giao thiic
VPN ban dau ctia nhém do Microsoft dan dau vao thap

nién 1990, nay dudc coi la khéng an toan, nén cac VPN

hién dai dung WireGuard hoac OpenVPN.

3.CUOC CACH MANG WIREGUARD

WireGuard cé ma ngudn rat tinh gon dudc thiét ké cho
hiéu qua, giup viéc kiém tra cac 16 hdng bao mat dé hon
so vdi cac giao thuc truyén théng.

5. NGUON GOC LIEN MINH 5 MAT

Quan hé déi tac tinh bao Five Eyes gdm MY, Anh, Canada,
Uc va New Zealand phat trién tif su hgp tac tinh bao tin
hiéu gitta cac nudc Béng minh thai Thé chién II.

7. TAI SUDUNG MACH TOR

Tor dung lai cing mét mach trong khoang mugi phut roi
xay dung mach mdi, khién hoat déng duyét web clia ban
kho bi lién két véi nhau haon. [1]

9. TINH AN DANH CUA TOR SO VGI VPN

VPN dén Iuu Iugng qua mét nha cung cap duy nhét, con
Tor (The Onion Router) gui Iuu lugng qua ba nut chuyén
tiép tinh nguyén (guard, middle, exit) dé t6i da héa quyén
riéng tu. [1]
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2. TAO DAU VAN TAY

AnIP cua ban khéng ngan dugc dau van tay trinh duyét,
vén cé thé nhan dang ban qua céc chi tiét nhu dd phan
giai man hinh va phéng chit da cai dat. [3]

4.VIEC LO PIA CHi QUA WEBRTC

RFC 8828 canh bao réng WebRTC c6 thé phat hién ca dia
chi céng khai ctia VPN 1an dia chi ISP ma VPN chay trén
dé, trit khi trinh duyét han ché diéu nay. [2]

6. KIEM TRA GOI TIN SAU
Tudng Itia nang cao trién khai Kiém tra goi tin sau (DPI)
dé phan tich siéu di liéu géi tin mang va chan céac dac
diém két néi VPN tiéu chuén.

8. VPN PHI TAP TRUNG

VPN phi tap trung (dVPN) phan phéi Iuu lugng qua mang
|ugi cac nut do ngudi dung ngang hang van hanh, giam su
phu thudc vao mét nha cung cap tap trung duy nhat.

10. PROXY SO VGI DUGNG HAM VPN

Proxy web thay ddi dia chi IP ma mét trang web thay doi
V@i luu lugng trinh duyét cua ban, nhung khac véi VPN, no
thudng khéng ma héa luu lugng doé hay bao phu cac ung
dung khac trén thiét bi ctia ban. [5]
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Tai liéu tham khao ky thuat va nguén

PHIEU HOC TAP: CACH AN PIA CHi IP CUA BAN

PHIEU HOC TAP VE VPN

Cac an pham dugc trich dan, dac ta mat ma va tiéu chuan tai liéu chinh thic dudc st dung trong

phiéu hoc tap nay.

TAI LIEU THAM KHAO HOC THUAT VA NGANH

[1] Tor Project. (n.d.). Overview.

https://support.torproject.org/about-tor/how-tor-works/overview/

[3] Electronic Frontier Foundation. (n.d.). Cover Your Tracks:
Learn.

https://coveryourtracks.eff.org/learn
[5] Federal Trade Commission. (2018). FTC Provides Tips for
Using VPN Apps.

https://www.ftc.gov/news-events/news/press-releases/2018/02/ftc-
provides-tips-using-vpn-apps
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[2] IETF. (2021). RFC 8828: WebRTC IP Address Handling
Requirements.

https://www.rfc-editor.org/rfc/rfc8828

[4] Electronic Frontier Foundation. (2026). Choosing the VPN
That's Right for You.

https://ssd.eff.org/module/choosing-vpn-thats-right-you
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PHIEU HOC TAP: CACH AN PIA CHIi IP CUA BAN PAP AN CHO GIAO VIEN

Pap an: An dia chi IP, che giau vi tri, proxy, Tor va ngan ro ri DNS/WebRTC

Cau hoi1 Pap an dung: B
GHI CHU CHO GIAO VIEN

Dia chi IP cong khai ctia mét thiét bi tiét 16 diéu gi cho cac trang web ban truy cap? - Vi tri gan ding clia ban va tén ISP cua
ban

Ma hoéa hé thong ctia VPN 56 TRE Pap an dung: C

GHI CHU CHO GIAO VIEN

Khéng nhu proxy chi chuyén hudng Iuu lugng trinh duyét, VPN tao mét dudng hAm méa hda toan hé théng, bao vé cac Uing
dung nén, trd chgi va truy van cua hé diéu hanh. Trich dan: Tor Project Relays, W3C WebRTC API.

Proxy thiéu ma héa Bio MAT wi-FI Pap an dung: A

GHI CHU CHO GIAO VIEN

Proxy web chi chuyén tiép Iuu lugng trinh duyét ma khéng ma hoéa néi dung gdi tin, nghia la nha van hanh mang hoac ISP cla
ban van c6 thé theo déi luu Iugng ndi dung clia ban. Trich dan: IETF Proxy Vulnerabilities.

Cauhdi 4 Pap an dung: B

GHI CHU CHO GIAO VIEN

Mang Tor mang lai tinh &n danh cao cho ngudi diing bang cach nao? - Bang cach dinh tuyén Iuu lugng qua ba nut chuyén
tiép do tinh nguyén vién van hanh

RO ri DNS qua dudng ham  quYEN RIENG TU Dap an dung: B

GHI CHU CHO GIAO VIEN

RO ri DNS xay ra khi cac y&u cau phan giai t&n mién bo qua dusng ham VPN va di thang dén trinh phan giai cua ISP, 1am 16 hé
sG cac tén mién da truy cap. Trich dan: DNSSEC Tunnel Testing, EFF Tracking Evasion.
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DPap an: Piém kiém tra 2 - Pung hay Sai

e Chi tiét han ché clia proxy cHE GiAu IP Dap an dung: Sai

GHI CHU CHO GIAO VIEN

Proxy hoat déng & tAng (ing dung va khéng c6 su tich hgp trinh diéu khién mang trén toan hé théng nhu dusng hdm VPN.
Trich dan: IETF Proxy Vulnerabilities.

0 Cau hoi?7 Pap an dung: Plng
GHI CHU CHO GIAO VIEN
Chuyén tiép luu lugng qua ba nut tinh nguyén véi ma héa nhiéu I6p 1am tang do tré, nén Tor thudng cham hon két néi truc
tiép.

0 Cau hoi 8 Pap an dung: Plng
GHI CHU CHO GIAO VIEN
WebRTC cé thé lam 16 cac dia chi cuc bd va, véi mot s6 cau hinh VPN, ca IP cong khai do ISP cap bén dudi dusng ham (RFC
8828).

e Cau hoi 9 Pap an dung: Plng
GHI CHU CHO GIAO VIEN
Khi khéng c6 ro ri DNS hodc WebRTC, ISP chi thay Iuu Iugng dugc ma héa dén may chu VPN, khdng thay cac trang web ban
truy cap.

@ Gidi han cuia viéc lay dau van KHONG NHAT KY Dap an dung: Sai
tay
GHI CHU CHO GIAO VIEN
Viéc ldy dau van tay nhdm vao cac chi sé cau hinh thiét bi (d6 phan giai man hinh, phéng chif, plugin) van hién thj ngay ca
khi IP bj an. Trich dan: EFF Tracking Evasion.
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DPap an ti vung va thang cham diém

VPN PHIEU HOC TAP: CACH AN PIA CHi IP CUA BAN

PAP AN CHO GIAO VIEN

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngil ngi canh (tdng cong 6

diém).
PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM
€) oiachire B) 2. ousng ham ven B s vangTor
B s.rovions 0 s apiwebrTe B 7 chegiduviti

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHIiNH

@ rorions © wesrc © rroxy

© oncir © cHeciAuvi TR

PIEM KIEM TRA 6, PHUONG AN KHAC: PAP AN - GHEP TU

n D - PROXYWEB a G - CHEGIAUVITRI a F - APIWEBRTC

B c-wvancTor ) - THEODOICUAISP E - RORIDNS

B 4. Proxy web

B s heodsicualse

O or

o A -DIACHIIP

) :=-ouoncHAMVEN

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:

Kiém tra xem hoc sinh cé giai thich dugc Bia chi IP, Budng ham VPN va Mang Tor bang I6i clia minh va néu mét vi du cho méi

thuat ngtr hay khoéng.

Nghién cttu tinh hudng:

Yéu cau hoc sinh dung di kién trong phiéu, khéng dung phdng doan, dé ching minh khuyén nghi ctia minh.

Panh gia nguodn:

Yéu cau hoc sinh kiém chiing it nhat mét nhan dinh trong cac ngudn cua phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh cé

thé thay déi theo thai gian.
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DPap an cau dé va ghi chu cho giao vién

PAP AN TIM TU DAP AN O CHU
I T P I P A U Y V L P O V G O i
R C I C T R B E W I P A A R M i
T B I I O U U U K H E S O A E L
I » H A D G I R Q U P R N Y D L .
v E ¢c b g A A K 6 A I G Y L I D c
U U A P S A QU HOD T L L E B |D‘|U'|d N|G|H A“MlV“PlN‘
A M I E P P K RN O K P U E A i L
I S P P X N X S R U Q@ E R V A G
¢ o N N Y oG 6 R E O T s 0 |T|H‘|E|O‘|D|O I C“UA I|S P
E S I B E W Y X O R P A D O A P R
H T H E OD O I C U ATI S P M U | (0]
C K A N T P E 6 0 U X H I T H Vv w X
X U P U O N @ H A MV P N V 0 |B|I‘|A|C‘|H|I 1|P E Y
I G Y G H M A D G A R A H D U T B wW
D I Y I C K O M H P O I N B |M|A‘|N|G‘|T|O R R E
IR
c
HUGNG DAN CHO GIAO VIEN VE DAP AN O CHU
HANG NGANG HANG DOC
3 hang ngang: PUGNGHAMVPN M3 hoa toan bé luu lugng 1hang doc: RORIDNS Céc truy van dugc phan giai ngoai
cla thiét bj va dinh tuyén qua may chi VPN (11 chit cai) dudng hdm VPN, 1am 16 tén mién d& truy cap cho ISP (7 chit
cai)
4 hang ngang: THEODOICUAISP Viéc nha mang ghi lai cac
diém dén cua luu lugng internet khéng dugc ma hoa (13 chir 2 hang doc: CHEGIAUVITRI Dinh tuyén két ndi qua may chu
cai) & quéc gia khac dé vugt chan theo dia Iy (12 chit cai)
7 hang ngang: BIACHIIP Nhan s6 duy nhat xac dinh giao 5 hang doc: APIWEBRTC Tinh nang trinh duyét cho
dién cua mét thiét bj trén internet (8 chi cai) thoai/video cé thé vuct qua dudng ham va lam 16 dia chi IP
, that (9 chi cai)
8 hang ngang: MANGTOR Dinh tuyén dir liéu qua ba may
chu tinh nguyén, ma héa theo tiing I16p 6 mébi budc (7 chit cai) 6 hang doc: PROXYWEB Chuyén hudng Iuu lugng trinh
duyét & tang (ing dung, khdng ma héa & cap hé théng (8 chit

cai)
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Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. ICHDIIPA PIACHIIP 5 VUMAGONGHBDPN DUONGHAMVPN
2. MNROTGA MANGTOR 6. EBXWPYRO PROXYWEB
3. IRDSRNO RORIDNS 7. BATCRWPEI APIWEBRTC
4. RVIEUIATICHG CHEGIAUVITRI 8. UEDOICPTIHSAO THEODOICUAISP

KHOA THU THACH MAT THU Bi MAT

"AN PIA CHI CUA BAN BANG MOT HE THONG AN"
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DPap an nghién ctu tinh hudng

n Tinh huéng A: An ninh mang céng NGHE LEN GOI TIN VA MA Thé tién thoai Iudng nan cua
céng HOA Sarah

HUGNG DAN CHAM PIEM

Cau tra 18i cua hoc sinh can dé cap cac diém sau:

« RUi ro: Bat gdi tin, chdn dit liéu va tan cong ké diing gita. Ngusi trén cung mang quan ca phé co
thé thu thap théng tin ddng nhap hoac tép bai tap vé nha cla c6 ay.

« Ba&o vé bang VPN: M4 hoa tai trong cla cac goi mang, khién luu lugng dudng ham bi chan bt
khéng thé doc dugc ddi vdi nhitng ké rinh mo thu déng trong mang cuc bd khi VPN dudc cau

hinh dung.
B Tinh hudng B: Truy cap tai nguyén bi CHAN DIA LY VA Tinh huéng khé x ciia
chén IPS Alex

HUGNG DAN CHAM PIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

e Ly do bi chan: May chu streaming dung chan theo vi tri dia ly (geo-blocking), anh xa dia chi IP
cuc bo cua du khach nay véi quéc gia thuc té cia anh ay va chan dua trén gidy phép ban quyén
theo lanh tho.

« VPN giup ich nhu thé ndo: Che giau vi tri that clia anh 4y bang cach dinh tuyén luu lugng qua
m&t may chl & qué nha. Trang web thay IP ctia qué nha, nhd dé cho phép truy cap.
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