VPN BAO MAT MULLVAD

COM

Ho tén:

PHIEU HOC TAP VE VPN

Ngay: Piém:

Bao mat Mullvad

Phan tich kién triic bao mat ctia Mullvad VPN, bao gom may cht khéng 6 dia chi
dung RAM, chinh sach khong Iuu nhat ky da dugc kiém toan, tao khéa cuc b, ma
hoéa WireGuard va cau hinh dudng ham choéng lugng tu.

TONG QUAN HOC TAP VE BAO MAT MULLVAD

NGUGIHOC

TU CACH SINH VIEN
L6 trinh Ngudi bao vé mang

AN TOAN

TRANG THAIKET NOI

Che chén cac goi dif liéu

HOAT DONG

CHONG RO Ri

Bao vé chéng ro ri DNS va IPve

Chao mirng ban! Bd hoat ddng nay hudng dan ban vé kién
tric bao mat cua Mullvad. Ban sé kham pha may chu chi
dung RAM khéng & dia, chinh sach khéng Iuu nhat ky dugdc
kiém toan, tao khoa cuc bd va dudng ham khang ludng tu.

CAC PIEM KIEM TRA CUA PHIEU HOC TAP

0 0

O oo

Phan 1-4: Nam vitng VPN va cau hinh bao mat mang.

Phan 5-7: Giai cac cau dé 6 chif va tim tu.

Phan 8-9: Giai cac nghién ctiu tinh hudng va thii thach mat thu.

Phan 10: Xem lai cac trang cau héi thudng gép co ban va nang
cao.

Phan 11: Kham pha 10 su that th vi trong thuc té.

Thudng: thir thach Nghi nhanh.

Mé& Hudéng dan cac VPN tot nhat ciia VPN.com

URL: https://www.vpn.com/vi/vpn/mullvad/bao-mat/
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Ld trinh hoc vé bao mat Mullvad cua ban

e Phan tich kién truc ky thuat va quy tdc ciu hinh cia Mullvad - Bao mat.
e Cau hinh cai dat client dé ngan ro ri luu lugng IP, DNS va WebRTC.

e So sanh gia tuy chinh, ban dung thir va tinh n&ng hiéu suat véi cac mé hinh tiéu chuan.

HUGNG DAN VE BAO MAT MULLVAD

Tra I6i cac cau hoi trdc nghiém va dung/sai, hoan thanh cac cau dién vao chd tréng béng ngan hang tl, ghép cac
dinh nghta, réi giai 6 chif va tim tir. Hay van dung kién thiic ctia ban vé cac diéu khién may chl uu tién quyén riéng tu
cla Mullvad. Két thic véi hoat déng thudng Nghi nhanh.

DANH GIA HA TANG UU TIEN AN DANH VA CAC GOI CHi DUNG RAM (GIGI THIEU)

Mullvad khéng dung tai khoan tiéu chuan cé mat khdu ma dua vao cac ma 16 chii sé dudc sinh ngau nhién. Ha tang
cla ho dudc thiét ké véi cac nut khong dia chi chay trén RAM, khéa WireGuard dugc tao cuc bd va chinh sach khong
luu gilr d& dudc kiém toan.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.

© VPN.com | Phiéu hoc tap vé bao mat Mullvad Trang 2



VPNl BAO MAT MULLVAD
—— . C OM

Diém kiém tra 1: Thi thach trac nghiém

0 1. Giao thitc dudng ham nao Ia mac dinh trong (ing dung ctia Mullvad?
A) OpenVPN
B) WireGuard
C) IKEv2
D) PPTP

e 2. Mullvad yéu cau gi dé tao tai khoan méi?
A) Khéng can gica
B) bia chi email
C) S6 dién thoai
D) Giay t& tuy than

e 3. budng ham mat ma nao bao vé trudc may tinh lugng tu?
A) AES-256-GCM
B) WireGuard lugng tu
C) RSA-4096
D) Proxy SOCKS5

o 4. Co ché bao mat nao chan cac nguy ca ro ri WebRTC?
A) Tién ich m@ rong trinh duyét
B) Kill switch mang
C) Dinh tuyén WebRTC qua giao dién VPN
D) Split tunneling

e 5. Tinh nang multihop nao dinh tuyén Iuu lugng qua nhiéu nat?
A) NAT kép
B) WireGuard Multihop
C) Giao thuiic Chameleon
D) Bypasser
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. Mullvad yéu cau dia chi email khi sinh tai khoan.
bung Sai

@ caunoi7

7. C6 thé cau hinh proxy SOCKS5 bén trong cac dudng ham Mullvad.
bung Sai

© caunois

8. Mullvad s& hiiu va van hanh toan bd phan ciing may chi ctia minh.
bung Sai

© cauneio

9. Network Kill Switch luén dugc bat theo mac dinh.
Pung Sai

@ cauneito

10. Céc khoan tién méat gui qua buu dién hoan toan khéng dugc hoan lai.

bung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Mullvad dua vao lam giao thiic dudng ham bao mat téc dé cao chinh.

2. Dinh tuyén dif liéu qua hai vi tri may chi dudc goi la cau hinh

3. Dé ngén viéc ghi nhat ky dif liéu trén 6 dia, Mullvad trién khai cac nut chuyén dung

4. Luu lugng hé thong bi chan khi duéng ham 16i nhé cd ché du phong tich hgp
san.
5. Cac tuyén bo kiém toan xac nhan Mullvad duy tri kién tric nghiém ngat, da

dugc xac minh.

6. Binh tuyén ting dung ndi bd c6 thé dudc c6 lap bang thiét 1ap tuy chinh.

7. Cac thuat toan ma héa thé hé méi bao vé dit liéu trong dudng ham hau

8. Cac may chu tén mién riéng dugc trién khai toan cau dé giup chén cac méi nguy hiém do

gayra.
NGAN HANG TU VUNG
CHi DUNG RAM DA CHANG KHONG LUU NHAT KY KILL SWITCH LUGNG TU
PROXY SOCKS5 RO Ri DNS WIREGUARD

Viét cau tra I8i ctia ban tai day:

1 2.
3 4,
5 6.
7 8.
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Diém kiém tra 4: Ghép ndi khai niém VPN va mang

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhap liéu.
1. WIREGUARD A Tinh nang an toan cét Iuu lugng khi VPN bj rét.
2. DA CHANG B Giao thic dudng hdm bao mat nhe, hiéu suat cao.
3. CHi DUNG RAM Cc Giao thiic proxy ndi bd ding dé co 1ap cac (ing dung khach.
Dinh tuyén Iuu lugng qua mdt nut may chi vao va mét ndt ma
4. KILL SWITCH D .t SR Sl i ~ y
chura.
. I Co ché méa héa dudgc thiét ké dé chéng lai cac cudc tn cong
5. KHONG LUU NHAT KY E | R
- uong tu.
6. PROXY SOCKS F Viéc 16 cac dich truy van DNS bén ngoai dusng ham VPN.
. Phan cling may chl dung bd nhd kha bién, khéng gill lai dif liéu
7.LUGNG TU G nao sau khi khai dong lai.
L. Tiéu chuan khéng luu gilt di liéu dugc xac minh qua cac cudc
8. RO RIDNS H

kiém toan doc lap.
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Piém kiém tra 5: Tro chgi 6 chit

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y
bén dudi.

HANG NGANG

2. Giao thiic dudng ham bao mat nhe, hiéu nang
cao (9)

5. Chuan khdng luu giit dif liéu, dudc cac cudc
kiém toan ddc lap xac minh (14)

6. Viéc dich ctia cac truy van DNS bi 16 ra ngoai
dudng ham VPN (7)

7. Cac cd ché ma hoa dudc thiét ké dé chong lai
cac cudc tan cong lugng tif (7)

8. Pinh tuyén Ivu lugng qua madt nit may chu vao
va mot nut may chu ra (7)
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HANG DOC

1. Giao thuc proxy ndi bd diing dé cé lap cac ting
dung ctia may khach (10)

3. Tinh ndng an toan ngéat luu lugng khi VPN bi
rét (10)

4. Phan cling may chu diing bd nhé tam thdi,
khong gii lai dit liéu sau khi kha@i dong lai (10)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG

2 hang ngang: Giao thiic dudng ham bao mat nhe, hiéu ning cao (9 chit cai):

5 hang ngang: Chuan khéng Iuu giit dif liéu, dugc cac cudc kiém toan doc 1ap xac minh (14 chii cai):
6 hang ngang: Viéc dich cuia cac truy van DNS bi 16 ra ngoai duéng ham VPN (7 chif cai):

7 hang ngang: Cac cd ché ma hoa dudc thiét ké dé chong lai cac cudc tan cong ludng tif (7 chii cai):

8 hang ngang: Pinh tuyén luu lugng qua mét nit may chi vao va mot nut may chu ra (7 chii cai):

HANG DOC

1hang doc: Giao thiic proxy ndi bd dung dé c6 lap cac tiing dung ctiia may khach (10 chif cai):

3 hang doc: Tinh ndng an toan ngat Iuu lugng khi VPN bi rét (10 chi cai):

4 hang doc: Phan cling may chu diing bd nhé tam thgi, khdng giti lai dif liéu sau khi khéi dong lai (10 chit cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.
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E N U T 6 N O U L G N Q U D T
DANH SACH TU VUNG

WIREGUARD DACHANG CHIDUNGRAM KILLSWITCH KHONGLUUNHATKY
PROXYSOCKS LUCNGTU RORIDNS
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VPN BAO MAT MULLVAD

PHIEU HOC TAP VE VPN

Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét

chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG

A. WIREGUARD

B. DACHANG

C. CHIDUNGRAM

D. KILLSWITCH

E. KHONGLUUNHATKY
F. PROXYSOCKS
G.LUONGTU

H. RORIDNS
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PINH NGHIA VA CAC TRUOGNG GHEP

1. Giao thiic proxy ndi bd dung dé c6 1ap cac Ung dung clia may
khach.

2. Céc cd ché méa hoa dudc thiét ké dé chéng lai cac cudc tn cong
lugng tu.

3. Giao thic dudng ham bao mat nhe, hiéu nang cao.

4. Phan cling may chl dung bd nhd tam thsi, khéng git lai di liéu
sau khi khgi dong lai.

5. Tinh n&ng an toan ngét Iuu lugng khi VPN bij rét.

6. Dinh tuyén Iuu lugng qua mot nut may chd vao va mét nut may
chu ra.

7. Viéc dich cla céc truy van DNS bj |6 ra ngoai dusng ham VPN.

8. Chuan khéng luu gitt di liéu, dugc cac cudc kiém toan doc 1ap xac
minh.
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Diém kiém tra 7: Thi thach tu bi xao tron

PHIEU HOC TAP VE VPN

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé mang riéng ao (VPN).

Viét dap an clia ban vao cac 6 nhap da cung cép.

1. UGEIWARDR 5.

2. ADCHUMGRNI 6.

o KNHKUYHAOU o
GLTN

4. UUGNTLO 8.
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AGHCHNA

CSLITKIWHL
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Trang 11



10

n

12

13

14

15

VPNl BAO MAT MULLVAD
—— . C OM

PHIEU HOC TAP VE VPN

Hoat dong thuéng: Nghi nhanh

3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG.

Nhiing tinh nang bao mat cia Mullvad

Nhitng cau héi danh cho bd phan hé trg khach hang cua
Mullvad

Nhitng cach tao mat khau manh
Nhiing ngudi ban sé gigi thiéu Mullvad

Nhitng thit ma mat cudc kiém toan cé thé kiém tra

Nhitng qudc gia ndi tiéng véi luat bao vé quyén riéng tu
manh

Nhitng viéc ban lam truc tuyén mdi ngay

Nhitng quéc gia ban muén cé may chi Mullvad

Nhitng cai dit ban bat dé ting cudng bao mat

Nhiing thi ma ma héa bao vé

Nhiing loai ro ri VPN

Nhitng tif vé an ninh ban da hoc trong phiéu hoc tap nay
Nhitng méi de doa trén Wi-Fi céng céng

Nhiing Ung dung ban sé dung cuing véi Mullvad

Nhitng thiét bi ban sé cai Mullvad
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Diém kiém tra 8: Nghién ctu tinh hudng vé VPN va mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN cUU TiNH HUONG 1: TiCH HOP KHA NANG KHANG LUONG TU

Tinh huéng: Mot céng ty tai chinh can bao mat viéc truyén tép trudc kha ndng giai ma béng may tinh luong tur
trong tucng lai.

Cau héi thao luan: Ho nén trién khai cu hinh dudng hdm nao trong (ing dung ctia Mullvad?

NGHIEN cUU TiNH HUONG 2: PINH TUYEN DIEU TRA KiN DAO

2
Tinh huéng: M6t diéu tra vién muén dinh tuyén kép mang cla minh dé che giau diém vao.

Cau hoi thao luan: Nén bat tinh nang nao cla Mullvad dé dat dudc dinh tuyén da may chu?
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Diém kiém tra 9: Giai ma mat thu

Ky su mang bao mat cac kénh dinh tuyén va dudng ham clia may khach. Hay dung bang khéa Chii-
S6 bén dudi dé giai ma théng diép bang cach viét cac chi ci tuong Ung vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 D=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20
Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

24 1 12 1B N 17 1 16 15 25 14 14 27 1 6
13 11 18 16 10 6 25 16 10 15 3 24 1B 1N 3 25
n 1 29 8 15 1 12 14

Thong diép da giai ma:

MEO: MOI SO DAI DIEN CHO V| TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q1: Mullvad bao mat tai khoan nhu thé nao?

Mullvad dung sé tai khoan 16 chi s6 dudc sinh ra, khéng can mat khau hay email. [1]

Q2: Mullvad uu tién giao thtic nao?

Mullvad uu tién WireGuard nh& téc do, su don gian va mat ma hién dai. [9]

Q3: May chu Mullvad cé dudc kiém toan khéng?

C6, cac cong ty bao mat bén thu ba thuc hién kiém toan ha tdng va ma nguén dinh ky.

Q4: Mullvad c6 hé trg OpenVPN khéng?
Khong, Mullvad da g& OpenVPN vao ngay 15 thang 1 nam 2026; chi con WireGuard. [7]

Q5: Kill switch cua Mullvad la gi?
Pay la quy tac tudng Ira tich hop ngan luu lugng internet néu VPN gép 16i.
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q6: Mullvad c6 hé trg IPv6 khéng?

C6, Mullvad hé trg dinh tuyén IPv6 géc va chdng ro ri.

Q7: Mullvad cé cung cap multihop khéng?

C6, WireGuard multihop cho phép néi chudi nhiéu vi tri may chu.

Q8: Tdi c6 thé dung trinh phan giai DNS tuy chinh khéng?

C6, ban cé thé cau hinh dia chi DNS tuy chinh trong phan cai d&t cta Ung dung Mullvad.

Q9: Lam thé nao dé ngan viéc ghi nhat ky?

Céac cau hinh hé thong tat ghi nhat ky va don bo nhé dém trén moi daemon may chu.

Q10: Mullvad dudc thanh lap 6 dau?
Mullvad dugc thanh Iap tai Gothenburg, Thuy Dién, theo thAm quyén phap ly cia Thuy Dién.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q1: Xoay vong khéa hoat déng nhu thé nao?
Ung dung tu dong xoay vong khéa WireGuard; khoang thdi gian méc dinh cta CLI 1a 30 ngay. [3]

Q2: Pudng ham khang ludng tir la gi?

Chung b6 sung trao déi khéa ML-KEM va Classic McEliece vao WireGuard dé chéng lai cac cudc tan cong lugng tu
trong tuong lai. [2]

Q3: Cac nut chi dung RAM an toan nhu thé nao?

Céac nut nay khéng ghi dif liéu vao 6 cling, khién viéc danh cap may chu vat ly tré nén vé ich.

Q4: Chuc hang proxy SOCKSS la gi?

N6 gitip dinh tuyén Iuu lugng ctia cac (ng dung cu thé trong dudng ham, ngén rd ri ra cdc mang bén ngoai.

Q5: Mullvad c6 bao vé chong ro ri WebRTC khong?
C6, (ing dung budc cac truy van WebRTC di qua giao dién VPN dé che chan IP cuc bd.
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q6: Mullvad xtf ly cac cudc dot kich cua canh sat nhu thé nao?

Mullvad khéng Iuu nhat ky cd sé di liéu ngudi dung nao, nghia la khéng thé trich xuat théng tin ngusi dung.

Q7: Rui ro tham quyén phap ly ciia Thuy Dién la gi?

Thuy DBién 13 thanh vién 14-Eyes, nhung kién tric khéng Iuu nhat ky cua Mullvad loai bo rii ro vé di liéu.

Q8: Cac cudc kiém toan (ing dung khach cé6 ma nguén mé khéng?

Co6, cac Uing dung 1a ma ngudn mé (GPL-3) va dudc cac cong ty nhu X41 D-Sec kiém toan. [6]

Q9: Split tunneling hoat déng nhu thé nao?

N6 dung bang dinh tuyén clia hé diéu hanh dé loai trii cac (ing dung cu thé khoi chi phi clia VPN.

Q10: Mullvad xti ly thanh toan bang tién mat nhu thé nao?

Tién mat dugc guii qua dudng buu dién kém ma théng bao, dudc cdng thu cdng, va phong bi dugc huy.
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PHIEU HOC TAP VE VPN

Phan 11: 10 su that va hiéu biét thuc té vé VPN

Xem lai cac su that thuc té vé toc d6 ma hoa VPN, kiém toan giao thiic, két ndi di déng va lam viéc tu

xa trong doanh nghiép.

1. THONG TIN VE VPN

Mullvad dugc Amagicom AB thanh Iap nam 2009 tai
Gothenburg, Thuy Bién.

3. THONG TIN VE VPN

Khéng Iuu tén, email, mat khdu hay sé dién thoai trong co
s@ di liéu ngudi dung.

5. THONG TIN VE VPN

Cuoc kiém toan ha tang nam 2024 cua Cure53 khong
phat hién 16 héng nao pha v§ tinh 4n danh clia Iuu lugng
VPN. [5]

7. THONG TIN VE VPN

Luu lugng WireGuard cé thé dugc lam mé béng
Shadowsocks, QUIC hodc LWO dé vugt qua tusng Ila.
[10]

9. THONG TIN VE VPN

ML-KEM va Classic McEliece thuong lugng khoa chia sé
trudc hau lugng ti cho WireGuard. [2]

© VPN.com | Phiéu hoc tap vé bao mat Mullvad

2. THONG TIN VE VPN

S6 tai khoan 14 dinh danh duy nhat dung dé nap tién va
truy cap tai khoan.

4. THONG TIN VE VPN

Khéa WireGuard dugc tao cuc bd trén thiét bi khach dé
ngan viéc bi xam pham phia may cha.

6. THONG TIN VE VPN

Mé&i may cht WireGuard ctia Mullvad chay mét proxy
SOCKSS5, chi truy cap dudc trong dudng ham. [8]

8. THONG TIN VE VPN

Mullvad da hoan tat viéc chuyén sang may chu VPN chi
chay trén RAM vao thang 9 nam 2023. [4]

10. THONG TIN VE VPN

Phong bi tién m&t va nhiing thir khong phai tién bén trong
sé dugc huy sau khi thdi gian st dung dudc cong vao.
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Tai liéu tham khao ky thuat va nguén

PHIEU HOC TAP VE VPN

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan ti cac tiéu chuan ky thuat, dac ta va khung

quy dinh toan cau.

TAI LIEU THAM KHAO HOC THUAT VA NGANH

[1] Mullvad VPN. (n.d.). Why Mullvad VPN?

https://mullvad.net/en/why-mullvad-vpn

[3] Mullvad VPN. (n.d.). CLI commands for using WireGuard.

https://mullvad.net/en/help/cli-command-wg

[5] Mullvad VPN. (2024). Fourth Infrastructure audit completed
by Cure53.

https://mullvad.net/en/blog/fourth-infrastructure-audit-completed-b
y-cure53

[7] Mullvad VPN. (2024). Removing OpenVPN 15th January
2026.

https://mullvad.net/en/blog/removing-openvpn-15th-january-2026

[9] Mullvad VPN. (n.d.). Why WireGuard?

https://mullvad.net/en/help/why-wireguard

[11] National Institute of Standards and Technology. (2024). FIPS
203: Module-Lattice-Based Key-Encapsulation Mechanism
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https://csrc.nist.gov/pubs/fips/203/final
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[4] Mullvad VPN. (2023). We have successfully completed our
migration to RAM-only VPN infrastructure.
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BAO MAT MULLVAD DAP AN CHO GIAO VIEN

Dap an: Piém kiém tra 1- Trac nghiém

Cau hoi1 Pap an dung: B

GHI CHU CHO GIAO VIEN

Giao thiic dusng ham nao 1a mac dinh trong ing dung ctia Mullvad? - WireGuard

Cau hoi 2 Pap an dung: A

GHI CHU CHO GIAO VIEN

Khi nhap "generate account", ban nhan dugc mét sé tai khoan; khéng yéu cau email hay théng tin ca nhan nao khac.

Cau hoi 3 Pap an dung: B

GHI CHU CHO GIAO VIEN

Céc dusng ham WireGuard khang lugng tf ciia Mullvad ding ML-KEM va Classic McEliece dé théng nhat khoéa chia sé trudc.
[9]

Cau hoi 4 Pap an dung: C

GHI CHU CHO GIAO VIEN

C6 ché bao mat ndo chdn cac nguy cg ro ri WebRTC? - Dinh tuyén WebRTC qua giao dién VPN

Cau hoi5 Pap an dung: B

GHI CHU CHO GIAO VIEN

Tinh n&ng multihop nao dinh tuyén luu lugng qua nhiéu nut? - WireGuard Multihop
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COM

Pap an: Diém kiém tra 2 - Pung hay Sai

e Cau hoi 6 Pap an dung: Sai
GHI CHU CHO GIAO VIEN

Sai: Mullvad khéng bao gi§ yéu cau email; tai khoan chi dugc nhan dang béng mét sé dugc tao ra.

o Cau hoi7 Pap an dung: Plng
GHI CHU CHO GIAO VIEN

C6 thé cau hinh proxy SOCKS5 bén trong cac dusng ham Mullvad.

e Cau hoi 8 Pap an ding: Sai

GHI CHU CHO GIAO VIEN

Sai: Mullvad s& hitu mét s6 may chl nhung ciing thué may chu chuyén dung tif cac nha cung cép.

e Cau hoi 9 Pap an dung: Pung
GHI CHU CHO GIAO VIEN

Network Kill Switch luén dugc bat theo mac dinh.

@ Cau hai 10 Pap an dung: Bung

GHI CHU CHO GIAO VIEN

Céc khoan tién mét gufi qua buu dién hoan toan khéng dugc hoan lai.
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COM

DPap an ti vung va thang cham diém

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngii ngi canh (tdng cong 8
diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM

) - wirecuarD ) 2 oacHinG B s cHibuncrAm ) - «iLswitcH
5. KHONG LUU NHAT . s o
> ) s.proxy socks B 7 oneTu 3 s rorions

PIEM KIEM TRA 3: DAP AN - THUAT NGU CHINH

@ wirecuarD © oacHine © cHibuNGRAM O «uLswitcH

© «HONG LUU NHAT KY © rroxy sockss © LuoneTU © rorions

PIEM KIEM TRA 6, PHUONG AN KHAC: DAP AN - GHEP TU

) - rroxysocks B} c-Luonety E) A-wirecuarp ) c-cHibuncrAm

B o-xiswiteH ) s-oacHinG H - RORIDNS ) :- KHONGLUUNHATKY

GHI CHU THAO LUAN CHO GIAO VIEN

Thuat ngii chinh:
Kiém tra xem hoc sinh cé giai thich dugc WIREGUARD, DA CHANG va CHi DUNG RAM bang I8i ciia minh va néu mét vi du cho méi
thuat nglr hay khéng.

Nghién cttu tinh hudng:
Yéu cau hoc sinh duing di kién trong phiéu, khéng dung phong doan, dé chiing minh khuyén nghi ctia minh.

Panh gia nguén:
Yéu cau hoc sinh kiém chuing it nhat mdt nhan dinh trong cac ngudn cla phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh c6
thé thay déi theo thdi gian.
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VPN BAO MAT MULLVAD DAP AN CHO GIAO VIEN
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DPap an cau dé va ghi chu cho giao vién

DAP AN TIM TU DAP AN O CHU
A P O I N B M K A B E 6 A XA o P
p L 6 U s S G I X P X Q E VvV U _|W‘|||R‘|E|G‘|U|A R|D
M E D P S N N L G S I P C R Q L - 2
A . 6 K M D Q@ L BE N I 6 B X O I Cc X
R L U T N I X s o o A A a K 0 |K‘|H|6‘|N|G L U“UlN H A“TlKY
G M A K 6 R P WG N X HA Y Y L in 'S
N X A M U OV I L B D O Cc U 0 |R|°‘|R||‘|D|N S i i
U o v EcCR X T A UTULTDTE A & (W U C|
D Y U B O P I C U V P K Y A D | l L
I M P Y P L E H Q U P K U H A |L‘|U|d‘|N|G T U‘ G| ' S|
H K H 0O N 6 L U U N H A T K Y £ R
C X B W IREGUA AT RTUDAX O H |D A C‘|H|A‘|N|G|
T Y P R O X ¥ S O C K S O Y T - M
s A E u 6 v MTILEOO U X Y V o
E U T 6 N 0 U L G N Q U D T
HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU
HANG NGANG HANG DOC
2 hang ngang: WIREGUARD Giao thiic dudng hdm bao mat 1hang doc: PROXYSOCKS Giao thuc proxy noi bd dung dé
nhe, hiéu nang cao (9 ch cai) cO lap cac ung dung cuia may khach (10 chit cai)

5 hang ngang: KHONGLUUNHATKY Chuén khéng luu gitt di 3 hang doc: KILLSWITCH Tinh n&ng an toan ngét luu lugng

liéu, dugc cac cudc kiém toan doc 1ap xac minh (14 chit cai) khi VPN bi rét (10 chit cai)

6 hang ngang: RORIDNS Viéc dich cla cac truy van DNS bj 4 hang doc: CHIDUNGRAM Phan ciing may chu dung bd

16 ra ngoai dudng hdm VPN (7 chit cai) nha tam thai, khdng gilr lai d{ liéu sau khi kh&i ddng lai (10
chir cai)

7 hang ngang: LUGNGTU Céac cd ché méa héa dudc thiét ké
dé chéng lai cac cudc tan coéng lugng ti (7 chit cai)

8 hang ngang: DACHANG Dinh tuyén Iuu lugng qua mét nat
may chu vao va mét nut may chd ra (7 chi cai)
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VPN BAO MAT MULLVAD DAP AN CHO GIAO VIEN

Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. UGEIWARDR WIREGUARD 5 AGHCBHNA DACHANG
2. ADCHUMGRNI CHIDUNGRAM 6. CSLITKIWHL KILLSWITCH
3. KNHKUYHAOUGLTN KHONGLUUNHATKY 7. RXPOSCKSYO PROXYSOCKS
4. UUGNTLO LUONGTU 8. OISRNDR RORIDNS

KHOA THU THACH MAT THU Bi MAT

"TAI KHOAN MULLVAD KHONG DUNG MAT KHAU HAY EMAIL"
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VPN BAO MAT MULLVAD PAP AN CHO GIAO VIEN

COM

DPap an nghién ctu tinh hudng

NGHIEN CUU TiNH HUONG 1: TICH HOP KHA NANG KHANG Lasi giai danh cho gido
LUONG TU vién

HUGNG DAN CHAM PIEM

Cau tra 18i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét céng ty tai chinh can bao mat viéc truyén tép trudc kha nang giai ma
lugng tu trong tuong lai.

« Chién lugc va giai phap dé xuét: Trién khai cac dudng ham WireGuard khang lugng ti bang
khoa chia sé trudc hau lugng tu.

NGHIEN cUU TINH HUONG 2: BINH TUYEN DIEU TRA KiN Lo gidl danh cho gido
PAO vién

HUGNG DAN CHAM BIEM

Cau tra I6i cua hoc sinh can dé cap cac diém sau:

 Phan tich tinh huéng: Mét diéu tra vién mudn dinh tuyén kép mang cla minh dé che giau diém
vao.

« Chién lugc va giai phap dé xuat: Bat tinh ndng WireGuard Multihop cta Mullvad dé néi tdng cac
nut vao va nut ra.
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