VPN BAO MAT NO

COM

Ho tén:

RDVPN

PHIEU HOC TAP VE VPN

Ngay: Piém:

Bao mat NordVPN

Xem xét cac tinh nang bao mat cua NordVPN gbém giao thuc NordLynx, Double VPN,
Onion Over VPN, Threat Protection, kiém toan khéng Iuu nhat ky va ma héa AES-

256.

TONG QUAN HOC TAP VE BAO MAT NORDVPN

NGUGIHOC

TU CACH SINH VIEN
L6 trinh Ngudi bao vé mang

AN TOAN

TRANG THAIKET NOI

Che chén cac goi dif liéu

HOAT DONG

CHONG RO Ri

Bao vé chéng ro ri DNS va IPve

Chao mirng ban! Bd hoat ddng nay hudng dan ban vé cac
tinh n&ng bao méat cua NordVPN. Ban sé tim hiéu NordLynx
déc quyén, cac nat RAM khéng dia, chudi Double VPN va
cac cudc kiém toan khéng nhat ky doc lap.

CAC PIEM KIEM TRA CUA PHIEU HOC TAP

0 0

O oo

Phan 1-4: Nam vitng VPN va cau hinh bao mat mang.

Phan 5-7: Giai cac cau dé 6 chif va tim tu.

Phan 8-9: Giai cac nghién ctiu tinh hudng va thii thach mat thu.

Phan 10: Xem lai cac trang cau héi thudng gép co ban va nang
cao.

Phan 11: Kham pha 10 su that th vi trong thuc té.

Thudng: thir thach Nghi nhanh.

Mé& Hudéng dan cac VPN tot nhat ciia VPN.com

URL: https://www.vpn.com/vi/vpn/nordvpn/bao-mat/
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Ld trinh hoc vé bao mat NordVPN cua ban

e Phan tich kién truc ky thuat va quy tdc cau hinh cia NordVPN - Bao mat.
e Cau hinh cai dat client dé ngan ro ri luu lugng IP, DNS va WebRTC.

e So sanh gia tuy chinh, ban dung thir va tinh n&ng hiéu suat véi cac mé hinh tiéu chuan.

HUGNG DAN VE BAO MAT NORDVPN

Tra I6i cac cau hoi trdc nghiém va dung/sai, hoan thanh cac cau dién vao chd tréng béng ngan hang tl, ghép cac
dinh nghta, réi giai 6 chif va tim tir. Hay van dung kién thiic ctia ban vé giao thiic ma héa déc quyén va cac nat may
chu chi dung RAM. Két thic véi hoat dong thudng Nghi nhanh.

GIAO THUC NORDLYNX POC QUYEN & BIEN PHAP GIAM THIEU LO HONG

Giao thiic NordLynx tuy chinh clia NordVPN tich hop WireGuard véi hé thdng NAT kép, dudc thiét ké cho téc do ma
khéng Iuu dif liéu ngusi dung. May chl clia né chay trén phan cliing RAM khéng dia, va PwC cling Deloitte da xac
minh chinh sach khéng nhat ky cua né sau lan.

(GIGI THIEU)

Giao thiic NordLynx tuy chinh ctia NordVPN tich hgp WireGuard véi hé thong NAT kép, dudc thiét ké cho téc doé ma
khéng luu dii liéu ngusi dung. May chl clia né chay trén phan cling RAM khéng dia, va PwC cluing Deloitte da xac
minh chinh sach khéng nhat ky cua né sau lan.

POC KY TUNG PIEM KIEM TRA VA CHON HOAC VIET CAU TRA LGOI BUNG.
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Diém kiém tra 1: Thi thach trdc nghiém

0 1. Giao thiic két ndi déc quyén cua NordVPN la gi?
A) OpenVPN
B) NordLynx
C) IKEv2
D) Lightway

9 2. Kién triic nao chay may chi hoan toan trong RAM kha bién?
A) NAT kép
B) Meshnet
C) Cac tang RAM khéng 6 dia
D) Split tunneling

PHIEU HOC TAP VE VPN

e 3. Tinh ndng nao chan quang cao, trinh theo dbi va cac tén mién phan mém dac hai?

A) VPN kép

B) NordLynx

C) Threat Protection
D) Onion Over VPN

o 4. Double VPN ting cudng bao mat truyén tai nhu thé nao?
A) Nb6i hai may chu
B) Tang gap doi bang thong
C) Nén goi tin
D) Bé qua thué cla ISP

o 5. Coéng ty doc 1ap nao da kiém toan chinh sach khong Iuu nhat ky cia NordVPN?

A) BDO

B) KPMG

C) Ernst & Young
D) Deloitte / PwC
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Diém kiém tra 2: Thit thach Ping hoac Sai

© cauncie

6. NordLynx dudc xay dung truc tiép trén nén giao thirc WireGuard.
bung Sai

@ caunoi7

7. Threat Protection Pro can cé két n6i VPN dang hoat déng dé chay.
bung Sai

© caunois

8. IP riéng cap cho mdt ngusi ding mét dia chi ma khéng ai khac dung chung.
bung Sai

© cauneio

9. App Kill Switch chan Iuu lugng toan hé théng néu dudng ham bj ngat.
Pung Sai

@ cauneito

10. NordVPN chon mdy cht RAM khéng 6 dia thay cho may chu dung 6 clng.

bung Sai
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Diém kiém tra 3: Dién thuat ngit chinh

Doc tiing cau dudi day va dién vao chb tréng thuat nglt dung ti Ngan hang tu.

1. Giao thtic két noi tuy chinh dua trén WireGuard dugc NordVPN dat tén la

2. Dit liéu dudgc bao vé khoi viéc thu giil phan ciing tai chd nhé cac nut khdng 6 dia theo kiéu

3. Phan mém doc hai va trinh theo déi xam pham bi chin bing tinh nang tich
hgp sén.

4. Pinh tuyén Iuu lugng qua hai nit ma héa dudc thuc hién bing cac duéng ham

5. PwC va Deloitte da xac minh chinh sach nghiém ngat ciia NordVPN.

6. Truy cap internet bi ngat ngay lap ttic khi dudng ham rét nhé cd ché du phong

7. C6 thé xay dung cac két ndi an toan kiéu mang LAN giifa cac thiét bi bang dinh tuyén

8. An ninh di liéu tai trong dugc thuc thi bing AES-256 va cac ChaCha20.

NGAN HANG TU VUNG

CHi DUNG RAM CHONG MOI BE DOA KHONG LUU NHAT KY KILL SWITCH MESHNET
NORDLYNX THUAT TOAN MA HOA VPN KEP

Viét cau tra I8i ctia ban tai day:

1 2.
3 4.
5 6.
7 8.
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4

Diém kiém tra 4: Ghép ndi khai niém VPN va mang

GHEP PINH NGHIA
Ghép méi thuat ng{i tif viing & bén trai véi dinh nghia ding & bén phai bang cach nhap chit cai tuong ting (A-H) vao 6

nhép liéu.

Cong cu dinh tuyén phi tap trung dé két néi truc tiép cac thiét

1. NORDLYNX A bi.
. .. Bd bao mat cuc bd chan trinh theo déi, quang cao va phan mém
2. NUT CHi DUNG RAM B oo o T EHE PO EE SRy e
oc hai.
3. CHONG MOI BE DOA c Cac thuat toan mat ma dung dé bao vé dit liéu tai.
4. VPN KEP Phan cling may chl dung bd nhé kha bién, khéng gill lai di liéu
: D nao sau khi kha@i dong lai.

5. KHONG LUU NHAT KY E NGi hai may cha VPN dé ma hoa di liéu hai lan.

Giao thic tuy chinh ctia NordVPN dya trén tiéu chuan
6. KILL SWITCH F WireGuard.

Tiéu chuan luu gilt dif liéu nghiém ngat dudc xac minh qua kiém
7. MESHNET G toan bén ngoai.
8. THUAT TOAN MA HOA H Tinh n&ng an toan cét Iuu Iugng khi VPN bi rét.
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Piém kiém tra 5: Tro chgi 6 chit

PHIEU HOC TAP VE VPN

Giai 6 chif bang cach nhap chii cai vao cac 6 trdng dang hoat déng. Cac s6 tuong Ung véi cac ggi y

bén dudi.

HANG NGANG

1. Céng cu dinh tuyén phi tap trung dé két noi
truc tiép cac thiét bi (7)

6. Chuan luu giil dif liéu nghiém ngat, dudc kiém
toan bén ngoai xac minh (14)

8. Giao thuc tuy chinh ctia NordVPN xay dung
trén chuan WireGuard (8)

© VPN.com | Phiéu hoc tap vé bao mat NordVPN

HANG DOC

2. Cac thuat toan mat ma dung dé bao vé dit liéu
tai trong (14)

3. Tinh ndng an toan ngéat luu lugng khi VPN bi
rét (10)

4. B06 bao mat cuc bo chan trinh theo doi, quang
cdo va phan mém doc hai (13)

5. Phan cting may chu ding bd nhé tam thdi,
khong giii lai dif liéu khi kh&i dong lai (10)

7. Nbi chudi hai may chi VPN dé ma héa dit liéu
hailan (6)
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Diém kiém tra 5, phuong an khac: Gdi y 6 chif dé tiép can

Ngusi dung trinh doc man hinh va ban phim cé thé nhap truc tiép dap an & chif vao cac trudng van
ban bén dudi.

HANG NGANG
1hang ngang: Cong cu dinh tuyén phi tap trung dé két néi truc tiép cac thiét bi (7 chit cai):
6 hang ngang: Chuan luu giir dif liéu nghiém ngat, dudc kiém toan bén ngoai xac minh (14 chii cai):

8 hang ngang: Giao thtic tuy chinh ctia NordVPN xay dung trén chuan WireGuard (8 chif cai):

HANG DOC

2 hang doc: Cac thuat toan mat ma dung dé bao vé dif liéu tai trong (14 chit cai):

3 hang doc: Tinh ndng an toan ngat Iuu lugng khi VPN bi rét (10 chi cai):

4 hang doc: B bao mat cuc bd chén trinh theo déi, quang cao va phan mém dac hai (13 chil cai):

5 hang doc: Phan cling may chu dung bd nhé tam thai, khéng giil lai dif liéu khi khéi dong lai (10 chit cai):

7 hang doc: Néi chudi hai may chi VPN dé ma héa di liéu hai lan (6 chit cai):
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piém kiém tra 6: Tim tU an

Tim 8 thuat ngit ti vung chinh &n trong Iugi bén dudi. Cac ti cé thé ndm ngang, doc hodc chéo.

U ¥ v L P O V G O C A B P O I
0O U U U K H E s E »p A N R D G
I R Q U P Y D E D Q K D A A K
6 A Y L I U P S A E L Q U H L
L E BE M E P P K P Y R K P U E

E 8§ H ¢ T I W S8 L L I K I A D
N K H 6 N 6 L U U N H A T K Y
H o M K A N T P E 6 O U X H I
s T ¢ #H 6 N ¢ M 6 I » E D O A

DANH SACH TU VUNG

NORDLYNX CHIDUNGRAM CHONGMOIDEDOA VPNKEP KHONGLUUNHATKY
KILLSWITCH MESHNET THUATTOANMAHOA
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VPN BAO MAT NORDVPN

PHIEU HOC TAP VE VPN

Diém kiém tra 6, phudng an khac: Ghép tu vung dé tiép can

Ghép tiing thuat ng(f trong s6 8 thuat ngif tif ving & phan Tim tU véi dinh nghia dung bang cach viét

chii cai (A-H) vao ché trong.

THUAT NGU TU VUNG
A.NORDLYNX

B. CHIDUNGRAM

C. CHONGMOIDEDOA
D. VPNKEP

E. KHONGLUUNHATKY
F. KILLSWITCH

G. MESHNET

H. THUATTOANMAHOA
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PINH NGHIA VA CAC TRUOGNG GHEP

1. Cac thuat todn mat ma dung dé bao vé di liéu tai trong.
2. Tinh nang an toan ngat luu lugng khi VPN bij rét.
3. Cong cu dinh tuyén phi tap trung dé két néi truc tiép cac thiét bi.

4. BO bao mat cuc bd chan trinh theo déi, quang cao va phan mém
déc hai.

5. N6i chudi hai may chi VPN dé méa hoa di liéu hai lan.
6. Giao thuc tuy chinh ctia NordVPN xay dung trén chuan WireGuard.

7. Chuéan luu gilt dit liéu nghiém ngat, dugc kiém toan bén ngoai xac
minh.

8. Phan cling may chl dung bd nhd tam thsi, khéng gitt lai dif liéu khi
khdi déng lai.
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Diém kiém tra 7: Thi thach tu bi xao tron

VPN BAO MAT NORDVPN

PHIEU HOC TAP VE VPN

Sap xép lai cac chif cai bén dudi dé tim ra cac khai niém va thuat ngit chinh vé mang riéng ao (VPN).

Viét dap an clia ban vao cac 6 nhap da cung cép.

1. NDLNYOXR

OGHMOCDOA
" PEIN

KNHKUYHAOU
GLTN

4. TENHEMS
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RNMHDGUCAI

EKVNPP

ILKIWTCHSL

AAHTNMHAT

OUOAT
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PHIEU HOC TAP VE VPN

Hoat dong thuéng: Nghi nhanh

3 CAU TRA L3I CHO M&I CHU DE. Al HOAN THANH DANH SACH TRUGC SE THANG.

Nhiing dau hiéu két ndi VPN ctia ban bi cham
Nhiing cach tao mat khau manh

Nhiing Ung dung ban sé dung cuing véi NordVPN
Ly do chon NordVPN

Nhitng quéc gia ban muén cé may chii NordVPN
Nhiing loai ro ri VPN

Nhiing giao thiic VPN ban biét

Nhitng thit ma mét cudc kiém toan cé thé kiém tra

Nhiing tinh nang ban tim ¢ NordVPN

Nhitng quéc gia ndi tiéng véi luat bao vé quyén riéng tu
manh

Nhitng cau hoi danh cho bd phan hb trg khach hang cua
NordVPN

Nhiing tinh nang bao mat cua NordVPN
Nhitng méi de doa trén Wi-Fi céng céng
Nhiing cai dit ban bat dé ting cudng bao mat

Nhiing thi ma ma héa bao vé

© VPN.com | Phiéu hoc tap vé bao mat NordVPN
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Diém kiém tra 8: Nghién ctu tinh hudng vé VPN va mang

Hay van dung cac khai niém ban da hoc dé giai cac tinh huéng thuc té dugi day.

NGHIEN CUU TINH HUONG 1: TRIEN KHAI MA HOA KEP
a
Tinh huéng: M6t nha bao can truyén céc tai liéu cuc ky nhay cam tU mét quéc gia kiém duyét nang.

Cau héi thao luan: Ho nén dung hé sd may chid NordVPN nao dé t6i da hda dd an toan clia ma hoa?

NGHIEN cUU TiNH HUONG 2: NGAN PHAN MEM POC HAI TREN MANG DUNG CHUNG
a
Tinh huéng: M6t cong ty lam viéc tif xa muén ngan nhan vién tai xuéng cac tép déc hai qua Wi-Fi céng cong.

Cau haoi thao luan: Ho nén luén gilt tinh nang nao chay trong Uing dung NordVPN?

© VPN.com | Phiéu hoc tap vé bao mat NordVPN Trang 13
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Diém kiém tra 9: Giai ma mat thu

Ky su mang bao mat cac kénh dinh tuyén va dudng ham clia may khach. Hay dung bang khéa Chii-
S6 bén dudi dé giai ma théng diép bang cach viét cac chi ci tuong Ung vao ché tréng.

KHOA MA HOA CHU SANG SO
A=1A=2 A=3B=4 C=5D=6 D=7 E=8 E=9 G=10
H=111=12 K=13 L=14 M=15 N=16 0=17 0=18 G=19 P=20
Q=21R=22 S=23 T=24 U=25 U=26 V=27 X=28 Y=29

16 17 22 6 14 29 16 28 24 12 5 " m 19 20 23 2 16

P N P D G S S S G DU e W S N N S N

10 12 1 17 24 1N 26 5 16 N 1 16 N

Thong diép da giai ma:

MEO: MOI SO PAI DIEN CHO VI TRi CUA CHU CAI DO TRONG BANG CHU CAI (ViDU1=A,2=B,29 = Y).
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q1: NordLynx la gi?

Giao thurc tuy chinh ctia NordVPN dua trén WireGuard, dudc t6i uu cho tdc dd va bao mat.

Q2: NordVPN c6 Iuu nhat ky khéng?
Khong, NordVPN duy tri nghiém ngét chinh sach khéng nhat ky da dugc Deloitte va PwC kiém toan. [2]

Q3: Threat Protection la gi?

Cong cu tich hgp chén quang cdo, trinh theo déi va quét cac tép tai xuéng dé tim phan mém doc hai.

Q4: Double VPN la gi?

Tinh n&ng dinh tuyén luu lugng cua ban qua hai may chi VPN riéng biét dé ma héa kép.

Q5: Kill switch hoat déng nhu thé nao?

N6 chan thiét bi ctia ban truy cap internet néu két néi VPN bj ngét.
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat vé Mang riéng ao (VPN) va dudng ham.

Q6: May chi NordVPN cé khéng dung 6 dia (diskless) khong?
C6, NordVPN van hanh mang may chl khéng 6 dia, chi dung RAM dé bao vé dif liéu ngusi dung.

Q7: NordVPN dat tru sé 6 dau?

NordVPN dat tai Panama, ngi khéng cé luat bat budc luu giir di liéu.

Q8: Dung thuat toan ma héa nao?
AES-256 dudc dung cho OpenVPN/IKEv2, con ChaCha20 dugc dung cho NordLynx.

Q9: Onion Over VPN la gi?
Tinh nang dinh tuyén luu lugng qua NordVPN rdi qua mang Tor.

Q10: NordVPN c6 bao vé chéng ro ri khong?
C6, NordVPN cé tinh n&ng chéng ro ri DNS; VPN.com khéng phat hién ro ri DNS nao trong qua trinh thir nghiém. [7]
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Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q1: NordLynx giai quyét van dé quyén riéng tu nhu thé nao?

N6 dung hé théng NAT kép dé gan IP tam thdi an toan ma khéng luu dif liéu ngusi dung trén may chu. [8]

Q2: Phan cting chi dung RAM an toan dén muc nao?
Vi RAM mat toan bo dir liéu khi khdi dong lai, viéc thu gil may chu khéng thu dudc nhat ky luu lugng lich st nao.

Q3: App Kill Switch la gi?

Khéng nhu kill switch internet, né chi ngét cac (ing dung dugc chi dinh néu VPN bi ngat.

Q4: May chu NordVPN c6 dudc dat chung vi tri khéng?

C6, NordVPN dang tang s6 lugng may chu dat chung (collocated), nghia I ho truc tiép s& hitu phan cung.

Q5: Cac cudc kiém toan bao mat dudc tién hanh nhu thé nao?

PwC da xem xét thiét 1ap khong luu nhat ky (no-logs) ctia hang vao nam 2018 va 2020; Deloitte da thuc hién hang
n&dm ké ti nam 2022. [3]
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat nang cao cla giao thic dudng ham VPN, tich hgp Ung dung khach
di ddng va trién khai doanh nghiép.

Q6: Threat Protection Lite la gi?

Tén ci cla bd chén dua trén DNS, nay goi la Bao vé chéng Ilra dao va gian 1an.

Q7: Meshnet bao mat viéc dinh tuyén nhu thé nao?

N6 tao cac dudng ham diém-diém dugc ma hoa gilta cac thiét bi clia ngusi dung bang khéa NordLynx.

Q8: NordVPN c6 hé trg lam rdi giao thic khéng?
Co, may chu lam réi (obfuscated) vugt tusng Ilta béng cach nguy trang luu lugng VPN thanh goéi HTTPS.

Q9: RO ri WebRTC c6 dudc ngan chan khong?

WebRTC c6 thé [am 16 IP trong trinh duyét; hay gitt VPN ludn két néi va chay bai kiém tra ro ri dé xac nhan.

Q10: Tham quyén phap ly ciia Panama (PAN) giup ich nhu thé nao?

Panama nam ngoai cac lién minh 5/9/14-Eyes va khéng c6 luat ndo budc phai luu gi dif liéu.
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PHIEU HOC TAP VE VPN

Phan 11: 10 su that va hiéu biét thuc té vé VPN

Xem lai cac su that thuc té vé toc d6 ma hoa VPN, kiém toan giao thiic, két ndi di déng va lam viéc tu

xa trong doanh nghiép.

1. THONG TIN VE VPN

NordLynx Ia giao thitc déc quyén ctia NordVPN, dugc xay
dung truc tiép quanh ma 16i WireGuard. [1]

3. THONG TIN VE VPN

Deloitte da kiém toan ddc lap va xac minh viéc trién khai
khong luu nhat ky cua NordVPN. [9]

5. THONG TIN VE VPN

VPN kép dinh tuyén géi tin qua hai nGt, ma hoa tai dif liéu
hai 1an.

7. THONG TIN VE VPN

NordVPN dung cac mat ma AES-256-GCM va ChaCha20
dé bao vé Iuu lugng clia ngudi dung.

9. THONG TIN VE VPN

Meshnet xay dung cac mang ngang hang dugc ma hoa
b&ng cau hinh NordLynx cuc bé.

© VPN.com | Phiéu hoc tap vé bao mat NordVPN

2. THONG TIN VE VPN

Tham quyén phép ly ctia Panama khéng cé luat luu gitt di
liéu bat budc, giup bao vé quyén riéng tu clia ngusi dung.

4. THONG TIN VE VPN

Threat Protection Pro chay trén thiét bi dé chan tép doc
hai, quang cdo va trinh theo doi. [4]

6. THONG TIN VE VPN

Phan cling may chl chi dung RAM ngan viéc Iuu tri 1au
dai nhat ky van hanh hoac khoa. [5]

8. THONG TIN VE VPN

May chl lam r6i che gidu tiéu dé géi tin VPN dé vugt qua
céc tudng Itta quéc gia han ché.

10. THONG TIN VE VPN

Kill switch cap ing dung sé& chadm dut cac tién trinh nén
dudc chon néu dudng ham bi ngat.
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Tai liéu tham khao ky thuat va nguén

PHIEU HOC TAP VE VPN

Tai liéu hoc tap va cac cau dé tudng tac dudc bién soan ti cac tiéu chuan ky thuat, dac ta va khung

quy dinh toan cau.

TAI LIEU THAM KHAO HOC THUAT VA NGANH

[1] NordVPN. (2026). NordLynx protocol for fast, secure VPN
connections.

https://nordvpn.com/blog/nordlynx-protocol-wireguard/
[3] Yahoo Finance. (2026). NordVPN passes its no-logs
assurance assessment for the sixth time.

https://finance.yahoo.com/news/nordvpn-passes-no-logs-assuranc
e-140000101.html

[5] NordVPN. (2024). Why does NordVPN use RAM-based
servers?

https://nordvpn.com/blog/ram-based-servers/

[7]1 VPN.com. (n.d.). NordVPN Review: Speed, Pricing &
Features.

https://www.vpn.com/vpn/nordvpn/

[9] NordVPN. (2024). NordVPN verifies its no-logs claim for the
fourth time. PR Newswire.

https://www.prnewswire.com/news-releases/nordvpn-verifies-its-n
0-logs-claim-for-the-fourth-time-302031533.html

[11] WireGuard. (n.d.). Protocol & Cryptography.

https://www.wireguard.com/protocol/

© VPN.com | Phiéu hoc tap vé bao mat NordVPN

[2] NordVPN. (2026). A leading no-log VPN for online privacy in
2026.

https://nordvpn.com/features/no-log-vpn/

[4] NordVPN Support. (n.d.). What is NordVPN's Scam,
Phishing, and Malware protection?
https://support.nordvpn.com/hc/en-us/articles/19508765521425-W

hat-is-Threat-Protection-Pro-and-Threat-Protection

[6] NordVPN. (2026). Buy a VPN with card, crypto, or PayPal:
Monthly and yearly plans.

https://nordvpn.com/pricing/
[8] NordVPN. (2020). NordVPN Is Rolling Out NordLynx -- New

Generation VPN Protocol That Makes VPN Connection Faster
Than Ever. PR Newswire.

https://www.prnewswire.com/news-releases/nordvpn-is-rolling-out
-nordlynx--new-generation-vpn-protocol-that-makes-vpn-connecti
on-faster-than-ever-301046715.html

[10] NordVPN. (2023). NordVPN has completed independent
infrastructure and app security audits. PR Newswire.

https://www.prnewswire.com/news-releases/nordvpn-has-complet
ed-independent-infrastructure-and-app-security-audits-301760758.
html

[12] Electronic Frontier Foundation. (2026). Choosing the VPN
That's Right for You.

https://ssd.eff.org/module/choosing-vpn-thats-right-you

Trang 20


https://nordvpn.com/blog/nordlynx-protocol-wireguard/
https://nordvpn.com/features/no-log-vpn/
https://finance.yahoo.com/news/nordvpn-passes-no-logs-assurance-140000101.html
https://finance.yahoo.com/news/nordvpn-passes-no-logs-assurance-140000101.html
https://support.nordvpn.com/hc/en-us/articles/19508765521425-What-is-Threat-Protection-Pro-and-Threat-Protection
https://support.nordvpn.com/hc/en-us/articles/19508765521425-What-is-Threat-Protection-Pro-and-Threat-Protection
https://nordvpn.com/blog/ram-based-servers/
https://nordvpn.com/pricing/
https://www.vpn.com/vpn/nordvpn/
https://www.prnewswire.com/news-releases/nordvpn-is-rolling-out-nordlynx--new-generation-vpn-protocol-that-makes-vpn-connection-faster-than-ever-301046715.html
https://www.prnewswire.com/news-releases/nordvpn-is-rolling-out-nordlynx--new-generation-vpn-protocol-that-makes-vpn-connection-faster-than-ever-301046715.html
https://www.prnewswire.com/news-releases/nordvpn-is-rolling-out-nordlynx--new-generation-vpn-protocol-that-makes-vpn-connection-faster-than-ever-301046715.html
https://www.prnewswire.com/news-releases/nordvpn-verifies-its-no-logs-claim-for-the-fourth-time-302031533.html
https://www.prnewswire.com/news-releases/nordvpn-verifies-its-no-logs-claim-for-the-fourth-time-302031533.html
https://www.prnewswire.com/news-releases/nordvpn-has-completed-independent-infrastructure-and-app-security-audits-301760758.html
https://www.prnewswire.com/news-releases/nordvpn-has-completed-independent-infrastructure-and-app-security-audits-301760758.html
https://www.prnewswire.com/news-releases/nordvpn-has-completed-independent-infrastructure-and-app-security-audits-301760758.html
https://www.wireguard.com/protocol/
https://ssd.eff.org/module/choosing-vpn-thats-right-you

VPN

COM

BAO MAT NORDVPN DAP AN CHO GIAO VIEN

Dap an: Piém kiém tra 1- Trac nghiém

Cau hoi1 Pap an dung: B

GHI CHU CHO GIAO VIEN

NordLynx la giao thuc riéng ciia NordVPN, x4y dung trén WireGuard véi hé théng double NAT. [1]

Cau hoi 2 Pap an dung: C

GHI CHU CHO GIAO VIEN

May chi RAM khéng 6 dia Iuu moi thi trong bé nhg tam thai, va dif liéu bi xéa khi mat dién.

Cau hoi 3 Pap an dung: C

GHI CHU CHO GIAO VIEN

Threat Protection chén quang céo, bd theo déi va tén mién ddc hai; phién ban Pro con quét cac tép tai xuéng.

Cauhoi 4 Pap an dung: A

GHI CHU CHO GIAO VIEN

Double VPN néi hai may chu VPN lién tiép, nén luu lugng dudc ma hoa hai lan trudc khi dén web.

Cauhdi5 Pap an dung: D

GHI CHU CHO GIAO VIEN
PwC Thuy ST (2018, 2020) va Deloitte (2022-2025) da xac minh chinh sach khéng Iuu nhat ky cua NordVPN. [3]
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Pap an: Diém kiém tra 2 - Pung hay Sai

e Cau hoi 6 Pap an dung: Pung
GHI CHU CHO GIAO VIEN

DPung: NordLynx dudc xay dung trén WireGuard, b6 sung hé théng double NAT dé tang quyén riéng tu.

o Cau hoi7 Pap an ding: Sai
GHI CHU CHO GIAO VIEN

Sai: Threat Protection Pro van hoat déng ngay ca khi VPN t&t.

e Cau hoi 8 Pap an dung: Plng
GHI CHU CHO GIAO VIEN

Dung: IP riéng chi dugc gan cho mét ngudi dung, khéng giéng cac dia chi IP VPN dung chung.

e Cau hoi 9 Pap an dung: Sai
GHI CHU CHO GIAO VIEN

Sai: App Kill Switch chi dong cac Ung dung dugc chon; Internet Kill Switch chan toan b Iuu lugng.

@ Cau hai 10 Pap an dung: Bung

GHI CHU CHO GIAO VIEN

Bung: NordVPN cho biét ho chon may chii RAM khéng 6 dia, loai may chi khéng gitl di liéu sau khi tat nguén.
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DPap an ti vung va thang cham diém

Thang cham diém cho giao vién: Cho 1diém véi méi cap ghép diing (t6ng cong 8 diém) va méi thuat ngii ngi canh (tdng cong 8
diém).

PIEM KIEM TRA 4: DAP AN - GHEP NOI KHAI NIEM

3 - noroLynx ) 2. nuT cHiDUNG RAM ) s cHone Mo BEDOA B - venker
i‘YKHéNG LUU NHAT 0 s «iLswiteH Y 7 vesHNET ﬁbTAHUAT TOAN MA
PIEM KIEM TRA 3: DAP AN - THUAT NGU CHINH
@ noroLvnx © cHipUNG RAM © cHoNne M6 bE DOA O venkir
© «HONG LUU NHAT KY © «iLswitcH @ VvEsHNET © THUAT TOAN MA HOA
PIEM KIEM TRA 6, PHUGNG AN KHAC: DAP AN - GHEP TU
'Ii"l-TUATTOANMAHOA €Y r-«iLswitcH B - mEsHNET ) c-cHonemoIBEDOA
B o-venker ) A-noroLynX E-KHONGLUUNHATKY [ B-CHIDUNGRAM

GHI CHU THAO LUAN CHO GIAO VIEN

Thuét ngli chinh:
Kiém tra xem hoc sinh cé giai thich dugc NORDLYNX, NUT CHi DUNG RAM va CHONG MOI BE DOA bang I8i clia minh va néu mot
vi du cho méi thuat nglt hay khéng.

Nghién ctu tinh hudng:
Yéu cau hoc sinh duing d{ kién trong phiéu, khéng dung phong doan, dé chiing minh khuyén nghi ctia minh.

Panh gia nguon:
Yéu cau hoc sinh kiém chiing it nhat mot nhan dinh trong cac ngudn clia phiéu va thao luan vi sao s6 liéu, gia ca va quy dinh cé
thé thay déi theo thdi gian.
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PAP AN CHO GIAO VIEN

DPap an cau dé va ghi chu cho giao vién

DAP AN TIM TU
T H U A T T O A N M A H O A T
I P M A R G N U D I H C A V N
U Y VL P 0 VG O C A B P O I
0 U U U K H E s BE p A N R D G
I R Q U P Y D EBE D Q K D A A K
6 A Y L I U P S A E L Q U H L
L E E M E P P K P Y R K P U E
A s Pp X N X U @ N E R v a 6 T
T N N Y o e 6 X R E 6 T s o s
E S H C T I W S L L K I A D
N K H 6 N 6 L U U N H A T K Y
H O M K A NT » E 06 0 U X H I
s T ¢c H 6 N ¢ M 6 I P E D O A
E H X U v 6 I 6 Y G H M A D G
M A R A HD UD I Y I C K O M

HUGNG DAN CHO GIAO VIEN VE DAP AN 6 CHU
HANG NGANG

1hang ngang: MESHNET Céng cu dinh tuyén phi tap trung
dé két ndi truc tiép cac thiét bj (7 chit cai)

6 hang ngang: KHONGLUUNHATKY Chuén Iuu gil dii liéu
nghiém ngat, dugc kiém toan bén ngoai xac minh (14 chir cai)

8 hang ngang: NORDLYNX Giao thuic tuy chinh cua
NordVPN xay dung trén chuan WireGuard (8 chit cai)
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HANG DOC

2 hang doc: THUATTOANMAHOA Céc thuat toan mat ma
dung dé bao vé di liéu tai trong (14 chit cai)

3 hang doc: KILLSWITCH Tinh n&ng an toan ngét luu lugng
khi VPN bi rét (10 chr cai)

4 hang doc: CHONGMOIDEDOA B6 bao mat cuc bd chan
trinh theo déi, quang cao va phan mém ddc hai (13 chir cai)

5 hang doc: CHIDUNGRAM Phan cling may chu dung bo
nhd tam thai, khdng gil lai dU liéu khi khéi ddng lai (10 chit

cai)

7 hang doc: VPNKEP N6i chudi hai may chi VPN dé ma hoa
dit liéu hai lan (6 chit cai)
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Dap an: TuU bi xao tron va mat thu

Dap an cho hoat dong sép xép lai chii cai ti vung va Thu thach mat ma bi mat.

DAP AN SAP XEP LAI CHU CAlI

1. NDLNYOXR NORDLYNX 5 RNMHDGUCAI CHIDUNGRAM
2. OGHMOCDOADEIN CHONGMOIPEDOA 6. EKVNPP VPNKEP
3. KNHKUYHAOUGLTN KHONGLUUNHATKY 7 ILKIWTCHSL KILLSWITCH
4. TENHEMS MESHNET 8. AAHTNMHATOUOAT THUATTOANMAHOA

KHOA THU THACH MAT THU Bi MAT

"NORDLYNX TICH HOP SAN GIAO THUC NHANH"
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DPap an nghién ctu tinh hudng

n NGHIEN CUU TiNH HUONG 1: TRIEN KHAI MA HOA KEP L&i giai danh cho gido vién

HUGNG DAN CHAM BIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

« Phan tich tinh huéng: M6t nha bao can truyén céc tai liéu rat nhay cam ti mot quéc gia kiém
duyét gat gao.

« Chién lugc va giai phap dé xuat: Bat hé sd Double VPN dé méa hoa dif liéu qua hai nut may chu
riéng biét.

NGHIEN CUU TINH HUONG 2: NGAN PHAN MEM DOC HAI TREN L gisi dann cho
MANG DUNG CHUNG giso vién
HUGNG DAN CHAM DPIEM
Cau tra I6i cua hoc sinh can dé cap cac diém sau:

« Phan tich tinh huéng: Mot cdng ty 1am viéc ti xa mudn ngan nhan vién tai cac tép doc hai qua
Wi-Fi cbng cong.

« Chién lugc va giai phap dé xuét: Gilf tinh ndng Threat Protection luén bat dé quét cac tép tai
xuéng va chan phan mém déc hai.
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