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Name: Date: Score:

Surfshark Review

Technical analysis of Dutch-headquartered Surfshark VPN, SDN Nexus dynamic IP
rotation, CleanWeb 2.0 DNS filters, unlimited device connectivity, and NoBorders
bypass mechanics.

SURFSHARK REVIEW LEARNING OVERVIEW

Welcome! This activity packet guides you through the
technical review of Surfshark. You will explore SDN-based
LEARNER Nexus IP rotation, CleanWeb 2.0 filters, unlimited device

STUDENT STATUS connectivity, and NoBorders censorship bypassing.
Network Defender Track
WORKSHEET CHECKPOINTS

|:| Part 1-4: Master VPN and network security configurations.

SECURE |:| Part 5-7: Solve crossword & word search puzzles.

CONNECTION STATUS
Shielding data packets |:| Part 8-9: Solve case studies & cipher challenge.

|:| Part 10: Review basic & advanced FAQ pages.

|:| Part 11: Explore 10 interesting real-world facts.

100%

LEAK DEFENSE
DNS & IPv6 leak protection

Open the VPN.com Best VPNs Guide

URL: https://www.vpn.com/vpn/surfshark/
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Your Surfshark Learning Roadmap

e Analyze the technical architecture and encryption standards of Surfshark Review.
e Configure client settings to prevent IP, DNS, and WebRTC traffic leaks.

e Compare proprietary tunneling protocols against standard implementations.

SURFSHARK REVIEW INSTRUCTIONS

Answer the multiple choice and true/false questions, complete the fill-in-the-blank sentences using the word bank,
match definitions, and solve the crossword and word search puzzles. Apply your knowledge to SDN Nexus networks
and CleanWeb blocks.

SDN NEXUS NETWORK SYSTEMS & CLEANWEB CONTENT BLOCKERS (INTRODUCTION)

Surfshark features the SDN-based Nexus network, allowing dynamic exit IP rotation. It enforces unlimited device
connectivity, operates RAM-only server nodes under Dutch jurisdiction, and integrates CleanWeb 2.0 filters.
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Checkpoint 1: Multiple Choice Challenge

0 What is the main function of Surfshark's CleanWeb 2.0?
O A) Blocks ads, trackers, cookie popups, and malware
O B) Encrypts outbound emails and cloud drives
O C) Rotates server IP addresses every ten minutes

O D) Forwards router ports automatically

9 Which Surfshark SDN technology enables dynamic IP rotation?

Q A) Surfshark Nexus
Q B) Secure Core

Q C) WireGuard Core
Q D) Camouflage Mode

e What is Surfshark's concurrent device connection limit?
O A) Unlimited concurrent connections
O B) Max five devices
O C) Max ten devices
O D) Restricted to one router only

° Which Surfshark mode bypasses firewalls in restricted areas?

O A) NoBorders Mode
O B) CleanWeb Mode
O C) Nexus Mode

O D) Bypass Mode

9 Which Surfshark server-side feature prevents disk storage?

Q A) 100% RAM-Only Diskless Servers
Q B) Encrypted Solid State Drives (SSD)
Q C) High-capacity RAID Arrays

Q D) Virtual server pools hosted in the US
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Checkpoint 2: True or False Challenge

G Question 6

CleanWeb 2.0 acts as a browser extension and client-side filter that intercepts ads, trackers, and cookie
consent popups.

O True O False

0 Question 7

Surfshark's Nexus architecture links the entire server network into a single SDN to optimize routing and
enable IP rotation.

O True O False

e Question 8

Surfshark limits users to a maximum of five device connections at any given time.

Q True O False

Q Question 9

NoBorders mode automatically detects local internet restrictions and suggests specific, optimized
server nodes.

O True O False

@ Question 10

Surfshark operates under the jurisdiction of the Netherlands.

O True O False
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Checkpoint 3: Key Term Insertion

Read each sentence below and fill in the blank with the correct term from the Word Bank.

1. To browse without encountering intrusive cookie popups and ads, users should enable
in their client settings.

2. Surfshark offers concurrent device connections under a single premium
subscription plan.

3. The proprietary SDN-based server architecture is named the Surfshark network.
4. To bypass local internet censorship automatically, the client activates mode.

5. To prevent session history storage, the provider routes traffic through diskless
servers.

6. OpenVPN traffic can be masked as standard web traffic using Surfshark's
obfuscation mode.

VOCABULARY WORD BANK
CleanWeb Nexus Unlimited NoBorders

RAM-Only Camouflage Bypasser WireGuard

Write your answers here:

1. 2.
3 4.
5 6.
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Checkpoint 4: VPN & Network Concept Match

DEFINITION MATCHING

Match each vocabulary term on the left with its correct definition on the right by writing the corresponding letter (A-H) in the
fillable input box.

O CleanWeb F  Obfuscation technology masking VPN traffic as HTTPS.

Nexus D Censorship bypassing mode optimizing restricted nodes.
Unlimited H Modern high-speed open-source connection protocol.
NoBorders C Subscription policy allowing infinite device connections.
RAM-Only B  SDN server network enabling IP rotation and hops.

J 0 00000

Camouflage G Split.tun.neling implementation routing specific
applications.

Bypasser E Diskless server hardware storing zero volatile logs.

WireGuard A  Advanced ad, tracker, popup, and malware blocker.
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Checkpoint 5: Crossword Puzzle

Solve the crossword puzzle by typing letters into the active white boxes. The numbers correspond to
the clues below.

ACROSS
1. Process of wrapping data packets inside other
packets (9)

4. Remote server that routes traffic and hides your
IP (6)

8. Internet Service Provider, logs traffic unless
encrypted (3)
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DOWN

2. Rules determining how data is sent and
encrypted (8)

3. Rate of data transfer across a path (9)

5. Blocking site access based on location (8)

6. Security system that monitors and blocks traffic

(8)

7. State of being free from tracking or surveillance

(7)
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Checkpoint 5 Alternative: Accessible Crossword Clues

VPN WORKSHEET

Screen-reader and keyboard users can type the crossword answers directly in the text fields below.

ACROSS CLUES

1Across: Advanced ad tracker popup blocker. (8) (8 letters):

[

4 Across: SDN-based server network routing system. (5) (5 letters):

[

5 Across: Infinite device connection account policy. (9) (9 letters):

[

7 Across: Censorship bypassing network mode. (9) (9 letters):

(

DOWN CLUES

2 Down: Volatile memory diskless server array. (8) (7 letters):

[

3 Down: Traffic obfuscation camouflage mode. (10) (10 letters):

[

6 Down: Split tunneling bypasser utility. (8) (8 letters):

{

8 Down: Modern lightweight open-source protocol. (9) (9 letters):

[
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Checkpoint 6: Hidden Word Search

Find the 8 key vocabulary terms hidden in the grid below. Words can be horizontal, vertical, or
diagonal.

U K G N O B O D E R S O A B

Y I E A M Q I vV K B J L U C

O P O O R C B Z E L Q J K N L

P L. A D Q A G M B I B C G L E

W Q A F F L. M M 2 N G A N I A

S I K H A W U O S B B M A M N

N P R F I N H H N W S O L I W

L A L E K R V F N L K U K T E

c 0O G B G N H V E G Y F S E B

J G C K K U E D X D K L P D T

A H B C U VvV A U U Z M A A F I

M VvV P R S Y B R S X Q G B R A

Q W H H 2 R O D D P T E W V 2

H R U T M B I B Y P A S S E R

D L O V M I E A J A D Z s X

VOCABULARY WORD LIST

CleanWeb Nexus Unlimited NoBorders
RAM-Only Camouflage Bypasser WireGuard

© VPN.com | Surfshark Review Worksheet Page 9



VPNl VPN GUIDE WORKSHEET VPN WORKSHEET

Checkpoint 6 Alternative: Accessible Vocabulary Matching

Match each of the 8 vocabulary terms from the Word Search to its correct definition by writing the
letter (A-H) in the blank space.

DEFINITIONS & MATCH FIELDS
VOCABULARY TERMS

A. CleanWeb CJ 1. Advanced ad, tracker, popup, and malware blocker.

. Nexus

B

C. Unlimited D 2. SDN server network enabling IP rotation and hops.
D

E

. NoBorders
CJ 3. Subscription policy allowing infinite device connections.
. RAM-Only

7 CameiEge D 4. Censorship bypassing mode optimizing restricted nodes.

G. Bypasser

H. WireGuard [j 5. Diskless server hardware storing zero volatile logs.
CJ 6. Obfuscation technology masking VPN traffic as HTTPS.

D 7. Split tunneling implementation routing specific applications.

[:] 8. Modern high-speed open-source connection protocol.
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Checkpoint 7: Scrambled Word Challenge

Unscramble the letters below to reveal key Virtual Private Network (VPN) concepts and terms. Write
your answers in the input boxes provided.

1. LEANWEBC 5. AMONLYR

2. EXUSN 6. AMOUFLAGEC
3.NLIMITEDU 7. YPASSERB

4. OBORDERSN 8. IREGUARDW
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Checkpoint 8: VPN & Network Case Studies

Apply the concepts you have learned to solve the real-world scenarios below.

CASE STUDY 1: NEXUS IP ROTATION SECURITY

Scenario: A freelance journalist is uploading sensitive interviews. To prevent tracking
by third parties who might monitor the destination IP, they enable Surfshark Nexus IP
Rotation, which shifts their exit IP every 10 minutes without disconnecting.

Discussion Question: What is the technical advantage of SDN-based IP rotation over
a static VPN connection?

CASE STUDY 2: UNLIMITED DEVICE CONNECTION TEST

Scenario: An IT administrator deploys a single Surfshark subscription to secure all
testing devices in a lab, connecting 45 concurrent test smartphones and laptops to a
local server.

Discussion Question: How does unlimited concurrent licensing benefit developers
testing multi-device applications?
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Final Challenge: Decrypting the Cipher

A network engineer secures routing channels and client tunnels. Use the Letter-to-Number key
below to decrypt the message by writing the matching letters in the blank spaces.

LETTER-TO-NUMBER ENCRYPTION KEY

A=1 B=2 C=3 D=4 E=5 F=6 G=7 H=8 1=9
N=14 0=15 P=16 Q=17 R=18 S=19 T=20 U=21 V=22 w=23 X=24 Y=25

J=10 K=11 L=12 M=13
Z=26

Decoded cybersecurity message:

TIP: EACH NUMBER REPRESENTS THE POSITION OF THAT LETTER IN THE ALPHABET (E.G. 1= A, 2 =
B, 26 = Z).
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Checkpoint 10: Basic VPN FAQs (Part A)

Review the most common questions and answers regarding Virtual Private Networks (VPNs) and
tunneling.

Q1: What is Surfshark CleanWeb 2.0?

CleanWeb 2.0 is an advanced feature that blocks ads, trackers, malware, and cookie consent
popups directly at the browser level, increasing speed and security.

Q2: What is the Surfshark Nexus network?

Nexus is an SDN-based server architecture that routes your traffic through an entire network of
servers rather than a single tunnel, enabling features like IP Rotation and MultiHop.

Q3: How many devices can connect to Surfshark concurrently?

Surfshark allows unlimited concurrent device connections under a single active subscription
account.

Q4: What is NoBorders mode on Surfshark?

NoBorders is a feature that automatically activates when the client detects network restrictions,
providing a curated list of servers optimized to bypass local blocks.

Q5: Does Surfshark use RAM-only servers?

Yes, Surfshark's entire network runs on RAM-only, diskless servers, ensuring all data is wiped
instantly upon server reboot.
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Checkpoint 10: Basic VPN FAQs (Part B)

Review the most common questions and answers regarding Virtual Private Networks (VPNs) and
tunneling.

Q6: What is Surfshark Bypasser?

Bypasser is Surfshark's split-tunneling feature. It allows you to select specific apps or websites to
bypass the VPN encryption and route through your local ISP.

Q7: Does Surfshark work on smart TVs and gaming consoles?

Yes, Surfshark offers a Smart DNS service that allows you to configure DNS settings on smart TVs
and consoles to unblock streaming media.

Q8: What is Surfshark's Camouflage mode?

Camouflage mode is Surfshark's obfuscation feature. It removes VPN signatures from your
connection so your internet provider cannot tell you are using a VPN.

Q9: Does Surfshark include a search engine?

Yes, Surfshark offers Surfshark Search, a private, ad-free search engine that does not track your
queries or search history.

Q10: What is Surfshark Alert?

Surfshark Alert is a dark web monitoring tool that scans databases for leaked email addresses,
passwords, and credit card details, notifying you of breaches.
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Checkpoint 11: Advanced VPN FAQs (Part A)

Explore advanced technical aspects of VPN tunneling protocols, mobile client integrations, and
enterprise deployment.

Q1: How does Surfshark's Camouflage mode mask VPN traffic?

Camouflage mode uses OpenVPN obfuscation to remove VPN signatures from packet headers,
making the traffic look like standard HTTPS web browsing to deep packet inspection tools.

Q2: What are the legal implications of Surfshark operating under Netherlands
jurisdiction?

Surfshark operates under Dutch law. The Netherlands is a 9-Eyes country, but its laws do not
require VPN providers to log user data. This allows Surfshark to maintain its audited zero-logs

policy.

Q3: How does the Bypasser split tunneling feature work in Surfshark?

Bypasser modifies the system routing tables. It allows users to define applications or website URLs
that route directly through the local ISP gateway instead of the encrypted VPN tunnel.

Q4: What cryptographic cipher is used for Surfshark's WireGuard connections?

Surfshark secures WireGuard traffic using the ChaCha20 symmetric key cipher with Poly1305
authenticator, providing high-speed encryption.

Q5: How does the Nexus IP Rotator function without dropping the VPN
connection?

The SDN architecture connects the client to a local gateway. The gateway rotates the exit IP on a
different layer, ensuring the client's tunnel encryption is not renegotiated and connection is
maintained.
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Checkpoint 11: Advanced VPN FAQs (Part B)

Explore advanced technical aspects of VPN tunneling protocols, mobile client integrations, and
enterprise deployment.

Q6: How does the Surfshark Nexus SDN architecture optimize routing?

Nexus connects all servers into a unified network fabric. Instead of tunneling to a single node, the
client connects to an entry gateway, and the SDN dynamically routes packets to the optimal exit
gateway, minimizing latency.

Q7: What is the security advantage of Surfshark's 100% RAM-only servers?

RAM-only servers store all operational files and encryption keys in volatile memory. If power is cut
or a server is seized, all data is instantly destroyed, leaving nothing to retrieve.

Q8: How does the NoBorders mode detect restricted networks?

The client app performs connection tests to key endpoints. If it detects censorship-style packet
drops or DNS redirection, it automatically redirects the client to specialized servers.

Q9: What is the cryptographic difference between IKEv2 and WireGuard on
Surfshark?

IKEv2 uses IPSec with Diffie-Hellman key exchanges and AES encryption, whereas WireGuard uses
modern cryptography like Noise Protocol Framework, Curve25519, and ChaCha20-Poly1305.

Q10: How does Surfshark's MultiHop double VPN secure connection paths?

MultiHop tunnels your traffic through two separate VPN servers in different countries. The first
server encrypts and routes packets, and the second decrypts and sends them, making exit-node
tracking impossible.
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Part 11: 10 Real-World VPN Facts & Insights

Review real-world facts regarding VPN encryption speeds, protocol audits, mobile connectivity, and
enterprise remote work.

1. VPN INSIGHT

Surfshark is headquartered in the
Netherlands and operates under Dutch legal
and privacy guidelines.

3. VPN INSIGHT

CleanWeb 2.0 blocks ads, tracking pixels,
malware, and cookie popups at the browser
and client level.

5. VPN INSIGHT

NoBorders mode automatically turns on
when the client detects local network
restrictions, presenting optimized servers.

7. VPN INSIGHT

Camouflage mode obfuscates OpenVPN
traffic, stripping VPN headers so it appears
as normal secure web browsing.

9. VPN INSIGHT

Bypasser is Surfshark's proprietary split-
tunneling tool, supporting both application
and website exclusions.
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2. VPN INSIGHT

The provider allows unlimited concurrent
device connections, setting no hardware
login caps per user account.

4. VPN INSIGHT

The Surfshark Nexus architecture links all
servers into a Software-Defined Network to
enable dynamic exit IP rotation.

6. VPN INSIGHT

All Surfshark servers run on 100% RAM-
only diskless hardware, meaning no session
files are written to disk.

8. VPN INSIGHT

The client app includes a Kill Switch that
terminates system internet access if the
VPN connection is interrupted.

10. VPN INSIGHT

The VPN utilizes ChaCha20 encryption for
WireGuard, which is faster and lighter than
AES on mobile processors.
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Technical References & Sources

The study guide and interactive puzzles are compiled from global technical standards, specifications,
and regulatory frameworks.
SCHOLARLY & INDUSTRY REFERENCES

[1] Surfshark. (2026). Security Features and CleanWeb 2.0. Retrieved from https://surfshark.com/

[2] Surfshark. (2026). SDN Nexus Network and IP Rotation. Retrieved from https://surfshark.com/features

[3] Surfshark. (2026). NoBorders Censorship Bypassing Mode. Retrieved from https://surfshark.com/features/
noborders

[4] Surfshark. (2026). Zero Logs Policy and Deloitte Audits. Retrieved from https://support.surfshark.com/

[5] Surfshark. (2026). How to Setup and Use Bypasser. Retrieved from https://support.surfshark.com/hc/en-us/articles/
360003080394-What-is-Bypasser-Split-tunneling-

[6] Surfshark. (2026). Understanding Camouflage Mode. Retrieved from https://support.surfshark.com/hc/en-us/
articles/360003069694-What-is-Surfshark

[7] Surfshark. (2026). Configuring Kill Switch Settings. Retrieved from https://support.surfshark.com/hc/en-us/articles/
360003069654-What-is-a-Kill-Switch-

[8] Surfshark. (2026). Dynamic SDN Tunnel Optimization. Retrieved from https://surfshark.com/features

[9] Deloitte. (2023). Independent Assurance Report on Surfshark No-Logs Policy. Retrieved from https://surfshark.com/
features

[10] VPN.com. (2026). Surfshark Speed Performance and Review. Retrieved from https://www.vpn.com/vpn/surfshark/
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Answer Key: Checkpoint 1 - Multiple Choice

o 1Network Check VPN PROTECTION

TEACHING NOTE

What is the main function of Surfshark's CleanWeb 2.0?
Citation: IETF VPN RFC [Ref 3].

e getwork Check VPN PROTECTION

TEACHING NOTE

Which Surfshark SDN technology enables dynamic IP rotation?
Citation: IETF VPN RFC [Ref 3].

e getwork Check VPN PROTECTION

TEACHING NOTE

What is Surfshark's concurrent device connection limit?
Citation: IETF VPN RFC [Ref 3].

° Eetwork Check VPN PROTECTION

TEACHING NOTE

Which Surfshark mode bypasses firewalls in restricted areas?
Citation: IETF VPN RFC [Ref 3].

Network Check
5

TEACHING NOTE

Which Surfshark server-side feature prevents disk storage?
Citation: IETF VPN RFC [Ref 3].

VPN PROTECTION
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INSTRUCTOR ANSWER KEY

Correct Answer: A

Correct Answer: A

Correct Answer: A

Correct Answer: A

Correct Answer: A
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Answer Key: Checkpoint 2 - True or False

Network Rule
1

TEACHING NOTE

VPN PROTECTION Correct Answer: True

CleanWeb 2.0 acts as a browser extension and client-side filter that intercepts ads, trackers, and cookie consent popups.
Citation: IETF VPN RFC [Ref 3].

Network Rule
2

TEACHING NOTE

VPN PROTECTION Correct Answer: True

Surfshark's Nexus architecture links the entire server network into a single SDN to optimize routing and enable IP rotation.
Citation: IETF VPN RFC [Ref 3].

3
TEACHING NOTE

Surfshark limits users to a maximum of five device connections at any given time.
Citation: IETF VPN RFC [Ref 3].

Network Rule
a4

TEACHING NOTE

NoBorders mode automatically detects local internet restrictions and suggests specific, optimized server nodes.
Citation: IETF VPN RFC [Ref 3].

VPN PROTECTION Correct Answer: True

VPN PROTECTION Correct Answer: True

@ Network Rule
5

TEACHING NOTE

Surfshark operates under the jurisdiction of the Netherlands.
Citation: IETF VPN RFC [Ref 3].

| Network Rule VPN PROTECTION Correct Answer: False
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Vocabulary Keys & Grading Rubric

INSTRUCTOR ANSWER KEY

Instructor Grading Rubric: Award 1 point for each correct matching (8 points total) and context term (6 points total).

CHECKPOINT 4: CONCEPT MATCH KEY

u CleanWeb B Nexus a Unlimited
B RAM-Only ﬂ Camouflage a Bypasser

CHECKPOINT 3: KEY TERM KEY

o CleanWeb e Unlimited
° NoBorders e RAM-Only

e Camouflage

DISCUSSION NOTES FOR INSTRUCTORS

Valuation Accuracy:

Verify that students understand how domain length, extension (.com, .ai), and commercial search volume drive

appraisal pricing.

Escrow Security:

Emphasize that funds are held in licensed third-party holding accounts prior to domain WHOIS transfer verification.

Stealth Representation:

Highlight the role of NDAs and third-party representation in preventing speculative price gouging during corporate

procurement.
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Puzzles Keys & Instructor Notes

INSTRUCTOR ANSWER KEY

WORD SEARCH SOLUTION CROSSWORD SOLUTION

U KGN OB OTU RDTETR S O A B °G ’p °F

Y I E A M Q I J V K B J L U C AS E R|V| E|R 1 8I S 7P
O P O OR C B 2 E L Q J K N L i (o] A R R
P L ADO QA AGMMSBTIGBTCG L E | B | '"T|U|N|N|E[L|1I N|G|
W QA F F LMMGZNGA AN I A | L | | Of |D] [W] |V|
S I K HA WUUOSDBUBMAMN | O C| (W] |A] |A]
N P R F I N HHNW S OTUL I W | C | (O} [ '] L] |C]
L A LEJZXKU RV VFNTULTE KUZ KT E LS (L) 1Pf L] LY
C 0GB GNUHUV EG Y F S E B | T

J G C K K UETD X DK L P D T [ H

A HB C UV A UU Z MA- ATF I

M VPR S Y BR S X Q G B R A

Q WH H Z R O DD P TEWV Z

HR UTM®B I B Y P A S S E R

D L OV M I EA J A D Z2 S X

INSTRUCTOR GUIDE FOR CROSSWORD SOLUTIONS

ACROSS CLUES

1Across: TUNNELING Process of wrapping data
packets. (3,5)
4 Across: SERVER Remote computer routing traffic.

(1,0)
8 Across:

ISP

Internet Service Provider. (1, 9)
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DOWN CLUES

2 Down: PROTOCOL Rules determining data
transmission. (0, 5)
3 Down: BANDWIDTH Rate of data transfer. (1, 7)

5 Down: GEOBLOCK Location website restriction.
(0,1)

6 Down: FIREWALL Security monitor barrier. (0, 9)

7 Down: PRIVACY State of freedom from tracking.
(1,11)
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Scrambled Words & Cipher Solution Key

Grading key for the vocabulary word unscramble activity and Secret Cipher Challenge.
WORD UNSCRAMBLE KEY

1. LEANWEBC 5. AMONLYR

( cLEANWEB ) ( RAMONLY )
2. EXUSN 6. AMOUFLAGEC

( NExus ) ( cAMOUFLAGE )
3.NLIMITEDU 7. YPASSERB

( uNLIMITED ) ( BYPASSER )
4. OBORDERSN 8. IREGUARDW

( NOBORDERS ) ( WIREGUARD )

SECRET CIPHER CHALLENGE KEY

"SURFSHARK NEXUS ARCHITECTURE RUNS IP ROTATION
SYSTEM"
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VPN & Network Case Studies Solution Key

Q Case Study 1: Nexus IP Rotation Securit Instructor Solution

GRADING GUIDELINE
Student answers should cover the following points:

» Scenario Analysis: A freelance journalist is uploading sensitive interviews. To prevent
tracking by third parties who might monitor the destination IP, they enable Surfshark Nexus IP
Rotation, which shifts their exit IP every 10 minutes without disconnecting.

» Recommended Strategy & Solution: IP rotation changes the exit IP address dynamically,
preventing trackers from compiling a continuous traffic log linked to a single static IP.

9 Case Study 2: Unlimited Device Connection Te Instructor Solution

GRADING GUIDELINE
Student answers should cover the following points:

» Scenario Analysis: An IT administrator deploys a single Surfshark subscription to secure all
testing devices in a lab, connecting 45 concurrent test smartphones and laptops to a local
server.

 Recommended Strategy & Solution: It eliminates connection limits and login conflicts,
allowing developers to scale their testing environment without managing multiple accounts.
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