VPN WHAT IS A VPN WORKSHEET STUDENT WORKSHEET

COM

Name: Date: Score:

CHECKPOINT 10

VPN FAQs

Interactive Student Worksheet & Study Guide

Based on the VPN.com VPN Guide: https://www.vpn.com/vpn/
What Is a VPN Worksheet

© VPN.com | VPN Worksheet Page 10f 6


https://www.vpn.com/vpn/

VPN WHAT IS A VPN WORKSHEET STUDENT WORKSHEET

COM

Checkpoint 10: Basic VPN FAQs (Part A)

Review the most common questions and answers prospects have about using virtual private
networks.

Q1: What is a VPN and how does it work?

A Virtual Private Network (VPN) encrypts your internet connection and routes your traffic through a secure remote
server. This masks your public IP address and limits what local network observers and your ISP can see about traffic
routed through the VPN tunnel.

Q2: Why should | use a VPN?

A VPN protects your digital privacy, secures your connection on public Wi-Fi networks (like coffee shops or airports),
may reduce activity-based throttling when the ISP cannot identify the type of encrypted traffic, bypasses geo-
restrictions to access global content, and helps secure remote work resources.

Q3: Does a VPN make me completely anonymous online?

No. While a VPN hides your IP address and encrypts traffic, you can still be tracked via browser cookies, active
accounts (like Google or Facebook), browser fingerprinting, or if your VPN provider logs your data.

Q4: Will a VPN slow down my internet speed?

Yes, slightly. The encryption process and the physical distance to the VPN server add latency and overhead. The
impact varies by provider, protocol, server distance, device, and network conditions.

Q5: Is using a VPN legal?

VPN use is legal in many countries, but some jurisdictions restrict, regulate, or block VPN services. Users should
verify current local laws before use. For more details, consult the legality guides on VPN.com.
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Checkpoint 10: Basic VPN FAQs (Part B)

Review the most common questions and answers prospects have about using virtual private
networks.

Q6: Can |l use a free VPN?

Free VPNs may rely on advertising, limited features, usage analytics, data caps, or other monetization models. Users
should review the provider's privacy policy, ownership, audits, and business model before use.

Q7: What is a "no-logs" policy?

A no-logs policy describes which activity and connection data a provider says it does not retain. The exact scope
varies, so readers should review the policy and independent audit findings.

Q8: How do | choose the best VPN?

Look for audited no-logs policies, strong protocols (WireGuard, OpenVPN), secure server locations, fast speeds,
RAM-only servers, a kill switch feature, and jurisdiction outside intelligence-sharing alliances (like the 5/9/14 Eyes).

Q9: Can |l use a VPN on my phone and smart TV?

Yes. Modern VPN providers offer dedicated apps for iOS, Android, macOS, Windows, Linux, and smart TVs, as well as
router setups to protect all devices in your home network.

Q10: What is a Kill Switch?

A Kill Switch is a security feature that automatically disconnects your device from the internet if the VPN connection
drops. This prevents your unencrypted data or real IP address from leaking.
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Checkpoint 10: Advanced VPN FAQs (Part C)

Explore technical and structural aspects of virtual private networks and secure tunneling protocols.

Q1: What is the difference between WireGuard, OpenVPN, and IKEv2?

WireGuard is a modern, lightweight protocol (only ~4,000 lines of code) offering fast speeds and quick connection
times. OpenVPN is a highly secure, battle-tested open-source protocol. IKEv2 is excellent for mobile devices due to
its ability to reconnect quickly when switching networks. [4]

Q2: What is double VPN or Multi-Hop routing?

Multi-Hop routes your traffic through two or more VPN servers in sequence. This adds a second layer of encryption
and helps keep your real IP address hidden from the second hop if one server is compromised.

Q3: What is WebRTC leaking and how does a VPN prevent it?

WebRTC is a browser protocol that can reveal your real local and public IP addresses even when a VPN is active.
Premium VPNs block or spoof WebRTC requests in their desktop/mobile apps and browser extensions.

Q4: What are RAM-only servers and why do they matter?

Traditional servers write data to hard drives, which can be seized or compromised. RAM-only (diskless) servers run
entirely in volatile memory (RAM). When the server is rebooted or powered down, data held in memory is wiped.

Q5: How does Obfuscation bypass VPN blocks?

Obfuscation (or "Stealth VPN") disguises VPN traffic so it looks like ordinary HTTPS traffic (port 443). This can help it
get past Deep Packet Inspection (DPI) used by governments or school/office networks to block VPNs.
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Checkpoint 10: Advanced VPN FAQs (Part D)

Explore technical and structural aspects of virtual private networks and secure tunneling protocols.

Q6: What is Split Tunneling and when should | use it?

Split Tunneling lets you choose which apps route through the encrypted VPN tunnel and which connect directly to the
internet. Use it to route sensitive banking apps through the VPN while local games connect directly, avoiding VPN-
added latency.

Q7: How does Forward Secrecy (Perfect Forward Secrecy) work?

PFS ensures that a unique, temporary encryption key is generated for every single session. Even if a private key is
compromised in the future, it cannot be used to decrypt past or future sessions because they used independent
keys.

Q8: What are the 5/9/14 Eyes alliances and why should | care?

Jurisdiction can affect the legal process a provider may face, but the practical privacy risk also depends on what data
the provider retains, its technical architecture, ownership, transparency reporting, and audit history.

Q9: What is DNS Leak protection?

DNS leak protection forces your device to send website lookup queries (DNS queries) through the VPN's private,
encrypted DNS servers instead of your ISP's servers. This prevents your ISP from tracking which sites you visit.

Q10: Can a VPN bypass ISP internet throttling?

Sometimes. A VPN may help when an ISP selectively slows identifiable activities, but it will not overcome congestion,
data caps, account-level speed limits, or poor network quality.
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Technical References & Sources

STUDENT WORKSHEET

Cited publications, cryptographic specifications, and official document standards utilized across this

worksheet.

SCHOLARLY & INDUSTRY REFERENCES

[1] NIST. (2020). SP 800-77 Rev. 1: Guide to IPsec VPNs.
https://csrc.nist.gov/pubs/sp/800/77/r1/final

[3] WireGuard. (n.d.). Protocol & Cryptography.

https://www.wireguard.com/protocol/

[5] OpenVPN. (n.d.). OpenVPN 2.6 Manual.

https://openvpn.net/community-resources/reference-manual-for-op
envpn-2-6/
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