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DIEM KIEM TRA 10

Cau héi thudng gap vé VPN

Phiéu hoc tap tuong tac va hudng dan hoc tap

Dua trén Hudng dan VPN cua VPN.com: https://www.vpn.com/vi/vpn/
Phiéu hoc tap vé VPN Ia gi
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan A)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat cta khach hang tiém nang vé viéc st dung mang
riéng ao.

Q1: VPN Ia gi va hoat déng nhu thé nao?

Mang riéng ao (VPN) ma hoa két néi internet clia ban va dinh tuyén luu lugng qua mét may chu tif xa an toan. Diéu
nay che giau dia chi IP céng cdng cuia ban va han ché nhiing gi ngusi quan sat trén mang cuc bd va ISP cua ban c6
thé thay vé luu lugng di qua dudng ham VPN.

Q2: Vi sao t6i nén dung VPN?

VPN bao vé& quyén riéng tu ky thuat s6 cua ban, bao mat két néi trén mang Wi-Fi cong cdng (nhu quan ca phé hoac
san bay), cé thé giam viéc bi giam téc theo hoat ddng khi ISP khéng nhan dién dudc loai luu lugng da ma hda, vugt
qua gidi han dia ly dé truy cap ndi dung toan cau, va gilp bao vé tai nguyén lam viéc tu xa.

Q3: VPN cé gitp tdi hoan toan an danh trén mang khéng?

Khong. DU VPN &n dia chi IP va ma héa Iuu lugng cla ban, ban van cé thé bi theo ddi qua cookie trinh duyét, cac tai
khoan dang dang nhap (nhu Google hodc Facebook), nhan dang dau van tay trinh duyét, hodc néu nha cung cap VPN
ghi nhat ky d{ liéu cua ban.

Q4: VPN c6 Iam cham téc do internet cua tdi khong?

C6, mdt chut. Quéa trinh ma héa va khoang cach vat ly dén may cha VPN lam tdng do tré va chi phi xU Iy. Muc anh
hudng thay déi tly theo nha cung cap, giao thiic, khoang cach may chu, thiét bi va diéu kién mang.

Q5: Dung VPN c6 hgp phap khéng?

Viéc dung VPN hdp phap & nhiéu quéc gia, nhung mét s6 khu vuc phap ly han ché, quan ly hodc chén dich vu VPN.
Ngusi dung nén xac minh luat dia phudng hién hanh trudc khi st dung. Bé biét thém chi tiét, hay tham khao cac
huéng dan vé tinh hgp phap trén VPN.com.
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Diém kiém tra 10: Cau héi thudng gap cd ban vé VPN (Phan B)

Xem lai cac cau hoi va cau tra I8i thudng gap nhat cta khach hang tiém nang vé viéc st dung mang
riéng ao.

Q6: Tdi c6 thé dung VPN mién phi khéng?

VPN mién phi c6 thé dua vao quang cdo, tinh n&ng han ché, phan tich muic st dung, han muc di liéu hoac cac moé
hinh kiém tién khac. Ngudi dung nén xem lai chinh sach quyén riéng tu, quyén s hiiu, cac dgt kiém toan va mé hinh
kinh doanh ctia nha cung cap trudc khi st dung.

Q7: Chinh sach "khong luu nhat ky" la gi?

Chinh sach khéng Iuu nhat ky mé ta nhiing dir liéu hoat déng va két néi ma nha cung cép cho biét ho khéng luu gi.
Pham vi chinh xac khac nhau, nén ngusi doc can xem xét chinh sach va két qua kiém toan doc lap.

Q8: Lam thé nao dé chon VPN tét nhat?

Hay tim chinh sach khéng Iuu nhat ky da dugc kiém toan, giao thiéic manh (WireGuard, OpenVPN), vi tri may chl an
toan, té¢c dd nhanh, may chu chi chay trén RAM, tinh n&ng kill switch va thdm quyén phap ly ndm ngoai cac lién minh
chia sé tinh bao (nhu 5/9/14 Mat).

Q9: Tdi c6 thé dung VPN trén dién thoai va smart TV khong?

C6. Cac nha cung cap VPN hién dai cé Uing dung riéng cho iOS, Android, macOS, Windows, Linux va TV théng minh,
cling nhu céch thiét 1ap trén router dé bao vé moi thiét bj trong mang gia dinh.

Q10: Kill Switch la gi?

Kill Switch 14 tinh n&ng bao mat tu ddng ngét thiét bi ctia ban khoi internet néu két n6i VPN bij rét. Biéu nay ngan di
liéu khéng dugc ma hda hoac dia chi IP that cua ban bi ro ri.
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Diém kiém tra 10: Cau héi thudng gap nang cao vé VPN (Phan C)

Kham pha céc khia canh ky thuat va cau tric clia mang riéng 4o va cac giao thic dudng ham an
toan.

Q1: Su khac biét giita WireGuard, OpenVPN va IKEv2 la gi?

WireGuard I giao thiic hién dai, gon nhe (chi khoang 4.000 dong méa) mang lai téc doé nhanh va thsi gian két néi
ngan. OpenVPN Ia giao thi’c ma ngudn m& cé dd bao mat cao, da dugc kiém chiing qua thuc té. IKEv2 rat phu hop
cho thiét bi di ddng nh& kha néng két ndi lai nhanh khi chuyén déi mang. [4]

Q2: VPN kép hay dinh tuyén Multi-Hop la gi?

Multi-Hop dinh tuyén Iuu lugng cla ban qua hai hodc nhiéu may chi VPN néi tiép nhau. Biéu nay thém I6p ma hoa
thi hai va giup gil dia chi IP that ctia ban khong bi 16 v8i chang thi hai néu mét may chu bi xam pham.

Q3: RO ri WebRTC la gi va VPN ngén chan né nhu thé nao?

WebRTC Ia giao thiic clia trinh duyét c6 thé tiét 16 dia chi IP cuc bd va céng khai that clia ban ngay ca khi VPN dang
hoat ddng. Cac VPN cao cap chan hodc gia mao yéu cau WebRTC trong ting dung may tinh/di déng va tién ich ma
rong trinh duyét.

Q4: May chu chi dung RAM la gi va vi sao chung quan trong?

Cac may chu truyén théng ghi dif liéu vao 6 cing, cé thé bi thu gilr hodc xam pham. Cac may chl chi dung RAM
(khéng 6 dia) chay hoan toan trong bd nhé kha bién (RAM). Khi may chl khai dong lai hodc tat nguén, di liéu trong
bd nhd bi xda.

Q5: Lam rdi giao thuc (Obfuscation) vugt qua cac bién phap chin VPN nhu thé nao?

Lam réi (obfuscation, hay "Stealth VPN") nguy trang luu lugng VPN dé tréng giéng Iuu lugng HTTPS théng thudng
(céng 443). Diéu nay cé thé gilp vugt qua Kiém tra géi tin sau (DPI) ma chinh phii hodc mang trudng hoc/van phong
dung dé chén VPN.
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Diém kiém tra 10: Cau hoéi thudng gap nang cao vé VPN (Phan D)

Kham pha céc khia canh ky thuat va cau tric clia mang riéng 4o va cac giao thic dudng ham an
toan.

Q6: Split Tunneling la gi va khi nao t6i nén dung?

Split Tunneling cho phép ban chon ting dung nao di qua dudng hdm VPN ma hoa va ting dung nao két néi truc tiép
véi internet. Hay duing né dé dinh tuyén cac ing dung ngan hang nhay cam qua VPN trong khi céc trd chai cuc bd két
néi truc tiép, tranh do tré do VPN thém vao.

Q7: Forward Secrecy (Perfect Forward Secrecy) hoat dong nhu thé nao?

PFS dam bao mét khéa ma hoa tam thsi, duy nhat dugdc tao cho méi phién. Ngay ca khi khoa riéng bi xam pham trong
tuong lai, né cling khéng thé dung dé giai ma cac phién trudc hodc sau vi cac phién dé dung khéa doc lap.

Q8: Cac lién minh 5/9/14 Eyes la gi va vi sao téi nén quan tam?

Tham quyén phap ly cé thé anh hudng dén quy trinh phap ly ma nha cung cap cé thé phai déi mat, nhung rii ro
quyén riéng tu thuc té con phu thudc vao dir liéu nha cung cép Iuu gid, kién tric k¥ thuat, quyén sé hitu, bdo cao
minh bach va lich st kiém toan.

Q9: Bao vé chéng ro ri DNS la gi?

Tinh nang chéng ro ri DNS budc thiét bi clia ban guii cac truy van tra cliu trang web (truy van DNS) qua may chi DNS
riéng, dudc ma héa clia VPN thay vi may chi cla ISP. Diéu nay ngén ISP theo déi cac trang ban truy cap.

Q10: VPN c6 thé vugt qua viéc ISP lam cham Internet khong?

Dai khi. VPN c6 thé giup ich khi ISP 1am cham c6 chon loc cac hoat dong cé thé nhan dién, nhung né sé khéng khac
phuc dugc tdc nghén, gisi han dung Iugng, gidi han téc do & cap tai khoan hodc chat lugng mang kém.
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Tai liéu tham khao ky thuat va nguén

Cac an pham dugc trich dan, dac ta mat ma va tiéu chuan tai liéu chinh thic dudc st dung trong
phiéu hoc tap nay.
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